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Meeting the 
needs of risk 
professionals

WELCOME TO THE FIRST ASIA EDITION OF STRATEGICRISK, 
the Asia-Pacifi c region’s own version of Europe’s award-winning risk 

management information publication.
StrategicRISK was launched in 2000 to serve Europe’s growing risk management 

community. Now we want to meet the information needs of risk professionals at 
national, regional and multinational corporations operating across Asia.

Our core objective is to support the development of the risk management 
profession in the region by promoting the important role risk managers play in the 
continuing success of the businesses that employ them.

And business continuity is the central theme of our launch issue. Our cover story 
(pages 21-25) looks at how companies can best deal with the complexities of global 
interconnectivity and why enterprise risk management is crucial.

Also in this edition of StrategicRISK is an interview with Geetha 
Kanagasingam (pages 14-16), vice-president of group insurance and 
group risk at Barclays Bank in Singapore and a founding board member 
of the Pan-Asia Risk and Insurance Management Association (Parima).

Kanagasingam believes that challenging economic conditions 
combined with the impact of natural catastrophes means that risk 
management usually fi nds its way to the board agenda these days, “like 
it or not”. Nevertheless, she questions how much time some boards 
spend discussing risk management. As Kanagasingam points out, 
education about risk should begin in the boardroom.

Economic uncertainty among the so-called BRIC countries is the 
subject of our Risk Indicator (pages 6–7), which examines whether the 
recent fl attening of growth is a sign that the boom is over or merely the 
natural slowing of an unsustainable rate of expansion. BRIC member 
China has seen its GDP develop at a phenomenal rate in recent years 
and its infl uence is strongest in the Asia region.

Our special report on cyber risk (pages 33-36) examines the critical 
threat of the impact of technology failures on supply chains. Marsh’s 
FINPRO practice leader in Asia Stella Tse says such outages and failures 
have the potential to cause signifi cant loss of income and increase 
operating expenses. “While data privacy breach is a priority risk, 
companies should not underestimate the business interruption costs if 
they have to suspend services due to a hack attack or technology failure,” 
Tse warns. That’s before you even start to assess the reputational impacts.

I hope you enjoy the fi rst Asia edition of StrategicRISK. If you have any 
feedback or suggestions, please email me at sean.mooney@nqsm.com SR

Sean Mooney, ASIA EDITOR, STRATEGICRISK

 Email sean.mooney@nqsm.com
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NEWS
TOP 10 ONLINE
BUSINESS STORIES

01  NAT CAT

Haiyan will be 
studied ‘for 
years to come’
Steve Bowen, senior scientist and 
meteorologist at Aon Benfi eld’s 
Impact Forecasting, says that Super 
Typhoon Haiyan came ashore in the 
Philippines as the strongest tropical 
cyclone in recorded history. The 
fact that it remained at Category 5 
intensity for 48 consecutive hours was 
a “remarkable feat”, he added.

“Interestingly, Haiyan continued 
to intensify up until landfall in the 
Philippines’ Eastern Samar despite 
the storm’s outer western bands fi rst 
covering much of the country.”
web.  goo.gl/R22EvI

02  DIGITAL

Asia’s digital 
strategy 
lacks clarity
Asian insurers fail to understand 
the barriers that prevent digital 
growth, a global insurance survey by 
accountants EY has found.

The fi rm said that the region’s digital 
maturity continues to lag behind its 
European and North American peers.

Of the100 global insurers surveyed, 
an alarming 79% of Asian insurers 
did not know or disclose current 
levels of digital spend, compared with 
40% of insurers globally.
web.  goo.gl/QdswQ7

03  SUSTAINABILITY

Asia-Pacifi c chief 
executives value 
sustainability 
approaches more

Asia-Pacifi c’s top chief executives 
embrace sustainability strategies 
more than their global peers, with 

the majority optimistic that it could 
transform their business.

A joint study by United Nations 
Global Compact and Accenture of 
1,000 business leaders found that 
76% of top executives in the region 
expect sustainability to transform their 
industry within fi ve years, compared 
with a global average of 63%.

While 52% of Asia-Pacifi c chief 
executives felt that sustainability 
strategy would be “very important” to 
their success, only 45% globally and a 
smaller 32% in Europe felt the same.
web.  goo.gl/wA7IoM

04  INSURANCE

ACE targets 
‘multinational 
customers in the 
Asia-Pacifi c region’

New York-based Suresh Krishnan 
will head up ACE’s global accounts 
division for Asia Pacifi c and Latin 
America, and will be responsible for 
dealing with multinational clients and 
brokers in these regions.

This includes the company’s 
product portfolio, claims and risk-

management services, and network of 
local operations and partners.

Krishnan said that the new 
division represented a commitment 
to ACE’s multinational customers 
in Asia. “Companies in Asia-Pacifi c 
are fi nding opportunities to do 
business across borders within the 
region, as well as in other territories 
worldwide,” he said. 

“As a result, they need an insurance 
company that can insure their 
global risks.
web.  goo.gl/Iyu6yz

05  NAT CAT

Impact Forecasting 
unveils riot model 
focusing on 
Indonesia unrest

Aon Benfi eld’s catastrophe modelling 
arm Impact Forecasting has 
developed software to help users 
understand the fi nancial impact 
of riots, by analysing 20 years of 
Indonesian unrest.

Impact Forecasting has used data 
from the UN and the World Bank 
that covers more than 86% of all 

riots in Indonesia and documents 
the location, severity and catalyst for 
each event across the country.
web.  goo.gl/U8Tk57

06  INSURANCE

Reshuffl  e at 
DUAL’s Asian 
operations
The current managing director of 
DUAL Singapore, Mark Spadaccini, is 
soon to become head of DUAL Asia, 
with responsibility for both the Hong 
Kong and Singapore offi  ces.

Spadaccini, who has been with 
Dual for fi ve years, said that he was 
delighted to be asked to lead DUAL 
Asia “into its next chapter”. 
web.  goo.gl/qdw2Ly

07  ENVIRONMENTAL

Australians dig 
deep into 
risk landscape
The cream of Australia’s risk 
management community met 
with the StrategicRISK team, local 
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brokers and insurance representatives 
last month.

Held in Melbourne and Sydney, 
the Risk & Insurance Management 
Roundtable events provided a forum 
for discussions that ranged far and 
wide across Australia’s risk landscape.

As bushfi res raged on the outskirts 
of Sydney, there was general 
agreement that climate change was 
at least partly responsible for the 
increasing regularity and ferocity not 
only of fi res, but also of fl oods, storms 
and other extreme weather events.
web.  goo.gl/IaU4aD

08  NAT CAT

Lessons learnt 
from Superstorm 
Sandy: one year on
Superstorm Sandy highlighted the 
value of good risk practice – and FM 
Global operations vice-president Tom 
Roche says preparation is the key 
take-home message for businesses.

The powerful hurricane made 
landfall on 29 October 2012 and 
caused an estimated €8.7bn worth 
of economic damage in New 
York alone, but Roche says that 
sophisticated fl ood maps available 
before the event gave a clear 
indication of the area Sandy was 
due to hit, allowing for appropriate 
measures to be taken in preparation.

Roche said: “There weren’t that 
many surprises in terms of the extent 
to which the fl ooding could happen 
so people could plan and prepare.”
web.  goo.gl/rBxfTF

09  ECONOMY

Future shock 
in Malaysia
Bring a group of risk professionals 
together in one room and ask them 
what challenges they are currently 
dealing with, and you’re guaranteed 
to come out with a list as long as your 
arm. If you broaden the discussion to 
encompass the risks they think they’ll 
be facing in fi ve or 10 years’ time, 
prepare to be regaled with many 
possible scenarios, from relatively 
benign to positively apocalyptic.

This is certainly the case in 
Malaysia, which is arguably one of 
the countries in South-East Asia most 
heavily aff ected by globalisation. 
Economic uncertainty means there is 
much talk about major investment in 
the region becoming riskier.
web.  goo.gl/W9xdKq

10  INSURANCE

Markel’s marine 
man at home in 
Asia’s risky waters
When Matthew Cannock joined 
Markel last year, it was as a marine 
underwriter tasked with developing 
the specialist insurer’s marine 
hull, cargo and liability business in 
Asia. So it’s little surprise that the 
newly appointed managing director 
of Markel International Singapore 
uses nautical language to describe 
the insurance company’s current 
course. “It’s all set fair, it’s just 
a question of where we apply 
ourselves,” he said.

Along with marine, Markel writes a 
range of insurance lines in the region, 
including energy, professional risks 
and trade credit. “We aim to lead the 
market in all of those,” Cannock said.
web.  goo.gl/HauiwH

ONLINE CONTENTS

Most read stories
Australian bushfi re emergency 

enters second week 
web.  goo.gl/AaqqlM

Risk Report Thailand
web.  goo.gl/XHyQek

Allianz targets growth for Asian 

engineering business
web. goo.gl/w04X5f

Supporting the new frontiers of 

risk managers
web.  goo.gl/XqGi3T

Fighting the reputation fi re
web.  goo.gl/GJ3ldI

LINKS TO THE WEBSITE 

About goo.gl
 Type the goo.gl address into 
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October roundtable 

events discussed 

Australia’s risk 

landscape, including 

the recent bush fi res

COMMUNITY 
UPDATE

The Pan-Asia Risk & 

Insurance Management 

Association (Parima) 

has been formally 

registered in Singapore 

and is now developing 

its membership 

across Asia’s risk and 

insurance managers. 

The new association 

is designed to meet the 

information, education 

and lobbying needs of 

fi rms and individual 

corporate risk managers 

working closely with 

leading service providers 

such as insurers, 

brokers, law fi rms and 

other experts to deliver 

services to members in 

a cost-eff ective and 

co-ordinated manner. 

The initiative began 

in the spring through a 

day-long meeting and 

conference with more 

than 140 delegates in 

attendance and proved 

a big success. 

The association’s 

inaugural president 

Franck Baron said: 

“There is a great deal 

of interest in the 

new association as 

both companies and 

individual risk managers 

seek to improve their 

risk management skills 

and knowledge and 

meet and learn from 

fellow practitioners.” 

He added: “I am 

honoured to have been 

elected to lead this 

exciting venture at 

the outset.” 

One of the fi rst 

big projects for the 

association will be to 

hold a true pan-Asian 

risk management 

conference to off er Asian 

risk managers the same 

benefi ts that members 

of the Risk Management 

Society in the 

US and of Ferma in 

Europe enjoy. 

Watch Franck Baron’s 

interview at the Ferma 

Forum 2013 here: 

web.  goo.gl/WEl0aV
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RISK INDICATOR

BRIC GROWTH STALLS

Run out of steam?

A
S THE REST OF THE DEVELOPED WORLD 
crumbled in the 2008 fi nancial Armageddon, 
the BRIC (Brazil, Russia, India, China) countries 
seemed to hold fast to their economic boom. 

A healthy combination of large populations 
and rapid economic growth meant the BRICs 
were on track to become some of the largest 
economies in the world, with China predicted 
to be the biggest of all. But recently, along with 
other emerging market economies, the BRICs 

have begun to experience a severe slowdown, raising questions over whether 
they may be victims of their own hype. 

However, the situation is complex and sometimes contradictory. The 
malaise and uncertainty created by October’s partial shutdown of the US 
administration over its budget impasse has led to fears of another fi nancial 
crisis enveloping the country and potential adverse eff ects for businesses and 
economies across the globe, particularly those in the BRIC bloc that rely on 
continuous US investor funding.

The ties that bind 
According to International Monetary Fund forecasts, growth in China will 
almost halve to 7.6% in 2013, and will fall in India by 3.8%, in Brazil by 2.5%, 
and in Russia by 1.5% over the next year.

The reason for such a sharp drop in fortunes is because developing countries 
are tied far more closely to fi rst-world economies than at fi rst thought. 
American economist Nouriel Roubini believes a period of overheating in 2010-
2011 left the BRICs and other emerging economies with growth fi gures above 
potential and infl ation. The economies then tightened monetary policies, with 
negative consequences for growth that have carried on in 2012-2013. 

“The idea that emerging-market economies could fully decouple from 
economic weakness in advanced economies was far-fetched: recession in the 
eurozone, near-recession and slow economic growth elsewhere were always 
likely to aff ect emerging-market performance negatively,” says Roubini. 

Owen Belman, chief executive, Greater China, Aon Asia sees further change 
ahead as the region evolves economically. “Since concerns over the global econ-
omy do not appear to be dissipating, organisations and national economies 
need to embrace the economic slowdown from a global perspective,” he says. 

“The rapid ascent of the Chinese economy has been largely dependent on 
consumption from foreign economies and it now faces a litany of challenges 
associated with continued growth. External challenges include slowing overall 
global growth rates, political turmoil and uncertainty, increased regulatory and 
legislative measures along with numerous other macroeconomic factors. 

“President Xi Jinping is engaging in a number of internal activities to trans-
form the Chinese economic and political environment to provide a more stable 
and sustainable growth model for the Chinese economy. As growth continues to 
slow globally, the Chinese economy will be forced to take measures to sustain 
growth while beginning to shift from a producing to a consuming economy.”

The economic prospects of the BRIC nations are dependent upon continued 
investor interest, as well as healthy export prospects off shore. Businesses need 
to ensure that any falling economic tides don’t leave them high and dry. SR

A slowdown in the BRIC economies is partly a 
result of their link with fi rst-world losses and not 
necessarily a cause to panic – yet

BRICs hit by
chain reaction 
‘The WEO emphasizes that the changing global

growth constellations have exacerbated risks 

in emerging market economies’

IMF World Economic Outlook October 2013
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TOP FIVE
Population facts

1. Japan

According to recent World Bank 

data, 24% of Japan’s population 

is aged 65-plus. At 83 years, it 

has the world’s longest total life 

expectancy for those born 2008-12.

2. Singapore

The life expectancy at birth for 

children born in Singapore since 

2009 is 82, but only 10% of its 

population are senior citizens.

3. Malaysia

Malaysia’s pensioners make up 

just 5% of its population, but the 

life expectancy for newborns has 

risen over the past decade to 75.  

4. Germany

In Germany 21% of the 

population are at the end of, or 

beyond, their working life. 

5. Italy

The current number of citizens 

aged 65 and over accounts for 

21% of the population.

“SOUNDBITES”

‘If companies have structured 

crisis-management plans, 

they stand less chance of 

being dragged down by 

bad publicity’

Andrew Minnitt JLT Thailand

>> see News Feature, page 12

‘ERM is routine work that 

management has to make 

sure does not get buried in 

the day-to-day workload’

Phatchada Muenthong 

Big C Supercenter, Thailand

>> see Risks, page 21

‘BCM is all about preparing 

yourself in advance to 

follow a plan to respond to 

the emergency’

Eamonn Cunningham 

Westfi eld Risk Management, Australia 

>> see Risks, page 22
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NEWS ANALYSIS

NAT CAT

A� er Haiyan

I
N THE SAME WAY THAT 2011 WILL BE 
associated with the earthquake and tsunami in 
Japan, this year will be defi ned by a natural 
catastrophe in the Philippines.

On 8 November Super Typhoon Haiyan 
blew into the islands with phenomenal 
destructive force.

Haiyan was the fourth typhoon and the fi fth 
named storm to hit the Philippines in 2013 – 
and it was by far the most damaging, creating a 

humanitarian disaster as it swept away small villages, left more 
than 3,000 people dead and displaced about 650,000 residents.

Even before Haiyan, it had already been a busy typhoon 
season in the west Pacifi c, with 28 tropical storms since June. 
Sixteen of these reached typhoon status (cat 1-5) and seven 
reached super typhoon status (cat 4-5). The Philippines had 
sustained three Category 5 landfalls since 2010, which is more 
than any other country during that timeframe.

Senior scientist and meteorologist at Aon Benfi eld’s Impact 
Forecasting Steve Bowen says that Haiyan came ashore in the 
Philippines as the strongest recorded tropical cyclone. The fact 
that it remained at Category 5 intensity for 48 consecutive hours 
was a “remarkable feat”, he added.

“Tropical systems are usually unable to maintain such extreme 
intensity given expected fl uctuations associated with eyewall 
replacement cycles or interaction with land,” Bowen says. 
“Interestingly, Haiyan continued to intensify up until landfall in 
the Philippines’ Eastern Samar despite the storm’s outer western 
bands fi rst covering much of the country.

“Super Typhoon Haiyan is a storm that will be studied by 
meteorologists and scientists for years to come.”

From an economic loss perspective, the level of devastation 
wrought by Haiyan means that it will probably go down as the 
costliest natural disaster in the Philippines’s history, Bowen says. 
“However, the impact for insurers is expected to be signifi cantly 
lower than the overall economic tally given that insurance 
penetration is very low in the hardest hit areas,” he adds.

The bill for total damage to residential, commercial and 
agricultural properties from Haiyan will be somewhere between 
$6.5bn and $14.5bn, according to catastrophe-modelling fi rm 
AIR Worldwide. However, AIR estimates that insured losses will 
only be in the vicinity of $300m to $700m.

Aon Benfi eld Analytics Asia Pacifi c chief operating offi  cer Rade 
Musulin says that increasing insurance penetration in the region 

Natural catastrophes seem to be 
growing more frequent and intense, 
and disaster planning is essential 

R
eu

te
rs

is of prime importance. “Can the Philippines government or 
other governments in this situation do things to try to encourage 
additional insurance coverage, either through government 
means or through private means to help fund the recovery from 
these disasters?” he asks. “Another question is, can insurance 
provide a better funding source for part of these losses to help 
countries recover, instead of simply having them rely on aid and 
other means to rebuild?”

Musulin says Haiyan should serve as a wake-up call to the 
international community. “This is a terrible tragedy, but it’s 
something which unfortunately is quite possible in this part of 
the world,” he says. “When we have a tragedy like this, it is time 
to start thinking about how much you invest in mitigation as 
you rebuild. In some cases, for not a lot more money you can 
strengthen the building stock somewhat signifi cantly.”

Storms of the magnitude of Haiyan have been seen before 
in the Pacifi c Basin, Musulin says, but most have not made 
landfall in any densely populated areas. “Given the rapid 
population and exposure growth of many countries in this 
region, it might happen more often,” he says. “So, as we 
rebuild from this tragedy, there should be a real hard look at 
community resilience and trying to rebuild for resilience instead 
of just rebuilding.”
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The Super Typhoon Haiyan 

is a storm that will be 

studied by meteorologists 

and scientists for years 

to come

that in low-lying communities people need to move further 
inland,” he says. “You can see that in the city of Tacloban there’s a 
huge amount of exposure just a few metres above sea level, so if 
you have storm surge of six or eight metres, there’s an enormous 
amount that is aff ected by it.”

A lot of thinking is needed to go into working out how best to 
protect communities on islands “where you can’t simply get 
everybody to move 50 miles inland”, Muir-Wood says. “In the 
US you’d evacuate the people at risk, but this is much more of a 
challenge when you’re on an island and there are few vehicles,” 
he says. “A small proportion of buildings like community centres 
need to be hardened to be able to withstand cat 5 winds, and 
located high enough to avoid storm surges.”

Muir-Wood says that the Philippines is probably the most 
“disaster-impacted country in the world” if you add up all 
the earthquakes, volcanic eruptions, fl oods and super typhoons 
it experiences. “The eastern edge of the Philippines is the coast-
line most aff ected by cat 5 tropical cyclones anywhere on earth,” 
he says.

“And if you look objectively at the intersection between 
exposed populations and the hazards, then Asia itself is at the 
worldwide centre of disaster impacts. Haiyan is a manifestation of 
that intersection of people and hazards.” SR

Investments in risk mitigation can pay large dividends, 
Musulin says. “People building facilities on rivers or in places 
subject to fl ood certainly need to keep in mind the range of 
things that could happen to them, including the failure of fl ood 
defences,” he says. “The message is that people may have to be a 
bit more robust in their thinking about what sort of mitigation 
measures they need to take.”

Loss of  life should be minimised
Robert Muir-Wood is the chief research offi  cer at RMS, one of 
the world’s largest catastrophe modelling companies. He says 
that while typhoons are unavoidable, the loss of life that they 
could cause is not. “This kind of thing shouldn’t really happen; 
the world now knows how to prevent large-scale loss of life in 
cyclones,” he says. “You are going to lose property, but it should 
at least be possible to save the people.”

Muir-Wood says that in the case of Haiyan there was a failure 
on the part of the authorities. “The Philippines government itself 
will be embarrassed because in the past few years they’ve actually 
been doing a very good job at taking action to limit disasters.” 

People in low-lying areas were not informed that they were 
threatened by storm surges, Muir-Wood says. “I don’t think they 
did alert people in a way that they could have done to highlight 
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NEWS FEATURE

REPUTATIONAL DAMAGE

PUTTING OUT 
THE FIRE
What companies should and should 
not be doing to safeguard their brand
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E 
VERY MAJOR GLOBAL 
corporation knows the drill: if it 
is good news, it stays local. But if 
it is bad news, it will go interna-
tional faster than lightning – 
with the potential to fl ummox 
even the sturdiest of brands. 
In the age of instantaneous, 
uneditable social media, this 
emerging risk has never been 

more pronounced, meaning risk managers are now facing a 
threat that has the potential to ruin an entire brand with a single 
image or word. 

On 8 September, a Thai Airways fl ight suff ered a relatively 
minor incident when it skidded off  a Bangkok runway. While 
there were no injuries, the company’s offi  cials, on the apparent 
advice of German Star Alliance partner Lufthansa, rushed to 
paint over the logo on the damaged plane in a move they called 
a “crisis communication rule”. But rather than shelter the brand 
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from damage, the cover-up move was ridiculed across main-
stream and social media causing greater damage to the Thai 
Airways brand. 

But it is not just ‘as-they-happen’ incidents that can mar a 
brand’s reputation if not handled properly. An American-owned 
Dunkin’ Donuts franchise in Thailand was recently forced to pull 
planned advertising for its charcoal-coloured doughnut, which 
depicted a woman in ‘blackface’ makeup. While Dunkin’ Donuts’ 
Thai bosses defended the advertising, its US parent company 
said it would pull the franchise into line with the brand’s key 
advertising strategies. 

Experts say these incidents are neither new nor isolated. 
However, the damage that is now done via instant media is 
exponential without proper management. Founder of reputation 
risk consultants Chiron Garry Honey says the reason for 
incidents such as the Dunkin’ Donuts blackface crisis is a lack of 
co-ordination in small-to-mid-sized brands, rather than the major 
brands. “There’s a level of co-ordination that’s been missing there. 
It’s often the non-major, fast-moving consumer goods people 

who are caught out by this. The big brands are generally quite 
good at co-ordinating their advertising across the board. The 
smaller brands have possibly never needed that level of 
control or co-ordination so they’re a lot more at risk.”

Red Sea Housing chief risk offi  cer and former advertising 
executive Domenic Antonucci says rogue advertising incidents 
remain relatively minor issues, as long as the issue is local rather 
than emanating from the centre of the brand. “There are 
generally three root causes: feral creative agencies, naïve local 
culture and lack of marketing control from the centre. One 
reason why [an incident like Dunkin’ Donuts] is fairly limited is 
that the threat is going in the wrong direction. By that I mean if it 
was the global brand doing something wrong with the negative 
consequences then spreading outwards, that’s a bigger problem.”

Resolving a reputational crisis is best tackled head on, accord-
ing to Honey. “Once damage has been done, the fi rst thing busi-
nesses should say is: ‘We got it wrong.’ One of the best things in 
any reputation repair job is admission of guilt and contrition. If 
you go into denial, you make it worse.” But Antonucci suggests 
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businesses adopt a vastly diff erent approach to 
quell the damage. “Even if you did authorise 
the ad, you tell the world that you didn’t. 
Those agencies will cop it because they’re not 
going to challenge anyone with big pockets or a 
big brand. You can put those sorts of fi res out 
pretty quickly.”

In tune with local market 
For major global brands operating in a variety 
of markets, maintaining a degree of cultural 
sensitivity is vital to ensuring the success of the 
brand. Using advertising that is both appealing 
and sensitive to a local market can backfi re on 
companies when seen in a global context. 
Likewise, global advertising that is used in local markets without 
certain alterations can have dire consequences. 

While advertising not hitting the mark is not a new issue, it is 
the speed at which bad advertising – in fact any kind of bad news 
– can spread via social media that has made the risk more pro-
nounced. JLT Thailand managing director and country manager 
Andrew Minnitt says that the slightest mistake by companies can 
put them under public scrutiny for all the wrong reasons. “The 
public are much more aware of their rights nowdays and what 
they want or demand from a provider. If that perception is let 
down, then there is little hesitation to lash out through social 
media and spread the word. Mitigating this risk is tough, but if 
companies have structured crisis-management plans, they stand 
less chance of being dragged down by bad publicity.”

Lockton Wattana Insurance Brokers (Thailand) executive 
chairman Wattana Wongvisesnopakun says that the ease and 
speed with which bad news can travel is a growing problem. 
“The spread of news and rumours through social media would 
be the most eff ective means to start the avalanche; the best cure 
would be prevention,” he says. “Business has to make sure it has 
a tight operation that would not allow any mistakes to happen in 
the fi rst place. A well-thought out and consistent corporate 
social responsibility strategy and activities have to be maintained 
to showcase the organisation’s good image to the public. A 
sensible crisis-management plan should be put in place to 
control and mitigate any adverse reputation issues.”

Global concern
Ensuring global brand interconnectedness means ensuring all 
stakeholders understand how reputations are made and dam-
aged via social media. Honey says: “I’ve worked with major 
clients who still think reputation management is by country. But 
nowadays anything that gets published is global straight away. If 
it is silly, it will be seen, somebody will pick it up and broadcast it 
on Facebook or Twitter and then it is global.”

Preparing for an unquantifi able risk is a diffi  cult but not 
impossible task for risk managers. Willis Global Solutions chief 
executive Phil Ellis says: “There are ways to prepare to cushion 
the impact of these events. The thing is to be aware that these 
events happen to the best companies. All the big companies 
go through them so we shouldn’t treat them as black swans. 

» The fact is that they’re going to happen, so 
be prepared.”

Ellis also says that having appropriate 
cushioning built into balance sheets through 
insurance or other fi nancial off erings means 
companies won’t suff er as much as a result of a 
reputational crisis. “In general, it takes more 
than two years for the share price of listed 
companies to recover from these events, so be 
aware that the risk is real.” Ellis adds small-to-
medium-sized fi rms are at a greater risk owing 
to a potential lack of fi nancial cushioning. 

Not a soft issue
Reputational risk is seen by some risk 

managers as a ‘soft risk’ or one that is not as high a priority as 
other brand risks such as supply chain issues or product recalls. 
Antonucci says the issue of rogue advertising simply doesn’t rate 
for many. “Strategically there are other more important risks to 
brands like obsolescence, compliance breaches where you get in 
trouble with regulators and also the prime rate crisis with 
product recalls, massive withdrawals and safety alerts. Those are 
the things that keep risk managers awake at night, not an agency 
in Singapore or Brazil going feral. Yes, it might happen, but you 
just sack them and move on. You put the fi re out.”

Patterson concurs with Antonucci but says looking at 
reputational risk as a soft risk and one to be put to the bottom of 
the list is short-sighted, leaving risk managers and businesses 
vulnerable. “Yes, damage to reputation is an impact rather than 
an outcome. But it is damage to the brand that is the outcome 
and this is something measurable in fi nancial terms. If you out-
source to a sub-party [for advertising] it is the unknown damage 
to your brand that is the issue. Ultimately, anything that impacts 
on your reputation is a risk to your sales and your business.”

Executive vice-president of Aon (Thailand) Yoottana 
Kingkawkantong says that reputational risk can be associated 
with product recalls, supply-chain disruptions, ethics charges 
against business leaders and regulatory challenges. “Since 
reputational events often arrive with little or no warning, 
organisations are forced to respond in real time and economic 
losses are mounting.”  

Duncan Buchanan, chief executive of Marsh PB, a unit of 
Marsh in Thailand, says that the 2011 fl oods brought reputation 
risk to the fore in Thailand. “For various business sectors, the 
delivery of high-quality products and services needs to be 
carefully managed to ensure that Thailand continues to be the 
choice for investment,” he says. “How a business responds – and 
therefore protects its reputation – to a major disruption or event 
can often mean the diff erence between survival or failure of that 
business.” For major global brands operating in a variety of 
markets, maintaining a degree of cultural sensitivity is vital to 
ensuring the success of the brand. Using advertising that is both 
appealing and sensitive to a local market can backfi re on 
companies when seen in a global context. Likewise, global 
advertising that is used in local markets without culturally 
sensitive alterations can have dire consequences. SR

‘If companies have 
structured crisis-

management plans, 
they stand less chance 
of being dragged down 

by bad publicity’ 
Andrew Minnitt, JLT Thailand
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I
T’S SAFE TO SAY THAT GEETHA 
Kanagasingam is the sort of person who 
tackles challenges head on. Her mantra of 
‘later is not sooner’ is indicative of her natural 
instinct to take action, and to take it quickly. 
So it is fi tting that the management of risk is 
Kanagasingam’s professional calling. After all, 
she says, “risk is an inescapable part of our 
lives and part of doing business”. “Whether 
you like it or not, you cannot run away, so 

ignoring risk or not taking action, will only bring greater pain.”
The Singapore-based vice-president of group risk at Barclays 

Bank is tasked with ensuring compliance of the systems and 
processes employed across Barclays’ businesses in the Middle 
East and Asia Pacifi c. “I’m responsible for the countries in these 
regions in providing expert insurance and risk assessment advice 
across all business lines and corporate functions within Barclays,” 
she explains. “This includes the placement, design and execution 
of eff ective risk-management strategies, insurance programmes 
that are fi t for purpose and business needs, the management of 
claims and loss reporting.”

Malaysian-born Kanagasingam is also a founding board 
member and the treasurer of the Pan-Asia Risk & Insurance 
Management Association (Parima), an organisation that she 
says has been set up “by risk managers for risk managers”.  It 
represents and supports its members by enhancing awareness 
and eff ective use of risk management, insurance and risk fi nanc-
ing, she says. “Our aim is to bring together risk managers and 
share experiences; after all, that is where great learning comes 
from. Just like iron sharpens iron, you learn from one another.”

Risk professionals operating in Asia have to sharpen up and 
stay at the cutting edge of their profession if they are to cope 
with the region’s myriad business, cultural and climatic 

REPUTATION 
MATTERS

 PROFILE: GEETHA KANAGASINGAM

Barclays’ vice-president of group risk has an 
enormous region of diverse cultures to manage, 
but treats them with the same robust process
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challenges. “Asia Pacifi c is so diverse, so the maturity level [or 
risk management] defi nitely varies, not to mention cultural 
diff erences, the mindset,” Kanagasingam says.

“Having said that, you have to drill down. In the more 
mature nations like Singapore and Hong Kong, the companies 
are already regulated, so they do have some level of maturity in 
terms of risk management. Not to mention fi nancial institutions 
where regulatory scrutiny is at its peak.

“But then you have the unlisted companies where there is 
much more room for improvement. In countries like Malaysia, 
Indonesia, China and Taiwan, there is a lot of room to grow.”

Kanagasingam says the trick is to approach every market, 
whether developed or emerging, with the same “robust, 
thorough process”. “It’s not two diff erent processes for devel-
oped and developing nations,” she says, “but of course the 
exposures we identify in a developing nation will tell you the 
diff erence in risk that we need to address in order to expand or 
operate there.”

In her role at Barclays, Kanagasingam applies a comprehen-
sive risk-management cycle that incorporates “risk identifi ca-
tion, assessment, control, reporting, manage and challenge”. 
“In this process, there are various stages that go through the 
committee review and the approval of departments, so you have 
compliance, risk and legal,” she says. “For a developing nation 
you would probably identify more issues, more risk.”

Local regulations
Barclays’ expansion into India is a case in point, Kanagasingam 
says. “The regulations in India diff er from other countries, and 
the requirements are quite stringent for setting up a business to 
operate there,” she says. “So the team comes to me and, from a 
risk perspective, I look at what insurance we need to put in place 
to make sure we comply with local regulations.” »

‘The team comes to me and, from a risk 
perspective, I look at what insurance we 
need to put in place to make sure we 
comply with local regulations’
Geetha Kanagasingam Barclays
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Boardrooms in Asia 

will turn more to 

risk professionals to 

help them focus on 

their fi rms’ futures, 

says Kanagasingam. 

“Due to the present 

economic climate and 

catastrophes, one 

way or another risk 

management fi nds 

its way to the board 

agenda,” she says. 

“But then the question 

is how much time or 

in-depth discussions 

do boards have on 

this agenda item? 

Sometimes I see it 

appearing there, but 

guess only two to three 

minutes is spent on it.”

Kanagasingam 

says that awareness 

and education “should 

actually begin at the 

boardroom level”, and 

that risk managers 

should have a direct 

channel to the board. 

But beware talk 

about risk frameworks, 

which Kanagasingam 

warns are o� en put 

in place simply to 

“fulfi l regulatory 

requirements that 

generally outline what 

you must have but 

not how to implement 

it. You may have a 

mature framework, 

but is it eff ective?” 

she asks. “The same 

can be said for 

annual reporting; 

the eff ectiveness is 

questionable. For 

example, when a 

risk register is only 

reviewed once a 

year, and seen as an 

administrative rather 

than strategic task.”

In true risk manager 

style, Kanagasingam 

sees Asia’s increasing 

natural catastrophe 

exposure as both a risk 

and an opportunity.   

     “The increasing 

severity and frequency 

of catastrophes in Asia 

– and predications of 

more to come – I would 

say is good and bad in 

terms of aff ecting day-

to-day management of 

risk,” she says. 

     “The bad is, of 

course, because the 

insurance world is 

global, so a major 

catastrophe in one 

territory inevitably 

aff ects the overall 

insurance premium 

cost. Insurers also take 

the advantage more 

o� en than not to alter 

the renewal terms 

against the favour 

of the insured and 

reduce coverage even 

further. In protecting 

themselves, our 

protection reduces.

“Having said that, 

the good point is it’s 

an eye-opener for 

corporates to increase 

their resilience to 

natural disasters. 

Having insurance 

is not enough; you 

need to build your 

own resilience as a 

corporate, because 

these disasters are a 

true test of survival. 

“You’ve got to have 

recovery sites outside 

areas, you have to 

reduce your focus on 

one critical supplier – 

you’ve got to spread 

your risk, spread 

your dependence.”

Boardroom must set example A risk as well as an opportunity

Her previous experience working in the Asian operations of 
Cadbury, Singapore Airlines and PwC places Kanagasingam in a 
prime position to appreciate the wide scope of risks faced by com-
panies operating in the region. But she actively resists the tempta-
tion to categorise those risks. “The general categories of risk do not 
diff er between corporates, it’s just semantics what you call them,” 
she says. “But the top risks that I would say aff ect large corporates 
would be your product performance risk, your legal and regulatory 
risk, people risk, fi nancial risk, credit risk, security, IT, intellectual 
and, last but not least, reputational risk.”

Kanagasingam is clear about the importance she places on 
reputation, calling it “the most valuable and fundamental asset 
of any company”. “If you don’t control or manage risk eff ec-
tively, your reputation is at stake, and the impact is great.” Repu-
tation can be evaluated in many ways, she adds. “You look at 
many attributes, which may include quality of management, 
quality of your products and services, and even ability to attract 
and retain talented people.”

Big dreams
Kanagasingam is skilful at wielding her infl uence as she did to 
secure the renewal of a standalone local policy in Japan at a com-
mission rate signifi cantly below the average. And then there 
have been more wide-ranging achievements, such as sensitive 
decisions involving key policy management in Pakistan of which 
Barclays’ business team were highly appreciative. 

“And there was a global travel programme that was a major 
project,” she says. “Working with the relevant teams and con-
strictions that exist, I put forward a proposal for the global travel 
management team which proved the best option.”

Kanagasingam admits she has always aimed for the top. “As a 
kid I wanted to be someone famous, to be someone who 
excelled,” she says, laughing. “If I aim to do a certain thing, then 
I’m going to be the best at it. I am a person with big dreams.” SR

»
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‘Asia is the world’s most dynamic 
region and the attitude of its 
risk managers refl ects this’

‘The understanding 
of risk has developed 
considerably as 
a result of the 
unparalleled incidents 
of 2004 and 2011’

OPINION
MIKE JONES
EDITOR, 
STRATEGICRISK

RISK MANAGEMENT IN ASIA MAY HAVE SOME WAY TO GO BEFORE IT REACHES FULL 
maturity, but initiatives and processes being developed by practitioners in the region provide a 
glimpse of an exciting and innovative future ahead.

Over the past few months I have had the good fortune to spend some considerable time 
meeting risk managers, brokers and insurers in many countries across the Asia region and have 

been impressed by not only their thirst for knowledge, but also their ceaseless desire to create or refi ne 
new and eff ective strategies.

Asia is the most dynamic region of the world and the outlook and attitude of its risk managers are a 
refl ection of this and also the businesses for which they work.

StrategicRISK was fi rst established as a publication for corporate risk managers in Europe 
in 2000. There have been some enormous challenges and developments since then for the profession, 
business and, of course, the continent’s economic fortunes.

Throughout the past 13 years, StrategicRISK has sought to inform and embolden risk professionals by 
exploring the latest developments in the twin spheres of risk mitigation and also insurance so they are 
best positioned to make the right decisions. From academia to science, regulation to reputation, political 
to terrorism, we have sought insights from the most pioneering minds to help guide our readers to better 
understand and deal with the enormous and testing complexities surrounding modern business risk. 

Much has changed in that time for risk practitioners and the world at large. The launch of StrategicRISK 
in Asia is very much indicative of this. After narrowly avoiding a fi nancial apocalypse with the eurozone, 
Europe’s economies are stagnant and its businesses are looking east for growth potential.

And while Europe threatens to implode through a combination of a lack of innovation and collective 
inertia, Asia, by comparison, is booming. Businesses and national economies are developing rapidly to 
maintain position on this upward curve. Risk managers are at the forefront of this and StrategicRISK has 
been set up in Asia to join you on your journey.

While many of the key risks remain the same as they were when StrategicRISK fi rst published in 
Europe a decade ago, their potential impact has often intensifi ed or their frequency increased.

Risk managers in Asia will have seen and felt the eff ect of many of these at fi rst hand – not least with 
natural catastrophes. Typhoon Haiyan, which brought so much death and devastation when it tore 
through the Philippines last month, was the largest recorded storm of its type ever to make landfall. 
There have been many powerful typhoons to hit the Asia region throughout history, but larger 
populations living in communities and cities that have developed in more vulnerable areas have often 
made the impact of such events far worse than ever.

The link between climate change and the intensity of these storms is disputed, although a clear 
correlation exists for those who do believe that we are likely to see more such dramatic and damaging 
activity in the future.

Whatever the cause, these are challenging times. In the past 10 years Asia has been hit by two appalling 
tsunami events that had an unprecedented impact on people living there and the continent’s businesses 
in several diff erent ways.

Although risk is often diffi  cult to predict and in some cases impossible to avoid, it is clear that the 
understanding of risk has developed considerably as a result of the unparalleled incidents of 2004 and 
2011 and that risk managers and businesses are better prepared than ever before.

Indeed, the lessons learned so harshly under these most testing of circumstances are being passed on 
by risk professionals in Asia to their peers beyond the region.

So, while some risk managers in the Asia region might indicate that they have a lot to learn, the same 
can be applied to anyone in the profession, no matter where in the world they are. Just as risk never ends, 
neither does the need to know more. From my encounters so far with Asia’s risk professionals it is 
apparent they have so much more knowledge they can share and this is by no means limited to 
catastrophe events, but covers the entire spectrum of risk.

Extraordinary times lie ahead for risk managers in Asia and I look forward very much to 
exploring this future together with you, our readers. SR
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THIS MAY BE THE FIRST ASIA EDITION OF STRATEGICRISK OFF THE 
presses, but it is far from our fi rst coverage of Asia’s rich and varied risk landscape.

Apart from the fact that StrategicRISK has had an interest in global aff airs for 
more than a decade, we’ve also been producing in-depth, Asia-specifi c content for 

much of this year. 
This includes a series of country-focused risk reports, the creation of which we have all 

found highly stimulating. So far we’ve produced reports on Hong Kong, Malaysia, Singa-
pore and Thailand, and our Australia and Indonesia publications will be available soon.

 It’s been a busy few months for the SR team, with many of us travelling to various 
locations across Asia to host a series of roundtable discussions with the region’s top risk 
professionals. These risk and insurance management roundtable events form the backbone 
of our risk reports, and are about identifying the primary risks faced by organisations 
operating in each country. Then we examine how risk managers are dealing with them – or 
not, as the case may be.

We talked nat cat risk in Hong Kong as Typhoon Utor bore down on the city. We landed 
in Singapore during a fi erce thunderstorm that drenched the city and almost blew us off  the 
runway. We discussed the impact of the Thai government’s fi rst-car tax rebate scheme on 
pollution, traffi  c and other industries after negotiating Bangkok’s grinding gridlock.

After a sunrise drive from Kuala Lumpur to Melaka that took us past countless palm oil 
plantations, we considered the impact of deforestation and forest fi res on Malaysia’s 
economy, people and the palm oil industry itself. And political posters in Jakarta reminded 
us of the uncertainty surrounding the implications of next year’s presidential election, 
which means that most major investment is likely to remain on hold until the result of 
the poll is known.

Then came the roundtables held in Australia, during which scores of bushfi res burned 
out of control in the mountains west of Sydney and in many other areas across the state of 
New South Wales. The stench of smoke made it all the way into our meeting room in the 
heart of Sydney’s central business district, while the view out the window had a distinctly 
orange hue, thanks to the thick haze.

As the usual arguments rage about whether or not climate change is to blame for the 
increased frequency of bushfi res – and natural catastrophes in general – an occasional wise 
voice can be heard above the squabbling. One such voice is that of Dean of Agriculture and 
Environment at the University of Sydney Mark Adams. He’s one of Australia’s foremost 
authorities on bushfi res, and he says that continuous changes in the policies of public-land 
management over the past three decades have disrupted forest and fi re management, 
resulting in large increases in fuel loads in most forests. Adams believes fi re is a great 
contributor to greenhouse-gas emissions, citing research on the 1997 Indonesian forest 
fi res that assessed their contribution as being equal to about 50% of the annual global 
emissions of carbon dioxide.

I love this quote from an article written by Adams for his university’s alumni publication. 
“Most of the public understand the fl ora and fauna are highly adapted to fi re. They 
understand you can use fi re to mitigate the worst eff ects of the biggest, nastiest bushfi res. 
So why the hell don’t we do it? We can’t really aff ord to lose the public on this one. There is 
too much dependent on it. We have to try and keep the messages simple. To change 
behaviour you have to be consistent and constant. You need a very clear message 
and use it day in, day out.”

If only the smoggy, often smoky, skies over Jakarta and Bangkok, KL and HK, 
Sydney and Singapore were always as clear as Adams’s thinking. SR

‘Risk and insurance 
management events form the 
backbone of our risk reports’

OPINION
SEAN 
MOONEY
ASIA EDITOR, 
STRATEGICRISK

‘We talked nat cat 
risk in Hong Kong as 
Typhoon Utor bore 
down on the city’
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Multaqa Qatar 2014 is structured to help you connect with other attendees 
incorporating extended breaks, a welcome reception, gala dinner and business trips to 
Qatar’s key infrastructure projects.

FACT | MULTAQA QATAR HOSTS HUNDREDS OF BILATERAL BUSINESS MEETINGS

Now in its eighth year Multaqa Qatar has established itself as a key meeting place 
for the MENA insurance market. Its expanded meeting zone and unique online diary 
make it easy for attendees to connect before, during and after the event.

ATTENDANCE TO MULTAQA QATAR IS BY INVITATION ONLY AND IS LIMITED TO SENIOR EXECUTIVES FROM INTERNATIONAL, REGIONAL AND 
NATIONAL INSURERS, REINSURERS AND BROKERS.  TO APPLY FOR AN INVITATION TO ATTEND VISIT

www.multaqa.com.qa
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RISKS

KEEP CALM AND 
CARRY ON

Businesses operating in an interconnected world are 
more likely to be aff ected by major events. 

Building better resilience is the only way forward

»
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RISKS 

BUSINESS CONTINUITY

T
ODAY’S BUSINESSES ARE MORE 
vulnerable than ever to major dis-
ruption. With their complex global 
supply chains, increasing reliance on 
technology and lean manufacturing 
techniques, they are more likely to 
feel the impact from natural catastro-
phes, political unrest, supply-chain 
interruption and IT network failures 
than their predecessors. 

As a result, business continuity management (BCM) has risen 
up the agenda as organisations and risk managers try to predict 
how major events could disrupt their day-to-day operations. 

While many large corporates across Asia have for some years 
adopted an Enterprise Risk Management (ERM) approach, 
businesses in the region are now looking increasingly at BCM, 
according to JLT Specialty Asia’s managing director for strategic 
risk solutions Philip Ondaatje.

“As Asian fi rms begin their risk maturity journey, many are 
looking to BCM as a ‘fi rst step’ to managing risk outside of 
traditional risk transfer methods,” he says.

“While ERM is a far more holistic and strategic method of 
assessing and setting management protocol around complete 
business risk, BCM off ers a very tangible framework to enable 
rapid continuance of operations by means of advance thought 
and planning. This tangibility is very important as most aspects 
of the risk consulting suite of off erings are somewhat new to 
most Asian fi rms.”

The region’s key risk concerns are driving this change, 
Ondaatje says: “With Asia’s exposure to natural catastrophe 
events, we are seeing heightened interest in BCM planning given 
the well-publicised revenue impacts suff ered by both Japanese 
and Thai fi rms following their respective events in 2011.”

Indonesia-based Astra International risk consultant, 
group audit and risk advisory, Duma Irene Mitalevanie takes 
a similar view. “There is one thing that we can’t predict – 
disaster,” she says.

“A disaster is a sudden, unplanned, severe interruption of 
normal business functions. That is why we really need BCM as a 
backup plan.

“BCM is based on historical data about disaster and predic-
tion or forecast of what will happen if the company has to face 
a disaster and a disaster is an unpredictable/unplanned event. 
BCM involves certain employees in a company as key persons 
who have been appointed to act in urgent or adverse conditions 
or disaster. The key persons have responsibility to warn and help 
other employees during evacuation. We can never be sure 
how much impact a disaster has on the company as there is 
always  possibility that the company will fail to continue its 

RESILIENCE STRATEGY
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business activities following an unplanned event 
(disaster) and won’t be able to recover.”

However, while the importance of BCM is 
clear, Mitalevanie warns that there are limita-
tions to the eff ectiveness of some operations in 
terms of being able to manage people.

“The BCM focus is tangible/physical and 
countable things. It rarely considers the mental 
condition of employees as they work under 
adverse conditions or after disaster.

“There are few companies that consider this 
as part of their BCM, or maybe there is no 
company focus on treating/healing traumatised 
employees who are working under adverse 
conditions or are victims of disaster. A company 
can have a well-planned BCM, but it cannot be 
run by machines. It needs humans who are in 
stable condition mentally, who still have the 
motivation to continue and are willing to work. 
Thus, people management must be incorpo-
rated as part of BCM, and it must cover both their physical 
and mental wellbeing.”

Common-sense approach
While it is accepted that BCM has a global dimension, it is also 
at diff erent stages of maturity around the world. The perception 
of what it constitutes also varies considerably. But in many 
countries the focus is on developing a business protection 
culture that concentrates on risk mitigation, health and safety, 
physical and information security, resilience and compliance. 

Big C Supercenter Thailand director, governance, risk 
management and compliance, Phatchada Muenthong believes 
the distinction between ERM and BCM is also important.

“For ERM, the plate is much bigger than BCM,” she says. 
“ERM is a working concept that an organisation may use 
(among others) to bundle into its strategic planning. We 
encourage key personnel to rehearse the business continuity 
planning process once a year, but ERM is routine work that 
management has to make sure does not get buried in the day-to-
day workload. It is a buoy for swimmers. They want to make sure 
that they’re not swimming into the uncalculated risk zone or 
going beyond the risk appetite of the organisation.” 

Business continuity is often described as “just common sense”, 
according to the Business Continuity Institute. It is defi ned as the 
organisation’s ability to continue delivering products and services 
at acceptable predefi ned levels following a disruptive incident. 
BCM is the holistic management process that identifi es potential 
threats and their impact, and then takes steps to build 
organisational resilience to better meet those threats head on.

The International Organization for 
Standardization’s 22301 BCM standard says 
organisations must “understand and priori-
tise the threats to their business” and 
“protect against, reduce the likelihood of, 
and ensure their business recovers from 
disruptive events”.

The main diff erence between ERM and 
BCM is that the former looks to identify and 
manage the day-to-day risks, while the latter 
is more concerned with the ‘black swans’. 
These are the major events that often cannot 
be predicted but can cause sudden and 
widespread disruption. 

From ash clouds and fi nancial crises to 
hurricanes, typhoons and rebellion, the 
past few years provided plenty of examples 
of major events that can disrupt businesses 
and supply chains. Take 2011, the year of 
the Tohoku earthquake in Japan, Thai fl oods 

and the second earthquake in Christchurch, New Zealand. 
Not only were these extreme events, but they also had an 
impact on industries around the world. In Christchurch,  
two major earthquakes occurred just fi ve months apart, 
and they were followed by thousands of aftershocks (more 
than 30 of which have been magnitude 5.0 or above on the 
Richter scale).

‘Wide-area’ events
Even businesses that do not have operations or suppliers in 
some of the areas aff ected by the 2011 catastrophes were 
aff ected. Computer-chip maker Intel suff ered as a result of 
the Thai fl oods, even though its supply chain was unaff ected. 
The fl oods hit Japanese manufacturers of computer hard 
drives and that, in turn, prompted PC makers to reduce their 
demand for Intel’s microchips.

Muenthong says: “As with real life, emergency kit comes 
in diff erent sizes and components. It also depends on the 
worst scenarios that you are planning for. Some organisations 
take BCM very seriously, even renting an alternate site during 
normal situations.

“Nothing is right or wrong, in fact, nothing is risk-free,” 
she says. 

“You do what is best for you, not for others. At Big C, we 
experienced head offi  ce interruption from fi re and quite 
signifi cant business interruption from fl ood. It was a good 
wake-up call for our BCM consideration. We are now 
thinking more carefully and thoughtfully, and striving for 
continuous improvement.” SR

‘People management 
must be incorporated 

as part of BCM’
Duma Mitalevanie 

Astra International

The Thai fl oods not 

only had a devastating 

eff ect on the country, 

but also an impact on 

worldwide trade
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RISKS 

BUSINESS CONTINUITY

M
ANY ORGANISATIONS 
around the world have 
embraced an enterprise-
wide approach to enter-
prise risk management 
(ERM). And increasingly, 
risk professionals are able 
to voice their concerns to 
senior management and 
have a voice at a board 

level. Eight out of 10 companies say their board or a board 
committee has established or partially established policies on 
risk oversight and management, according to Aon’s 2013 Global 
Risk Management Survey.

Dealing with daily risks is one thing. But for business 
continuity managers and risk managers tasked with business 
continuity management (BCM) planning, this is a diff erent 
proposition. The diffi  culty is in gaining equal attention for the 
qualitative aspects of risk management compared with the 
quantitative ones. While some regulations now require 
reporting on aspects of qualitative risk management, including 
BCM and IT security, the emphasis of ERM is still on the 
measurable features.

And despite the constant reminders of major disruptive 
events – from natural catastrophes to hackers taking down the 
networks of major brands to sudden political instability – many 
organisations adopt a head-in-the-sand approach to major calam-
ity. There is the attitude that “it won’t happen to me”, partly as a 
result of the fact that big events by their nature are infrequent. 

Chief risk offi  cer at Westfi eld Risk Management in Australia 
Eamonn Cunningham makes another important distinction: 
“ERM is really about determining the likelihood and consequence 
of something which could potentially have an impact on the 
achievement of our goals, broadly speaking.

“It’s what we can do ultimately with a view to try to infl uence 
the happening of an event and the severity. BCM, on the other 
hand is diff erent, because you can take it as a given that the event 
has occurred and BCM is all about preparing yourself in advance 
to follow a plan to respond to the emergency, and you do 
whatever you can to restore the business to business as usual as 
quickly as possible.”

Resilience takes centre stage
Infrequent catastrophe events are diffi  cult to predict or measure. 
Natural hazards such as storms and fl oods are often described as 
one-in-100-year or one-in-200-year events. Trying to get the 
board’s attention for something that could happen once every 
100 years is not easy, particularly when there are more pressing 
daily risk management considerations. 

Yet, as recent years have shown, several catastrophic events 
can and do happen in the same year, and organisations operat-
ing in an interconnected world are more likely to be vulnerable 
to them. “You tell senior managers ‘there are lots of ‘black swans’ 
about, the Donald Rumsfeld unknown unknowns, and we know 
there are bad things out there which might aff ect us. We can’t tell 
you precisely what they are, but we need to be in a position to 

ENTERPRISE RISK MANAGEMENT

have a management structure and approach to it’ – that’s the 
sort of business philosophy behind business continuity,” says 
Business Continuity Institute technical director and board 
member Lyndon Bird. “But that doesn’t work in the boardroom 
because there are no specifi cs.

“I don’t think that means there’s a lack of interest in those 
catastrophic risks,” he adds. “There’s more a feeling that, yes, 
we’re worried about these things but let’s deal with the risks we 
can do something about.”

Bird says business continuity has been misunderstood at a 
senior level. There is the idea that the role of the risk manager or 
business continuity manager is to look at specifi c threats and 
formulate a response to them. 

“Top-level managers have seen business continuity as eff ec-
tively what you do if your business burns down, your computers 
don’t work or if you’ve got a pandemic and not enough people to 
do things,” says Bird. “It’s been based on very specifi c threats that 
are easy to articulate.”
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In regulated organisations business continuity is a role that is 
often part of the organisation’s compliance function. “The 
business continuity community has not successfully articulated 
what it is and what it is for over the years,” he adds. “It has done 
less well than ERM in getting its message forward.”

This is one reason why in many companies the term ‘business 
continuity’ has been replaced by ‘resilience’. “The speed of this 
change is surprising me,” says Bird. “A lot of people now have 
become ‘heads of resilience’, as opposed to ‘heads of business 
continuity’. It is business continuity-plus, although it’s not really 
‘plus’, it’s what they should have been doing anyway.

“This has happened to get the attention of the board because 
business continuity has been somehow mistakenly interpreted 
as just the same [thing] as recovery from specifi c threats 
being realised,” he continues. “Resilience is being seen as a 
positive way to adapt your organisation to deal with all sorts of 
threats that may happen and that’s why there has been this 
change of emphasis.” SR

“There’s an acceptance 

now that the world has 

moved on and that we 

do live in a much 

quicker environment 

because of the speed 

of communication,” 

says Business 

Continuity Institute 

technical director 

and board member 

Lyndon Bird.

“Social media 

doesn’t give you time 

to think through 

responses; you don’t 

have an hour of 

thought time before 

the media get hold 

of a story. You’ve got 

to be very much slicker 

in knowing how 

you’re going to deal 

with situations. 

“You’ve got changes 

in the way 

organisations operate, 

with much longer and 

more globalised supply 

chains,” he continues. 

“This gives rise to more 

opportunities for 

things to go wrong at 

diff erent points along 

the chain, and, of 

course, there are more 

opportunities for 

people to fi nd out 

about them going 

wrong and for things 

to escalate. I’ve been 

doing this for 

20-odd years and 

the diff erence 

between now and then 

is enormous.

“If you took 

something like the 

horse meat scandal it 

was amazing when 

people tried to track 

down where it was 

coming from – and 

that’s in food which is 

supposedly fully and 

absolutely traceable,” 

he adds. “If you can’t 

trace food supplies 

what do you do with 

something that 

doesn’t need to be 

traceable? Do you 

know who is part of 

your supply chain, 

who is subcontracting 

to whom, who is 

doing what? These 

risks are the 

things that senior 

management 

are getting 

concerned about.”

Coping in a complex world

Getting to grips with ERM

Sometimes the top 

management of 

organisations doesn’t 

want to hear about 

potential risks

Understanding ERM and also the 

nature of risk faced is crucial, 

according to Singapore’s Changi 

Airport senior manager, enterprise 

risk management, Dean Kong.

“ERM started off  as credit risk 

management and insurance, then 

fi nancial risk management and 

fi nally ERM – covering anything 

from strategic risk, market risk, 

fi nancial risk, operational risks, 

HSE, regulatory, etc. Whereas BCM 

tends to focus only on operational 

and safety risk. 

At full maturity, the ERM 

programme should be able to 

answer the following questions:

• what’s in our risk universe?

• what are our key risks?

• how eff ectively can we reduce 

the likelihood or impact of risk 

occurrence?

• if the risk materialises, how 

fast and eff ective can we 

respond, recover, resume and 

restore our aff ected services/

operations/values? (however, 

this point tends to be the only 

focus of BCM).

As strategic risk is part of ERM, 

the risk identifi cation process 

therefore goes from value 

protection to value creation, 

therefore ERM is also viewed 

as the management of 

opportunity. As for BCM, the 

focus is on threat management 

and response.
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RISK ATLAS

V
ARYING BIRTH 
rates across the 
A s i a - P a c i f i c 
region pose a 
serious threat to 
socioeconomic 
balances and 
could aff ect busi-
ness in regions 
where popula-

tions are disproportionate and demand fi scal 
interventions. Data from the World Bank shows 
birth rates have fallen dramatically over the last 
20 years in strong economies such as China, 
Japan and Singapore, while other regions such 
as Australia and Hong Kong have seen an 
increase in fertility.

Declining birth rates in regions where life 
expectancy is increasing presents risks to busi-
ness where the ageing workforce is vulnerable 
to health issues and is not easily replaced while 
fi scal responsibilities in those countries could 
see a shift in economic distribution. Areas with 
young populations will need to invest in schools 
while those with older populations need to 
invest in the health and social care sector.

Crude birth rate fi gures, the dominant 
factor in determining population growth 
along with the age structure of the population, 
are calculated by the annual number of births 
per 1,000 people at mid-year. 

The World Bank’s data shows how China’s 
crude birth rate fell from 18.1 in 1993 to 11.9 
by 2011 and how Singapore saw a drop from 17 
to 9.5 during the same timeframe. However, 
Hong Kong enjoyed the most signifi cant 
increase in fertility, with a rise from 6.9 in 2003 
to 13.5 by 2011. 

In response to the sharp decline in fertility, 
China’s controversial one-child policy, introduced 
in the late 1970s, was relaxed further last month 
after families with one sibling-less parent were 
granted permission to have two children. Families 
with two sibling-less parents were granted the same 
rights from 2007. The relaxation comes in light of a 
signifi cant imbalance of the sexes as today there 
are 17 million more males aged between 0 and 14 
than females between the same ages.

The issue of declining birth rates is com-
pounded when a region’s life expectancy increases 
and this is the reality in Japan. The CIA World 
Factbook’s latest fi gures of population by age 
group shows how 0-14-year-olds make up just 
13.4% of the population while nearly a quarter 
(24.8%) of the population are aged 65 or over.

Fertility rates can also be analysed by the average 
number of children born per woman if all women 
lived until the end of their child bearing years. An 
average of two children per woman is considered to 
be the replacement rate of a population and any-
thing above is an indicator of growth, while below 
two is a sign of a shrinking and ageing population. 

The varying fertility rates across the Asia-Pacifi c 
region means governments and businesses will be 
exposed to vastly diff erent risks.

Destabilising economies
The CIA World Factbook fi gures show how China, 
South Korea, Japan, Australia and most signifi cantly 
Singapore are dangerously below the two children 
per woman mark. Yet, the Philippines  and Malaysia 
are in excess of averaging 2.5 children per woman. 

Key socioeconomic issues can arise from just 
such imbalances. For example, a high percentage 
of young people will limit employment opportuni-
ties within that population, while a low percentage 

The varying birth rates across 
the Asia-Pacifi c region expose 
governments and businesses to 
diff erent risks and challenges

Breeding a new set of 
economic problems

Source: CIA World Factbook

places an economic burden on them in regions 
where life expectancy is greater; meaning a smaller 
working population must support a larger non-
working population. 

Businesses need to be aware of the political and 
fi scal risks that may be on the horizon in regions 
where declining birth rates can destabilise strong 
economies as the available workforce shrinks.  SR

POPULATION BY
AGE GROUP

Australia
0-14:  18.1%
65+:   14.7%

China
0-14:  17.2%                   
65+:  9.4%

Japan
0-14:  13.4%
65+:  24.8%

Philippines
0-14:  34%
65+:  4.4% 

Thailand
0-14:  19.2%
65+:  9.8%

Indonesia
0-14:  26.6%
65+:  6.4%

Myanmar
0-14:  26.7%
65+ 5.2%

Singapore
0-14:  13.6% 
65+:  8.1%

Malaysia
0-14:  29.1%                                                    
65+:  5.3%

Hong Kong
0-14:  11.3%
65+:  14.4%
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CHILDREN PER WOMAN

The average number of children that would be born per woman 

if all women lived to the end of their childbearing years and 

bore children according to a given fertility rate at each age.
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1 Hong Kong: 1.11

2 Singapore: 0.79

3 Japan: 1.39

4 South Korea: 1.24 

5 China: 1.55

6 Philippines: 3.1

7 Indonesia: 2.2

8 Malaysia: 2.61

9 Australia: 1.77 

10 Bangladesh: 2.5

11 Myanmar: 2.21 
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the fi rst issue of StrategicRISK 

magazine that has been written 

and produced in Asia specifi cally 

for the growing community of 

risk managers and insurance 

professionals operating in the 

most exciting business region in 

the world.

Since 2000, StrategicRISK has been 

providing invaluable information 

and insights to risk managers 

and insurance buyers at Europe’s 

largest and leading corporations.

In Asia StrategicRISK will build 

on this experience to provide 

unparalleled access to the latest 

developments in risk management 

to risk and insurance managers, 

chief fi nance offi  cers, senior 

executives responsible for 

insurance and the brokers who 

advise them in the growing and 

diversifi ed Asia region.

Apart from embracing readers 
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the risk management community, 

whoever and wherever they 
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published fi ve times in Asia in 

2014. This issue will be received 
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news, analysis, interviews and 

thought leadership, bringing you 
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VIA EMAIL
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COUNTRY-FOCUSED 

RISK REPORTS

StrategicRISK has been on the 

road meeting with corporate risk 

managers across the region to 

fi nd out what challenges lie ahead 

for the profession and companies 

operating in Asia. The results are 

published in a series of country-

focused risk reports and culminate 

in a pan-Asia risk sentiment study 

launched at the end of 2013. 

For additional country reports 

and insight visit 

www.strategic-risk-global.com/

AsiaReport

GUIDES

StrategicRISK publishes a series of 

in-depth guides on specifi c risk 

topics that provide an essential 

reference tool to key concerns for 

risk managers. Case-studies, expert 

insight and analysis help risk 

professionals identify and mitigate 

key risks such as Director’s and 

Offi  cer’s Liability (www.strategic-

risk-global.com/1402692.article) 

and Executive Travel (www.

strategic-risk-global.com/1402221.

article)

LIVE EVENTS

Technology off ers us the opportunity 

for greater immediacy – it has 

never been easier to stay in touch. 

However, we also understand how 

bringing people together has never 

been more important. Nothing in 

business is more powerful than 

being able to meet face to face. That 

is why we have staged a number of 

roundtable events across Asia this 

year, where key risk professionals 

have been able to gather and discuss 

the most pressing issues on their 

agenda. For details of upcoming 

events, contact our team (see below 

for details).

Mike Jones, 
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Sean Mooney, 
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GOVERNANCE

A
S AN EXAMPLE OF THE 
increasingly global nature of the 
mounting burden of regulation, 
the arrival of the Liberia-fl agged 
vessel Atlantic Carrier in the 
Danish port of Esbjerg on 3 
September says it all. Shortly 
after the off shore supply ship 
docked, offi  cials from the Dan-
ish Maritime Authority went on 

board and asked for the crew’s employment contracts among 
other items on their inspection list. 

When the contracts were produced, it was found they failed to 
comply with Maritime Labour Convention regulations that had 
been in force internationally for just two weeks.  Instead of issuing  
a warning to the parent company or taking some other light-
handed measure, the authority ordered the boat be detained for 
24 hours while the contracts were made fully compliant. Only 
then was the vessel allowed to head out to the North Sea for duties. 

NO ESCAPING 
THE RULES
Current and emerging regulations will test 
compliance on a larger scale than before
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The incident is thought to mark the fi rst time 
a vessel has been delayed in port because it did 
not meet the standards required by the conven-
tion – and certainly the fi rst time for an 
employment contract. “It is a signifi cant event 
for the global shipping industry because it 
demonstrates that ratifying states are serious 
about enforcing [the convention] and the rights 
of seafarers to decent working and living condi-
tions at sea that it enshrines”, says UK-based law 
fi rm Ince & Co’s Albert Levy, which has a 
specialist marine department. 

And the event also demonstrates the speed at 
which regulations, aff ecting not just the maritime 
but most other commercial sectors, are hurtling 
across borders. In the process this trend is impos-
ing governance obligations on many companies 
that may have a base in just one country but do 
business abroad. Increasingly, there’s no escape 
as rules of commercial conduct transcend 
geographical boundaries in much the same way 
as do digitally driven communications. 

Trigger-happy offi  cials
Another lesson of the Atlantic Carrier incident is that offi  cials are 
far more trigger-happy in applying regulations, regardless of the 
sector where the breach has occurred. This is particularly true of 
negotiated regulations with a global reach such as the Maritime 
Labour Convention, which has already been ratifi ed by states 
whose fl ags account for 75% of the world’s gross shipping 
tonnage. By late September, most Asian and Western countries 
had embraced the convention, which obliges ship-owners to 
observe a range of measures relating to seafarers’ welfare 
including wages and hours of work, accommodation, food and 
catering, health protection, medical care and social security.

But there is another category of emerging regulations such as 
those for mobile payments that looks as though it will become an 
international standard almost by default. With broad implica-
tions for the fi nancial and retail sectors, the UK Financial Con-
duct Authority (FCA) has just set out the blueprint for a revolution 
in the way we buy and sell. One of the biggest risk-mitigation 
projects under way anywhere at present, it aff ects transactions by 
mobile phones, laptops and other hand-held devices.  

The numbers are enormous. According to Gartner Research, 
the worldwide value of mobile payments, including banking 
services, will hit $235bn this year, up 44% since 2012. In Asia-
Pacifi c alone it is expected to reach $74bn, up 38%. Indeed, the 
region is slated to become the world leader in digital payments. 

There’s hardly a business that is not aff ected by mobile 
payments and the FCA sees signifi cant potential risks. The 
responsibility for managing them will land right in the board-
room. According to the authority, the dangers lurk in fraud, 
security, outsourcing (fi rms will be expected to “monitor service 
delivery end to end”), education of consumers about how it all 
works, technology failures and, by no means least, money-
laundering, especially in the case of cross-border payments. 
Latin America is seen as a particular hot spot. 

Most of the onus of avoiding problems falls 
on fi nancial fi rms, but the buck will also stop 
with any businesses that make mobile transac-
tions. As law fi rm Field Fisher Waterhouse’s 
John Worthy points out: “All players in this 
sector, whether established or new entrants, will 
need to take note and be ready to demonstrate 
how their operations are managed to meet the 
FCA’s expectations.”

Investor pressure
In another demonstration of the way that 
governance increasingly refl ects international 
norms, in September the Australian Stock 
Exchange (ASX) announced tougher rules on 
listed companies for mitigating risk. Applying 
from mid-2014, the rules will require them to 
disclose how they are complying with a whole 
range of issues – and, if not why not. Top of the 
ASX’s recommendations is the establishment of 
a risk committee, or its incorporation into the 
audit committee. 

As DLA Piper Australia partner Mark Burger 
points out: “Listed companies which do neither 

will be required to disclose this fact to ASX and explain the 
processes they have in place for managing risk.”

But that’s by no means all. Refl ecting growing pressure 
from investors, companies must also reveal their strategy for 
handling economic, environmental and social sustainability 
risks. This comes on top of much more detailed reporting to the 
environmental regulator. 

As law fi rm Clayton Utz points out, the ASX is embedding 
international practice in its environmental rules. “In reality 
market-driven environmental and sustainability reporting is 
already an established practice among the big ASX performers,” 
it notes in a recent briefi ng. “With the developing inter-
national regulatory environment, the [exchange] is following 
suit and more detailed environmental reporting will be expected 
more broadly.”

Other regulators in the region will expect socially responsible 
management. In the interests of employees, suppliers, consum-
ers and the environment, South Africa, Hong Kong, Singapore 
and Brazil have all recently introduced reforms under the 
concept of ‘enlightened shareholder value’.

Enforcement
Finally, intrinsically international obligations such as the 
Maritime Labour Convention – but many others too – aff ect not 
only shipping companies but much of the broader maritime 
industry in Asia, Europe and the Americas: for example, port 
companies. “It remains to be seen whether enforcement of the 
convention will be consistent among ports of ratifying countries, 
or whether some ports will develop a reputation for more 
stringent enforcement and others less so,” Ince & Co senior 
associate Nick Wilcox said.

But in the new and wider world of regulation, port managers 
will be judged on how they comply too. SR

‘[The incident] 
demonstrates that 

ratifying states are 
serious about 
enforcing [the 

convention] and 
the rights of seafarers’

Albert Levy Ince & Co
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Under attack
Asian risk managers are assessing the growing 
cyber threat to businesses

FROM GOLDFINGER TO THE 
Man with the Golden Gun, James 

Bond has faced some tough nemeses 
in his time. But in the latest of the 
Bond movies, Skyfall, the world’s 
most famous fi ctional spy is pitted 
against a real danger of the contem-
porary world: cyber terrorism.

In the fi lm, cyber attacks on the 
British government are launched 
from a deserted island in the Far 
East, where the villain is surrounded 
by computers. The scene bears some 
resemblance to reality, says Symantec 
director of security technology and 
response Kevin Haley. 

“Cyber criminals are known to 
base their operations in less devel-
oped countries more lax on policing 
online security. With their servers 
protected by bulletproof hosting in 
these countries, the attackers are free 
to operate from anywhere,” he says. 

But while the fi lm’s antagonist 
boasts of his abilities to control 
national infrastructure at the push 
of a button, Haley says in reality 
it’s not quite this easy. But he adds: 
“Computer worms like Stuxnet have 
already demonstrated their power to 
disrupt on an industrial scale. In 2010, 
hackers got into an Iranian uranium 
enrichment facility and programmed 
the cylinders in the facility to spin so 
fast, they cracked and broke.”

It’s clear that the cyber risk land-
scape is changing. Increasing state-
sponsored criminality, data security 
and hactivism are among today’s 
dangers. On 20 March 2013, for 
example, almost 50,000 computers 
and servers in South Korean broad-
casters and banks were shut down 
in a co-ordinated cyber attack. The 
initial investigation pointed to a North 
Korean military spy agency. 

A week later, the global commu-
nity was hit by the largest ever cyber 
attack of its kind, resulting in a slow-
down of internet speeds around the 

world. The attack – the result of a 
row between anti-spam organisation 
Spamhaus and a Dutch web-hosting 
fi rm – ranks as the biggest known 
distributed denial of service (DDoS) 
attack. DDoS attacks are among the 
most common to take place and 
involve overloading a target site with 
so much traffi  c that it is taken offl  ine. 
Such attacks largely concentrate 
on customers in the business and 
fi nancial services sector. 

So do these high-profi le events 
signal the start of a new cyber-based 
terrorism war? 

Many risk managers in Asia are 
still assessing the potential impact of 
cyber issues on their businesses, as 
DFS Group Hong Kong-based vice-
president, risk management, Bob 
Sweeney explains: “I’m still inves-
tigating it, and trying to determine 
what our exposures are. I am in the 
midst of a project right now with 
senior management trying to develop 
an approach to gathering the over-
all realm of information security. It 
goes beyond cyber. A better way of 
describing it is information security.” 

But are security systems keeping 
ahead of the curve? Experts agree that 
the cyber threat is growing. 

The year ahead will feature 
increasingly sophisticated means to 
capture and exploit user data, escalat-
ing battles over the control of online 
information and continuous threats 
to supply chains from global sources. 
So says 2013’s Emerging Cyber 
Threats Report from the Georgia Tech 
Information Security Center (GTISC) 
and Georgia Tech Research Institute. 
According to the report, specifi c 
threats over the coming year include:

1 Search history poisoning
Cyber criminals will continue to 
manipulate search engine algorithms 
and other automated mechanisms 
that control information presented to 

internet users. Moving beyond typi-
cal search-engine poisoning, GTISC 
researchers believe that manipulating 
users’ search histories may be a next 
step in ways that attackers use legiti-
mate resources for illegitimate gains. 
“If you compromise a computer, the 
victim can always switch to a clean 
machine and your attack is over,” says 
GTISC director Wenke Lee. “If you 
compromise a user’s search history, the 
victim gets the malicious search results 
no matter where he logs in from.”

2 Cloud-based risks
Most businesses are more focused 
on the benefi ts of cloud-based ser-
vices than the risks. According to 
the GTISC report, it will be critical 
for cloud service providers to spell 
out their responsibilities towards 
user data. A study by the Ponemon 
Institute found that 69% of cloud 
providers thought the customer was 
responsible for data kept in the cloud, 
while only 35% of cloud users agreed. 

3 Mobile browser and wallet
Last year, global shipments of smart-
phones surpassed that of PCs, and 
mobile devices became the most 
popular way to access the internet 
according to the GTISC report. This 
shift in the way employees work and 
access information can have serious 
impacts for businesses as the per-
sonal and professional use of devices 
increasingly merge. GTISC’s Lee 
points to the “explosive proliferation 
of smartphones”. This, “will continue 
to tempt attackers in exploiting user 
and technology-based vulnerabili-
ties, particularly with the browser 
function and digital wallet apps”. 

4 Malware counter-off ensive 
“The developers of malicious soft-
ware will employ various methods 
to hinder malware detection, such as 
hardening their software with tech-
niques similar to those employed 
in digital rights management and 
exploiting the wealth of new inter-
faces and novel features on mobile 
devices,” the GTISC report says. It 
also points to Mac users’ false sense 
of security and says attackers are 
honing their ability to compromise 

Mac operating systems and mobile-
device platforms. 

Protection against cyber dangers 
is becoming increasingly impor-
tant on several levels, according to 
Marsh Financial and Professional 
Risks (FINPRO) Practice leader, Asia, 
Stella Tse. 

“Cyber insurance coverage is 
increasingly being seen as a must-have 
by organisations. Historically, cover-
age was triggered when companies 
were the victims of data breaches or 
hacking attacks. But as cyber insur-
ance policies have evolved, many now 
provide coverage for a broad range of 
technology failures,” she says.

“It’s important to remember, 
however, that cyber insurance should 
never be seen as a replacement for 
sound risk management.

Cyber attack
“Companies in Asia are becoming 
increasingly concerned about the 
potential for a cyber attack or data 
breach to cause reputation damage 
to their fi rms and are planning to 
become more proactive in managing 
their cyber risk exposures,” says Tse.

“According to a survey of insurance 
buyers, conducted by Marsh at the 
Advisen Cyber Liability Insights event 
held in Singapore in April, risk manag-
ers are increasingly concerned about 
the perceived threat of cyber attack to 
their organisations, with 86% naming 
the risk as ‘critical’. Asked to identify 
the top issue stemming from a cyber 
attack or data breach, 44% said that 
reputation damage was their number 
one concern, followed by fi nancial 
loss (24%) and litigation (18%).” 

Attacks on businesses are occur-
ring all the time, wherever a company 
operates, as Deloitte South-East Asia 
head of strategic risk consulting Dr 
Janson Yap says: “When it comes to 
stealing information, crimes with the 
intention to harm can be committed 
virtually, physically and in various dif-
ferent combinations. Most enterprises 
have experienced security breaches, 
incidents and attacks to some degree. 
Many do not even know that they 
have been hacked or attacked.”

The number of cyber attacks 
around the world is increasing and 
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‘Companies should not 
underestimate 
the business 
interruption costs’
Stella Tse Marsh

many emanate from Asia, although 
the focus is shifting from China to 
other countries in the region. 

The volume of cyber attacks origi-
nating from Indonesia almost doubled 
in the second quarter of 2013 com-
pared with fi rst-quarter traffi  c, accord-
ing to Akamai Technologies’ latest 
State of the Internet report. Indonesia 
pushed China out of the top spot.

Furthermore, with Indonesia and 
China originating signifi cantly more 
observed attack traffi  c than any other 
countries, the distribution of this 
traffi  c was heavily weighted towards 
the Asia-Pacifi c. In the second 
quarter, the region was responsible 
for 79% of observed attacks, up from 
68% in the fi rst quarter, and 56% in 
the fourth quarter of 2012.

The number of DDoS attacks 
reported by Akamai Intelligent 
Platform customers in Asia nearly 
tripled in the second quarter.

Akamai product line director David 
Belson says that Akamai maintained a 
distributed set of unadvertised agents 
deployed across the internet that 
log connection attempts, which the 
company classifi ed as attack traffi  c. 
“Based on the data collected by these 
agents, Akamai is able to identify 
the top countries from which attack 
traffi  c originates, as well as the top 
ports targeted by these attacks,” he 
says. “It is important to note, how-
ever, that the originating country as 
identifi ed by the source IP address 
may not represent the nation in 
which an attacker resides.”

Big Data
Big Data must be embraced, not feared

THERE IS NO DOUBT THAT 
the digital age has transformed 

the way businesses and governments 
operate. Masses of data are being 
generated – sometimes unintention-
ally – bringing to the fore a new 
technological trend that is believed to 
be helping businesses gain greater 
competitive advantage in a new way. 
It comes in the form of what is known 
as ‘Big Data’.

According to global IT and 
technology provider IBM, the world 
emits 2.5 quintillion (1018)’ bytes of 

data on a daily basis – so much that 
90% of the data in the world today has 
been created in the past two years 
alone. It comes from everywhere and 
anywhere, and takes the form of 
instant Google search results, mobile 
satellite navigation, and real-time news 
through social media streams. 

Much of the pioneering work on 
Big Data is taking place in the US but 
businesses elsewhere, including Asia, 
are starting to take notice, as Deloitte 
South-East Asia’s head of strategic risk 
consulting Dr Janson Yap explains.

The report also provides insight 
into other key global statistics, such 
as network connectivity and con-
nection speeds, and broadband 
adoption and availability. It found 
that extremely large growth rates 
in broadband adoption were seen 
in Indonesia and China, as well as 
Malaysia and Thailand. “All four 
countries more than doubled their 
levels of broadband adoption from 
the second quarter of 2012,” Belson 
says. “The most impressive growth 
rates were seen in Indonesia, which 
grew by nearly three times year-over-
year, and in China, which was up 
over 500% during the same period.”

Belson says that with the grow-
ing number of users online, and as 
connection speeds improve over 
time, the importance of security 
would also grow. “Successful phishing 
attacks have continued to prove that 
humans remain the weak link in the 
security chain,” he says. “In addition, 
revelations over the past few months 
indicate that encrypting communi-
cations may not provide complete 
privacy of those communications.

“While there is no silver bullet to 
address any of these issues in their 
entirety, ongoing education of users 
and administrators alike, the practice 
of good network hygiene (including 
regularly updating/patching systems), 
and a healthy level of scepticism can 
help to keep things in check,” he says.

The interconnectedness of risk 
is particularly acute with cyber in a 
variety of ways as Tse explains: “As 

risk managers continue to address 
and mitigate the cyber security risks 
facing their organisations, they may 
be overlooking a critical threat: the 
impact of technology failures on 
supply chains and general operations.

“Such outages and failures have 
the potential to cause signifi cant 
loss of income, increase operating 
expenses, and damage an organisa-
tion’s reputation. While data privacy 
breach is a priority risk, compa-
nies should not underestimate the 
business interruption costs if they 
have to suspend services due to a hack 
attack or other technology failure. 
This has direct cash fl ow implications, 
not to mention the potential lasting 
reputational impacts.

“If unplanned, information 
technology (IT) outages are the 
most debilitating source of supply 
chain disruption, aff ecting 52% of 
the companies responding to the 
Business Continuity Institute’s 
Supply Chain Resilience 2012 report. 
In fact, IT outages outpaced all other 

sources of supply chain disruption, 
including severe weather events, 
transportation disruptions, and 
product contamination.”

And while getting insurers and 
other key stakeholders to agree on 
what is required from cyber coverage 
can be tricky, there is an opportunity 
for risk managers to really seize the 
initiative, according to Franck Baron, 
general manager for risk management 
and insurance at healthcare, medical 
assistance and security services com-
pany International SOS.

“It is a wonderful opportunity for 
risk managers to lead the game, to 
raise the bar,” he says.

“Risk managers can highlight to 
their management the high degree 
of sophistication and complexity 
that goes with the insurance game. 
It’s not just about purchasing a 
piece of paper, and insurance policy, 
because cyber starts with analysing 
each insurance programme in your 
organisation, and seeing what bits of 
cyber exposure are already covered, 
and then you can develop a proposal 
to try to centralise all this insurance 
coverage into one vehicle, like cyber 
liability insurance.”

Baron, who is also the Pan-Asia 
Risk and Insurance Management 
Association (Parima) chairman, 
adds: “Risk managers and insurance 
managers need the appropriate set 
of skills to leverage this and address 
this properly in their organisations. 
It’s a wonderful opportunity, but it’s 
a complex one. SR

»
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The potential ramifi cations of data security breaches have 

elevated the issue beyond the IT department and into 

the boardroom. Data protection has become as much a 

matter of good governance as it is a technology challenge. 

It is no longer enough to rely on anti-virus so� ware to 

keep your company’s data safe. A wide range of issues 

such as violation of privacy laws and intellectual property 

infringement constitute a much broader scope of 

cyber exposures.

Directors and offi  cers must now make it their business 

to understand what information their company holds, 

where it is located and how it is protected. Boards need 

to analyse the potential impact a breach could have on 

the organisation and its likelihood of occurring, and be 

part of the eff ort to design and implement a far-reaching 

programme to both prevent breaches and prepare the 

organisation to respond properly if one occurs. They must 

be able to answer to shareholders, customers, suppliers, 

business partners and authorities.

Managing the risk also requires a whole-of-company 

approach – involving every employee – to eff ectively 

defend against cyber-related threats and implement 

comprehensive protection mechanisms.

It’s not only hackers to blame

We are frequently bombarded with news of sophisticated 

computer hackers and viruses, but breaches can just 

as easily happen through lost or mishandled fi les, 

unintentional security breaches or illegal behaviour 

by employees.

• Low tech loss Data security is breached every day 

through the simple mistake of misplacing or being 

robbed of a USB stick or laptop that holds confi dential 

data, and through improper disposal of computers or 

hard copies.

• Unintended exposure Unintentional exposure to 

‘malware’ (malicious so� ware) by employees accessing 

‘contaminated’ websites or emails; emailing confi dential 

business information using unsecured wi-fi  hotspots; or 

using their own unsecure mobile devices and laptops for 

work purposes: these are all a hacker’s dream come true.

• Malicious insiders  Rogue employees may steal 

confi dential information, business plans, and client data, 

in either so�  or hard copy form, intending to expose the 

data to competitors, start a competing business, or sell 

it. The vast majority of these malicious insiders leave the 

company before their acts are discovered.

The spectrum of cyber and data privacy breaches is 

constantly evolving, adding another layer of complexity 

and risk management demands to company executives – 

especially risk managers – that cannot be ignored.

Stella Tse, Marsh Financial and 
Professional Risks (FINPRO) 
practice leader, Asia

SPONSORED WORD

Beyond IT and into 
the boardroom “The use of Big Data in analysing 

voting trends ahead of political 
campaigns and elections is well 
documented,” he says. “Previous 
elections in Malaysia underestimated 
the power of social media, forums 
and blogs to shape public opinions. 
Recent elections saw an increased use 
of such vehicles.” 

There are varying interpretations 
as to what constitutes Big Data. Ana-
lysts generally talk about it in terms 
of the three Vs: volume; velocity and 
variety of structured or unstructured 
data. For many businesses, Big Data 
also lies in company records. Funda-
mentally, it is a means to make 
accurate predictions about risks and 
opportunities. It is now possible to 
assess large volumes of data, identify 
patterns and infer probabilities with 
much greater speed and precision. 
The supermarket loyalty card is a 
good example: retailers have been 
able to track their customers’ shop-
ping habits, to better target their mar-
keting materials and increase sales. 

Data is there to be used and mone-
tised. But some companies may be 
missing out on profi t-making oppor-
tunities. The term Big Data is often 
associated with negative issues such 
as security or data protection lapses. 
So, fi rms may have overlooked its 
strategic potential by dismissing Big 
Data as simply the latest buzzphrase. 

There are, of course, opportuni-
ties and threats associated with 
Big Data and it is important to 
understand both elements of this, 
according to Woolworths Limited 
Australia head of enterprise risk 
management Nicky Burns.

He says: “With the increased busi-
ness opportunities for Big Data, new 
risk exposures exist that need to be 
worked through to protect data and 
manage the brand and new legislative 
requirements, for example, Privacy.”

Taking control of your data is 
crucial. “So many people have spoken 
about Big Data. As a result, it has lost 
its meaning along the way,” says US-
based information management fi rm 
Iron Mountain’s head of information 
risk Christian Toon. “A key risk for 
businesses is not knowing what data 
they have and where it is.

“Managing Big Data is no diff erent 
from managing records around your 
business. It’s these principles that 
companies need to take through 
when they approach Big Data.” 

Management issues
“Similarly, being unaware opens the 
gateway to possible security attacks 
because businesses remain oblivious 
to the data assets that they may need 
to protect,” Toon says. 

However, given the sheer volume 
of data a business must handle, it 
may not be easy to draw conclusions 
from the information. It is for this 
reason that fi rms are advised to 
approach the management of Big 
Data with a single vision.

IBM associate partner and security 
services delivery leader Brendan 
Byrne says: “Businesses have to be 
clear about what they are trying to 
achieve. Big Data is not something 
organisations should fear – it is 
something to be embraced, as there 
are numerous business benefi ts. If 
you have a vision you can focus on 
specifi c streams of data that will be 
most valuable to your organisation. 

“It’s not easy to start because some 
companies will have vast amounts of 
data. Big Data is not a quick win; it’s 
something that needs to be factored 
into business plans.”

The outcomes for some businesses 
have been groundbreaking, with 
many putting Big Data to radical new 
uses. Working towards a single vision 
has helped one US healthcare organi-
sation to save thousands of lives. 

In a project involving 157 hospi-
tals, Premier Alliance – which serves 
more than 2,600 US hospitals and 
about 84,000 other healthcare sites – 
claimed it saved an estimated 24,800 
lives and reduced healthcare spending 
by $2.85bn (€2.13bn).

It achieved this by developing an 
integrated set of data models with 
IBM, from which it could analyse 
clinical and operational data, as well 
as logistics around medication. As a 
result, the fi rm was able to identify 
the treatments that worked best in 
particular illnesses, helping healthcare 
practitioners to deliver quicker and 
more effi  cient treatment. SR
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Chain of 
command
Supply chain risk is becoming increasingly 
complex, making proactive management 
plans more important than ever

IT WOULD BE A RARE CHIEF EXECUTIVE 
who does not know about supply chain risk 

fi rst hand, or at least from newspaper headlines 
about the eff ect of natural catastrophes on indus-
try globally, such as the 2011 Japanese tsunami and 
Thailand fl oods. Increased competition has 
resulted in many companies keeping low invento-
ries and, in some cases, having near-complete 
dependence on a single supplier to keep costs low 
to achieve economies of scale. 

Another reason supply chain risk is growing is 
the trend towards global markets and sourcing. 
These longer supply chains often suff er from 
decreased visibility. Finally, there is increasing 
evidence that climate change is leading to more 
frequent and severe weather events, such as fl oods, 
windstorms and drought. Historical data between 
1900 and 2010 refl ects a near-exponential rise in 
the number of fl ood-related disasters in Asia.

This article provides a start for conversations 
between the diff erent functions within a company, 
between supply chain partners, and between the 
company’s risk manager and the insurers, as to 
how to manage supply chain risk.

Cause and eff ect of supply chain risk 
While trends in manufacturing are leading to 
greater supply chain risk, there will be a particular 
event or trigger that causes the disruption. If we 
consider recent supply-chain risk events, we fi nd a 
variety of triggers such as natural catastrophes, 
single sourcing, non-compliance of sub-suppliers, 
and labour strife (table 1).

The loss to shareholders from such disruptions 
can also be quite high. An event study of major 
supply-chain disruptions announced by compa-
nies from 1989 to 2000, starting a day before 
each announcement to two months after the 

RISK INCIDENT TRIGGER EVENT CAUSE EFFECT

Toyota plants  Japanese tsunami Natural Toyota cut production
shut down (2011)   catastrophe to 50% in factories in the
   US, Canada and China
    between August and 
   December 2011

Hit to the  Thai fl oods Natural Auto production predicted
Japanese auto   catastrophe to be down from 1.77
industry and to    million units to 1.6 million 
the global   units for the last quarter of
computer    2011. For Western Digital, 
industry (2011)   shipment of hard disks
   dropped by 25% in the 
   third quarter of 2011

Threat to Detroit  Fire at Evonik Single supplier Eventually, there was no
auto makers plant in Germany  at Tier 2/3 level impact owing to lead time
(2012)   and eff orts by automakers
   and their suppliers

Recalls of toys  Discovery of use 1. Supplier A 13% drop in stock price
by Mattel (2007) of lead paint by a  non-compliance from early August 2007
 one-off  tier 3  at tier 3 level; to the end of March 2008
 supplier; change  2. Regulation
 in health and 
 safety regulation 
 on loose magnets
  

Air travel  Icelandic volcano Natural  The International Air
ban in European  catastrophe Transport Association
skies (2010)    said the total loss
    for the airline industry was
   about $1.7bn (€1.26bn). 
   The Airport Operators
   Association estimated that
   airports lost £80m (€92m)
   over the six-and-a-half
   days. More than 107,000
   fl ights were cancelled
   across Europe during an
   eight-day period

Table 1: Major supply chain incidents

»
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ACADEMICS

announcement, found the stock return (after 
adjusting for the movement of an appropriate 
benchmark portfolio) to be -10%. A related study 
found these companies suff ered, on average, a 
-40% stock return (after adjusting for the stock 
return of an appropriate benchmark portfolio) 
over a three-year period, starting one year before 
and ending two years after the disruption. 

Assessing supply chain risks 
How you classify diff erent types of risks is impor-
tant, because the diff erent types need to be 
managed by potentially diff erent parts of the 
organisation. One way to classify risks is to consider 
the company’s position in the supply chain. On the 
supply side, that includes suppliers and the compa-
ny’s plants, and risks range from a competitor 
acquiring a key supplier to leakage of intellectual 
property through a supplier. On the demand side, 
there could be a signifi cant unanticipated loss of 
demand from the customer or the customer’s 

SUPPLY-SIDE RISKS

Merger and acquisition 

threat whereby 

the supply may be 

threatened because a 

competitor acquired a 

key supplier

‘Acts of God’, as in 

fl oods or earthquakes, 

as well as ‘acts of man’, 

including war, 

terrorism 

and sanctions

Political risk caused by 

change in regime or 

changes in regulations

Capacity risk by way of 

having the wrong type 

of manufacturing 

capacity in-house or 

with suppliers

Single sourcing 

Intellectual 

property risk 

Supplier delays 

Risk of getting stuck 

with too much 

inventory, whether 

fi nished goods or 

work-in-progress 

DEMAND-SIDE RISKS 
Possibility of 

worldwide recession

Reputation risk, with 

an incident damaging 

the reputation of the 

company in the eyes of 

end-customers

Technology change risk, 

whereby end-

customers go a� er 

products with a 

diff erent technology 

than what the company 

has invested in

Change in (end) 

customer preferences

Forecast risk in not 

catching a substantial 

change in direction of 

end-customer demand

Receivables risk 

through concentration 

of customer 

accounts with a few 

big customers

 

CONTEXTUAL RISKS 
Environmental risk 

and compliance

Regulation compliance 

Massive relative 

movements in 

exchange rates 

Financial risk 

IT systems risk 

Cultural diff erences 

within the global 

supply chain

Table 2: Breakdown of risk types customer. Finally, there are broad contextual or 
business and environment-related supply chain 
risks such as changes in regulation. 

Companies typically assess supply chain risks or 
the risks associated with business continuity in 
general by carrying out a risk mapping exercise. 
This exercise involves rating, for each identifi ed 
risk category, two aspects of risk incidents: the 
likelihood or frequency of incidents to occur, say, 
in a year and the ‘typical’ eff ect or associated 
consequences, usually economic, should an inci-
dent actually occur. 

Still, a company will typically fi nd it hard to assess 
rare events such as natural disasters, product con-
tamination or system failures, given the lack of 
incidence-and-loss data due to the rarity of the event. 
Insurers can also help companies to quantitatively 
assess supply chain risk, as they have better access to 
data on occurrence of rare events that might aff ect 
supply chains and have developed, for example, 
databases and risk models of natural perils. 

Mitigating the risk
Managers’ recourse is to either avoid risk or mitigate 
it. By the very nature of a business’s strategy – sourc-
ing from far-off  and low-cost countries, or seeking 
new markets in emerging economies – companies 
may be unable to avoid certain elements of supply 
chain risk. That leaves mitigation, that is, ensuring 
the eventual damage is as little as possible. 

Risk managers should consider the following 
mitigation strategies:

1 Adding capacity 

while keeping in mind the cost of idle capacity. 

2 Adding inventory 

in selected locations while keeping in mind the 

increased working capital and, in some industries 

like hard disk production, the cost of obsolescence.

3 Having back-up suppliers

while keeping in mind the additional costs of 

qualifying more suppliers and potentially losing 

economies of scale by splitting orders across them.

4 Being able to respond effectively 

to a risk incident by way of business 

continuity planning.

5 Transferring risk 

to insurers.

These strategies have diff erent costs in diff erent 
contexts. If adding capacity or inventory is relatively 
expensive, risk transfer may become more 
attractive; if insurance is perceived to be too 
expensive, the balance could tilt in favour of excess 
capacity. When a company cannot prevent a risk 
incident from occurring, it has to fi gure out ways to 

»
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respond quickly to contain the damage. This can be termed as business 
continuity or crisis management. 

Transferring risk through insurance can reduce the risk of fi nancial loss. 
These are some reasons why companies should consider risk transfer as one of 
the possible ways for mitigating supply chain risk: 

1 Avoid 

costly investment in ‘excess’ inventory and capacity.

2 Limit 

the financial impact of a risk incident.

3 Meet 

regulation requirements like Sarbanes-Oxley or KonTraG to disclose risks 

and plant, including insurance, to mitigate these risks.

4 Lowering 

borrowing cost from banks by demonstrating reduced risk.

5 Have access 

to contingent capital if needed following a major supply chain risk incident.

Companies may believe their assets are insured and well protected. But 
supply chain risk is not risk to assets like property, but to the company’s cash 
fl ows and, therefore, to its profi ts. It is important to understand the distinc-
tion: for example, marine insurance for goods will protect the goods if the ship 
is lost, but will not protect the insured if the goods are delayed and the insured 
suff ers economic consequences as a result. On the other hand, supply chain 
insurance will cover the potential loss of gross profi ts owing to non-delivery or 
late delivery of goods. 

There are diff erent types of specialised policies available covering supply 
chain risk: cover provided under other policies; named perils whereby the 
insurer insures against identifi ed perils in the context of a specifi ed supply 
chain; and all-risks cover including cover for non-physical damage such as 
labour disputes or strikes, political risk and insolvency.

The way forward
Companies cannot assume that insurers or suppliers, or indeed anyone 
else, will take care of things. In a chain, all links count so all companies 
in the supply chain have to work together. Here are things every business 
should do:

First, create a better understanding of supply chain risk across depart-
ments and with its supply chain partners. For example, it must begin to 
monitor suppliers on a quarterly basis, even if is based on self-declarations 
that are verifi ed less frequently.

Secondly, it must ask its insurers to better explain the underlying 
calculations for pricing supply chain insurance. In doing so, both sides may 
discover that the insurer priced a risk higher than it should be because the 
company provided inadequate information. 

Thirdly, the company must also look into diff erent supply chain risk 
transfer choices in the market, whether or not including an assessment of the 
supply chain risk exposure. It must explain to the insurer its revenues, so in 
case of an incident, both sides could readily agree on the loss of gross profi ts 
owing to the incident. 

Supply chain risk is here – and anxiety without action will not help. SR

Professor ManMohan S Sodhi heads the operations & supply chain manage-
ment group at Cass Business School, City University London. His book, 
Managing Supply Chain Risk (Springer, NY), co-authored with professor 
Christopher S Tang (UCLA), appeared in 2012.

Asia’s innovative supply chain 

strategies are boosting cost 

competitiveness, capacity, 

and speed to market, creating 

a lean, fast moving, and 

constantly evolving fl ow of 

global trade. 

      This means businesses 

are becoming more reliant 

than ever on the 

interdependence of multiple 

supply chains, increasing 

their vulnerability to the 

impact of a disruptive event.

As disruption becomes an 

assumed operating reality, 

C-suite executives are paying 

greater attention to their 

ability to bounce back quickly 

in the face of the next big 

event. Calculating the cost of 

business interruption and 

assigning appropriate 

insurance is a vital step in 

managing the risk. 

Yet, equally important 

and o� en overlooked is a 

complementary post-loss 

strategy to manage and 

expedite claims. Without this, 

recovery may be 

unnecessarily delayed.

Fires, storms, fl oods, 

machinery breakdowns, 

power outages, and product 

recalls are just some of the 

events that have the capacity 

to severely interrupt an 

organisation’s ability to 

trade, putting it at risk of 

signifi cant fi nancial loss and 

potential failure.

It is common for 

businesses to insure their 

assets to help reduce the 

fi nancial hardship of repairs 

or replacement if damage 

should occur. However, it is 

sometimes overlooked that 

those same assets produce 

income that, if not insured, 

can cause crippling losses and 

additional costs a� er a 

disruptive event.

Protection against this 

loss, in the form of business 

interruption insurance, can 

mean the diff erence between 

post-loss recovery and 

signifi cant long-term 

fi nancial hardship and, in 

worst cases, closure. 

Business interruption 

insurance typically covers 

the profi ts that would have 

been earned as well as the 

operating expenses and 

other costs still being 

incurred by the business 

while out of action. 

Properly arranged, policies 

also cover the extra expenses 

for moving to, and operating 

from, a temporary location 

and reimbursement for 

reasonable expenses that 

allow the business to 

continue operation while 

property is being repaired.

Depending on the nature 

and complexity of a business, 

some also fi nd signifi cant 

value in contingent business 

interruption insurance, which 

reimburses lost profi ts and 

ongoing costs resulting from 

an interruption of business at 

the premises of a customer or 

supplier, or supply chain 

insurance products.

Properly structured 

business interruption 

coverage can provide the 

critical working capital 

needed for a business to 

survive a major disruption. 

It can be the diff erence 

between a business being 

able to rebuild and recover 

and maintain relationships 

with its suppliers and 

customers, or being severely 

aff ected and, at worst, 

shutting down completely.

Alex Koukoullis, Forensic 

Accounting and Claims 

Services, Marsh Asia

Expert insight: Bouncing back eff ectively 
from a major disruption
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Protecting a company’s most valuable 
assets: cross-border solutions for 
international business travel risk 
management challenges 

Suresh Krishnan of ACE Group discusses how to design an eff ective multinational business travel 
risk management programme

Today, business travel is an integral part of the 

day job for many employees. As companies 

expand into overseas markets, a wider cohort of 

staff  is spending time away from home. What’s 

more, as businesses increasingly seek revenue 

growth outside their struggling home 

economies, traveller destinations are becoming 

increasingly exotic. Managers are as likely to 

fi nd themselves in Bangalore, Bogotá or Beijing, 

as in Singapore or Sydney.

For an insurance or benefi ts manager or head 

of security at any multinational company, one of 

the most diffi  cult challenges is managing 

sensitively and eff ectively a situation in which 

employees travelling in a foreign country on 

business become sick, fi nd themselves in 

potentially dangerous situations or need 

evacuation from a politically unstable country. 

ACE’S RESEARCH SHOWS 
that many businesses are wak-

ing up to the risks. When we surveyed 
more than 600 companies last year, 
for example, about half concluded 
that the level of business travel risk 
their company faces will grow over 
the next fi ve years. Indeed, a quarter 
of them think it will increase signifi -
cantly. This makes business travel 
one of the three fastest-growing 
emerging risk concerns. 

In addition to handling the 
immediate crisis, managers will have 
to be prepared to explain to senior 
leadership the steps the company will 
take to keep employees safe. A crucial 
part of that response will be making 
sure that the company’s insurance 
programme provides the necessary 
coverage and resources.

Businesses have often relied on a 
single global insurance policy, issued 
to the parent company, to protect all 
of its employees worldwide. In many 
countries, however, insurance regula-
tions can undermine the eff ective-
ness of this approach, opening the 
door to problems with benefi ts and 
claims payments. The question then 
becomes whether, in practice, the 

policy will actually deliver on the 
promise of worldwide insurance 
protection and address any potential 
fi scal challenges, including various 
tax and regulatory consequences. In 
many cases, a single policy based 
in a company’s home market may 
not be enough. 

A more prudent approach may be 
to combine an insurance policy 
issued to the parent company in its 
home jurisdiction with local policies 
issued to its subsidiaries in the 
countries in which they operate.

Benefi ts evolution
The patterns of business travel have 
changed signifi cantly in recent years. 
Whereas companies continue to send 
employees on long-term assignments 
as expatriates, today it is much more 
common for executives to travel over 
several weeks to multiple destinations.

These business travellers are 
typically the company’s top talent, 
leading sales executives and other 
high-value employees. Increasingly, 
they are travelling to emerging 
countries in Asia, South America, the 
Middle East and Africa and may be 
joined by colleagues from those 

Based in New York, Suresh Krishnan leads the ACE Group’s 
Global Accounts Division for the Asia Pacifi c region.

MULTINATIONAL 
INSIGHT: This report is sponsored by ACE Group
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markets to travel to other countries 
as part of the same business trip. 

However, in these emerging 
economies, obtaining the right 
specialist medical treatment following 
an accident or illness and paying their 
expenses may not be straightforward, 
and evacuation may be challenging. 

As the scope of travel has 
broadened, business travel accident 
policies have evolved to insure a 
variety of risks. Historically, the most 
important benefi t was a death benefi t 
known as accidental death and 
dismemberment (AD&D). 

Today, business travel accident 
policies typically off er out-of-country 
medical services such as emergency 
cash, medical or non-medical evacua-
tion and coverages such as a death 
or dismemberment benefi t and 
inconvenience benefi ts such as lost or 
delayed baggage and supplemental 
rental insurance for cars. 

Today’s business travel accident 
policy packs full value into one 
global policy with one single limit. 
But does a single policy with all 
these coverages and services work 
as expected when implemented 
across national borders for multiple 

individuals or benefi ciaries based in 
distinct countries? Implementing 
this single policy globally presents a 
number of execution challenges that 
should be anticipated and consid-
ered. While business travel accident 
insurance programmes are designed 
as an employee benefi t, many of the 
coverages are actually governed by 
national insurance regulations that 
may limit the eff ectiveness of a single 
Singapore-based policy.

Two potential scenarios
First, an executive employed by a 
Singapore-based multinational com-
pany is injured while on business in 
China. The executive, who is insured 
under a Singaporean business travel 
accident policy, seeks care at a hospi-
tal. A Singaporean insurance policy, 
issued by a Singaporean insurer that 
is not licensed, or non-admitted, in 
China, may not be able to directly 
pay the Chinese hospital for the 
employee’s healthcare costs. At the 
very least, this creates added com-
plexity at a time of crisis, and it hardly 
gives reassurance to the company 
that they will have the certainty they 
want when they most need it.

Secondly, imagine an executive 
employed by the Indian subsidiary of 
an Australian-based multinational 
company dies in a car accident in 
India. He is insured by a group 
personal accident policy issued to the 
Australian parent company by an 
Australian insurer that is non-
admitted in India. The Australian 
insurance policy may not be able to 
directly pay the personal accident 
policy’s covered death benefi ts to the 
deceased’s estate in India – another 
potentially exasperating and upsetting 
scenario for the company and the 
employee’s family. 

To anticipate these scenarios and 
to mitigate these issues, business 
managers will want to be sure that its 
employees and their families are 
protected, and that the business travel 
accident programme will deliver the 
promised benefi ts.

Flexible risk fi nancing
Insurance managers of multinational 
companies are often familiar with 
cross-border insurance issues. 

Parent policies combined with 
locally admitted policies have been put 
to good use in other lines of insurance 

Today it is much 
more common for 
executives to travel 
over several weeks to 
multiple destinations
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and have been most eff ective at 
addressing the diffi  culties that can 
sometimes emerge with a single 
Singapore-based policy.

An eff ective global programme 
for business travel accident insurance 
should therefore also include locally 
admitted policies that are issued 
to the parent company’s subsidiaries 
and affi  liates with local covered 
benefi ts and limits insuring the risks 
of local employees. A locally admit-
ted insurer issues the local policy 
complying with the country’s insur-
ance laws, and also calculates and 
remits applicable insurance taxes and 
fees. Claims and benefi ts tailor-made 
for the local market are adjusted 
and paid locally to the employee or 
local benefi ciaries.

These locally admitted policies 
can then be combined with a parent 
policy issued to the parent company 
in its jurisdiction that insures the 
parents’ employees and provide 
supplemental insurance reimbursing 
the parent for any obligations it has 
to its subsidiaries should there be 
potential gaps in the local policies. 

Under this approach, multina-
tional businesses can be confi dent 
that they have a broad internal and 
external risk fi nancing mechanism – 
a combination of own funds and 
insurance payments – that protects 
the businesses’ obligations as well as 
their obligation to their employees 
while focusing on meeting the 
requirements of local jurisdictions.

Interestingly, our research shows 
that only around two-thirds of 
respondents are satisfi ed with the 
claims service they receive from their 
business travel. When looking for a 
business travel accident programme, 
managers should therefore seek to 
work with brokers and insurers that 
have specialist expertise in both mul-
tinational solutions and the area of 
business travel accident insurance to 
ensure they get the service they need. 

Questions that need to be 
considered are: where may insurance 
benefi ts be directly paid to the 
claimant or third party? Where may 
they be paid to the employer for 
reimbursement to the claimant or 
third party? And fi nally, if an 
emergency service provider is chosen 
to provide evacuation and emergency 
medical services, does this service 
align seamlessly with the insurance?

Benefi ts managers can also pre-
pare themselves by collaborating 
with their own in-house insurance 
management team – who may have 
experience in developing multina-
tional insurance programmes for 
other lines of insurance – enhancing 
their collective understanding not 
only of the value provided by a robust 
business travel accident plan, but also 
the insurance and risk management 
issues inherent in them.

Employees travelling in foreign 
countries can all too easily become 
sick and suddenly face a medical 
emergency far from home. Political 
instability and natural disasters also 
put employees at risk. Working 
with an international broker and an 
insurer with international underwrit-
ing and servicing capabilities, 
insurance and benefi ts managers can 
help ensure that their valued 
employees will have the care they 
need when they need it. SR

Employees travelling 
in foreign countries 
can all too easily 
become sick and 
suddenly face a 
medical emergency 
far from home

About ACE

The ACE Group is one of the world’s largest 
multiline property and casualty insurers. With 
operations in more than 50 countries, ACE 
provides commercial and personal property and 
casualty insurance, personal accident and 
supplemental health insurance, reinsurance and 
life insurance to a diverse group of clients.

The insurance companies of the ACE Group 
serve multinational corporations and local 
businesses with property and casualty insurance 
and services; companies and affi  nity groups 
providing or off ering accident and health insur-
ance programmes and life insurance to their 
employees or members; insurers managing 
exposures with reinsurance coverage; and individu-
als purchasing life, personal accident, supplemen-
tal health, homeowners, automobile and other 
specialty insurance coverage.

Specifi cally for multinational programmes, 
ACE delivers client-focused solutions through its 
strong international network, indigenous expertise, 
fi nancial strength, wide product array and claims 
resolution ability. 

These are backed by ACE’s industry-leading 
technology – the ACE GPSSM, a dynamic global 
platform tailored for multinationals’ international 
needs, and the ACE WorldviewSM, a web-based 
desktop portal that helps multinational risk 
managers to manage and monitor their entire 
global programmes in real time.

This technology is backed by the dedicated 
ACE Global Service Team comprising executives 
who work around the world to implement the 
global programmes, manage the infrastructure 
and co-ordinate service eff orts among offi  ces.

With more than $92bn in assets and over $21bn 
of gross written premium in 2012, ACE’s core 
operating insurance companies maintain fi nancial 
strength ratings of AA- (Very Strong) from 
Standard & Poor’s and A+ (Superior) from 
AM Best.

ACE Limited, the parent company of the 
ACE Group, is listed on the New York Stock 
Exchange (NYSE: ACE) and is a component of the 
S&P 500 index.

The ACE Group maintains executive offi  ces in 
Zurich, Bermuda and New York, among other 
locations, and employs 19,000 people worldwide.

 
Additional information can be found at:  
www.acegroup.com
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Roland Teo

‘My journey is still 
long and I still have 
dreams to fulfi l’

What are you thinking about right now?
Recently people have asked me to recommend risk management 
courses to help equip risk managers to do their work. I started to think 
of the many courses out there, but do they really help risk managers 
get the work done? Unless we as risk managers take the responsibility 
to transfer our experiences and knowledge to other risk managers, 
no one can.

What is your most treasured possession?
My family. They help me put everything into perspective. They are the 
reason I do anything and I need to make sure I will be there for them 
despite the many external expectations.

Who is your greatest hero?
My late grandmother; she managed to single-handedly raise my dad 
and aunt during the Japanese occupation in World War II. It was no 
mean feat for a woman during that period to be running a business and 
taking care of two young children at the same time during one of 
Singapore’s darkest moments. She imparted her values, which have 
helped me to be a better person.

What is your greatest achievement?
For me: “The best is yet to be” (Robert Browning). My journey is still 
long and I still have dreams to fulfi l. 

However, one of my most fulfi lling achievements was leading the 
launch of the Singapore government’s National Business Continuity 
Management programme in 2008. It was the world’s fi rst support pro-
gramme, with S$30m funding for companies to manage their risk and 
the fl u pandemic during 2008–2009. Within the fi rst year we organised 
50 outreach events to more than 7,000 participants and 5,000 fi rms. 

Tell us a secret
If I told you then it wouldn’t be a secret anymore! Very few know that I 
used to paint cartoons on walls and draw comic books. My classmates 
enjoyed reading them. At one time I wanted to be a graphic designer, 
but if I had done that you wouldn’t be talking to me in ‘Headspace’.

What makes you happy?
Quality and quantity time with my family, especially going on holiday. 
As a risk manager, spending time with them is a luxury, more so when I 
have a commitment to help grow the risk management community 
through the many professional boards and committees I sit on.
 
What is the most important lesson you have learnt?
Leadership and relationships go together. Leadership is not about 
driving people or programmes; it’s about earning trust, which takes 
some time, but losing trust is easy. 

Relationships are so fragile nowadays. You can take 100 correct steps, 
but all it takes is one wrong step and the relationship you have built over 
the years can go south overnight. However, if we remain humble, 
consistent, sincere and honest, it’s still recoverable. SR

Roland Teo, governing council member, Risk & Insurance 

Management Association of Singapore (Rimas) and founding 

board Member, Pan-Asia Risk & Insurance Management 

Association (Parima)
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Read more opinion and comment from risk managers at 
www.strategic-risk-global.com/asia
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