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Social media slurs, volatility in world currencies and international 
partnerships are the major perils faced by big business

Facebook, forex and 
foreign expansion on
Australia’s risk radar 

TOP RISKS

T he cream of Australia’s risk-
management community met 
with the StrategicRISK team, local 
brokers and insurance industry 

representatives in separate events held at 
Melbourne and Sydney recently. These risk 
and insurance-management roundtables 
provided a forum for discussions that 
ranged far and wide across Australia’s 
risk landscape.

Aon’s latest Australasian Risk Survey, 
which was released around the same time, 
found that small businesses rated their 
top fi ve risks as cashfl ow, increased 
competition, reputational damage, 
regulatory or legislative pressures and 
injury to staff  and customers. Larger 
corporations ranked brand and image, the 
economy, the regulatory environment, 
business interruption and people risk as 
their top fi ve.

The risk professionals who took part in 
the StrategicRISK roundtables work for 
some of the biggest organisations in 
Australia. Their top risks are in line with 
the Aon survey’s fi ndings, with economic 
conditions, retention and acquisition of 
talent, reputation risk and supply-chain 
disruption all listed as primary risks. But 
regulatory pressures featured lower down 
on most people’s risk lists than one might 
have expected from the survey results.

Other challenges of concern raised at 
the roundtables include credit risk and 
political uncertainty, while issues such as 
refi nancing risk, pricing volatility and 
execution of contracts were also front of 
mind. Group manager of risk at the 
diversifi ed services company UGL Will 
Sare said contractual risk was critical to his 
company’s operating model. 

“By understanding your contractual 
exposures, it allows you take the right risks 
while avoiding the wrong ones and as a 
result minimising surprises,” he said. 

Service Stream head of treasury and 
risk management Mark Tomkinson 
suggested that it was a challenge for any 
company to make money from its 
contracting. “Success or failure is often 
heavily infl uenced by the degree of 
proactive risk management of issues 
before they blow up,” he said. “Equally 
critical are the human behavioural factors 
of those involved in both the initial 
bidding process and then later during the 
ongoing running of the contracts, which 
comes largely from the prevailing cultural 
norms of the organisation.”

Uncertainty about world aff airs and 
the global slowdown has aff ected risk 
outlooks in Australia. Foreign exchange 
was a point of discussion, although most 
conceded that there was little that could 
be done about this. Tomkinson said 
the persistently strong Australian dollar 
continued to aff ect negatively the 
global competitiveness of Australian 
export industries. 

“But there’s little room for any 
domestic action to aff ect its strength,” he 
added, “as confl icting strengths and 
weaknesses of the domestic economy 
limit the Reserve Bank of Australia’s 
monetary policy options.”

Talk eventually turned to the ability of 
Australian businesses to remain 
competitive in an increasingly challenging 
global environment. Treasury Wine 
Estates’ risk and assurance director, 
“vintrepreneur” Colin Knox, gave the 
example of Australian wine brands, which 

he said, faced “signifi cant and increasing 
competition from overseas regions that 
are competing for the same shelf space in 
the same markets”.

Most companies represented at the 
roundtables were targeting growth in 
international and emerging markets, 
with many moving into Africa and Latin 
America. The nature of risks in those areas 
were said to be quite diff erent from 
those in more traditional markets, with 
emergency response and crisis manage-
ment coming to the fore. 

Many questions were raised in this 
discussion. Should companies build their 
own distribution networks in massive 
markets like China? Should they 
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purchase foreign companies and face the 
practical and cultural diffi  culties this can 
entail? How does an Australian company 
go about imposing its own governance 
regime and cultural values on overseas 
partners so that it is understood that 
what might be appropriate in one 
market is not acceptable from a global 
corporate perspective?

Corporate knowledge
Sourcing experienced and reputable 
partners in many countries was diffi  cult, 
roundtable attendees were told. 

Sare said that consolidation and 
outsourcing of business functions and 
partnerships was an essential part of 

improving effi  ciency and profi tability 
both domestically and for international 
expansion. “[However], we are conscious 
of this convergence providing a material 
counter-party risk as well as loss of 
corporate knowledge,” he said.

While on the theme of the increasingly 
globalised nature of business, supply 
chain and business interruption risks were 
major points of discussion. As DEXUS 
Property Group property risk and 
business manager Joseph Stokes put it: 
“In the increasingly interconnected 
community we live in, supply chain risk is 
something that is always on the radar.” 

Indeed, many of the larger 
organisations are already assisting their 

suppliers to fi nance the building or 
expansion of their facilities, thereby 
helping to secure the supply chain. 

Several risk managers said that 
disruption in the supply chain was a 
complex and continuing risk that required 
constant monitoring, owing to factors 
such as third parties, logistics and 
distribution. This risk is also exacerbated 
by the potential impact of natural disasters 
on the supply chain.

Many participants said that their 
organisations’ strategies for forecasting 
and planning for future natural 
catastrophes left much to be desired. 
Resilience was seen as key, especially in 
the longer term, and it appears that many 
corporations are diversifying their 
production base and resourcing strategies, 
almost by default. While this assisted 
supply-chain security, sourcing of 
competitive pricing was seen as the main 
driver of such diversifi cation.

Product recall was also a point of much 
discussion. Knox said that this was an 
issue of utmost importance to his 
organisation. “A product recall of a major 
brand could seriously damage the brand’s 
reputation,” he said. Working for some of 
Australia’s largest companies, many of the 
risk managers who contributed to this 
discussion appreciate this risk keenly. 
Brand risk is becoming increasingly 
important given the speed and reach 
of media communication, in particular 
its international nature. Reputation risk 
manifests itself in media reaction in the 
initial instances and it is generally agreed 
that to manage this there needs to be solid 
positioning of the stance of management.

Tomkinson feels that social media is 
well on its way to superseding traditional 
media forms in reputation risk. “Social 
media … will soon dominate the more 
traditional news agencies, which may 
have devoted at least some resources to 
checking the accuracy of stories before 
releasing [them],” he said. “Companies 
will increasingly face the prospect of trial 
by social media over coming years where 
the motive of the story provider can be 

‘Uncertainty about 
world aff airs and the 
global slowdown has 
aff ected risk outlooks’
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anything from a legitimate political 
agenda to simply bad service at a 
company’s store or on their particular 
plane.” Tomkinson added that the 
expansion of social media increased the 
risk of “factual but also critically non-
factual company information being 
disseminated to wider audiences without a 
company being able to appropriately 
manage this disclosure”. 

“The impact on investors, staff  or 
customers of largely untraceable informa-
tion fl ows put into the public domain can 
end up being signifi cant whether the article 
is factual or not,” he said.

Sare sees investment in people as essen-
tial in managing reputation risk. “Given we 
are such a people-intensive business, it is 
clear that our reputation is critically 
dependent on how our people perceive, 
promote and represent the company. 
Therefore proactive engagement and train-
ing with our people as well as investment in 
people systems are some of the measures 
taken recently to mitigate some key risks to 
reputation and, more importantly, foster a 
culture that protects and takes pride in the 

reputation of the fi rm. Retaining, develop-
ing and attracting talent is essential to 
achieving company objectives and main-
taining competitive advantage.”

Chief risk offi  cer at Westfi eld Risk 
Management Eamonn Cunningham 
worries about the generational issues 
around people-risk. 

“The next generation requires a totally 
diff erent workplace and development 
path; they aspire to diff erent things,” he 
said. “Companies need to address their 
reasonable needs here or they will end up 
with retention challenges.”

Innovation pressures
No discussion of risks faced by businesses 
anywhere in the world would be complete 
without at least touching on future 
risks. There was much talk about 
technological trends, a new generation of 
consumers with diff erent expectations 
and innovation pressures. Sare said that 
in a competitive environment such as 
engineering and construction, market 
share could be won and lost based on how 
quickly a company adapted to change. 

“As a result, we see the selection of the 
right business and technology partners as 
well as the learning and development of 
our own people as critical factors to 
managing this risk exposure,” he said. 
Cunningham said smart companies 
always sought to innovate. “Long-
standing fi rms that don’t will get left 
behind quickly,” he warned.

The storage of customer data came in 
for particular scrutiny, especially with 
regulations to support the amendments to 
the privacy act due to commence in 
Australia in March, 2014. Cunningham 
said cyber risk could manifest itself in 
many forms, including unauthorised entry 
into computer systems to misappropriate 
or destroy data and leakage of private and 
personal information. 

“The regulatory environment 
associated with this, particularly in terms 
of notifi cation requirements, is complex 
and diff ers region by region,” he said. 
“Legislation in relation to this is still 
maturing. There are few court cases on 
point to give guidance as to how law 
would apply in practice.”

TOP RISKS

 AUSTRALIA
 IN NUMBERS

EMPLOYMENT

Quality
of labour

1.00

0.00

0.52

0.33

Pay and
productivity

1.00

0.00

0.51

0.38
0.45

Redundancy
costs

1.00

0.74

0.39

0.13

Employing
workers

1.00

0.00

0.38

0.27
0.17

Brain
drain

1.00

0.00

0.60
0.51

0.41

Australia           
SE Asia
US           

Employment
of working age

population

1.00

0.69

0.47

0.23

0.42

0.00 0.00

NOTE The risk bars indicate the world distribution of the particular risk, from the 
lowest scoring country to the highest. The lower the score, the lower the risk or 
exposure to the particular indicator (a lower score is always positive).

Source: Zurich Risk Room
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One of the key issues for many corporate customers over the 
years has been how to visualise their risks and quantify how risk 
improvements will positively aff ect their insurance programme. 
Historically, it has been le�  to risk engineers to conduct site 
assessments, produce pages of reports, and determine what risk 
improvements would create the greatest overall improvement to 
their risk grading. Now risk managers have an alternative, enhanced 
opportunity to understand and quantify their risks.

For many customers in Australia, risk engineering and risk 
assessments have been seen as part of a risk manager’s toolkit. 
But risk managers need new tools to help make sense of the huge 
amount of data from site surveys, and an easy way to present the 
risk-improvement strategy to the board.

One of the tools that Zurich has developed to help risk managers 
with the analysis of several insurable risks is the riskfeatures.com 
website. The aim of this website is to bring Zurich’s Risk Engineer’s risk 
grading to life, and to help the customer prepare for the site visit, as 
well as understand the grading scores and risk improvements when 
they receive the assessment report. The riskfeatures.com website 
currently addresses property fi re, perils, general and products 
liability and motor fl eet (light and heavy vehicle) risks.

The challenge was to provide risk engineers with a way to 
present complex information to customers in a format that would 
be easy to understand and allow them to set priorities for their risk-
improvement projects. The key objective was to create a mobile 
workspace that used key elements of Zurich Risk Engineering’s 
risk-grading methodology and converted them into a visual 
representation. And so the What If? Risk Grading app was born. 
Available in iPad and iPhone format, it makes risk assessment 
easier to understand and provides customers with insights for a 
better understanding of their existing risks. 

The free app has an intuitive interface, with each assessment 
criterion graded via a visual linear tool. Overall risk profi le 
summaries, automatically generated based on the documented 
assessment, reveal the impact of risk improvement actions on the 
grading score, and help customers to prioritise risk improvement 
and maximise return on investment. The app helps deepen customer 
and business partner understanding of risk, while demonstrating a 
continued commitment to technology and the user experience. Risk 
managers will gain more understanding of the risks they face and 
how risk-improvement actions can infl uence their overall grading 
score. The app brings together the risk engineer’s grading for the 
site and uses pop-up links from the riskfeatures.com website to 
provide clearer illustration of how each factor was graded.

Risk managers are expected to monitor their risk grading 
over time, determine the impact on their grading should they 
complete the recommended risk improvements, and conduct 
scenario analysis to help prioritise investment decisions. Coupling 
this approach with shared best practice – and the additional 
information linked in from the riskfeatures.com website – clarifi es 
the benefi ts of a risk-engineering programme.

THOUGHT 
LEADERSHIP

Tomkinson pointed to the increasing 
cloud-basing of systems, meaning that 
external access opportunities had 
expanded. “Also, hacking attempts – both 
deliberately targeting an organisation but 
also as seen recently as a by-product of 
some other international political agenda 
that may be totally unrelated to the com-
pany itself – can impact upon a company 
directly or indirectly via their service pro-
viders, and only because they happen to be 
resident in a particular country,” he said.

That risk’s sibling is opportunity was 
made clear by talk of advances in areas 
such as robotics, 3D printing and driverless 
vehicles. Changes in the insurance sector 
were touched on, with some suggestions 
that risk transfer and servicing from the 
insurance industry was not keeping pace 
with the changing risk landscape. Knox 
also made a call to shift perceptions of 
what constituted a “future risk”. 

“I don’t count cyber risk or climate 
change as emerging any more,” he said. 
“They are with us now and aff ecting our 
business. If anything, larger issues around 
water rights, population migration, 
economic failure of a country and food 
availability for a growing global population 
are risks that will need to be addressed and 
they will impact businesses through chang-
ing economic and regulatory environments 
put in place to address these.”

All the risk professionals at the round-
tables expressed a belief that organisations 
had to be careful not to create a “risk-
management team” and think that was all 
that was required. Everybody had to be 
involved in areas such as enterprise risk 
management, governance and risk fi nanc-
ing. Certainly, it seems generally under-
stood that a risk manager’s role is not to 
manage a department’s risk; rather, he or 
she is there to help identify a risk and ascer-
tain whether the controls put in place are 
eff ective. This approach was how you 
achieved “engagement across the organi-
sation”, because it meant people took 
responsibility for their actions. SR

‘The next generation 
requires a totally 
diff erent workplace 
and development path’ THE RIGHT TOOLS IN THE RISK TOOLKIT

MERVYN REA 
Senior risk engineer and head of 
RE customer management, 
Asia-Pacifi c, Zurich Financial 
Services Australia 
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THE BIG RISK

A s the StrategicRISK team has 
been travelling through Asia 
working on the 2013 risk report 
series, several extreme weather 

events have reminded us of the threat posed 
to the region by natural catastrophes.

We held our Hong Kong roundtable 
discussion as Typhoon Utor bore down on 
the city. We landed in Singapore during a 
fi erce thunderstorm that drenched the city 
and almost blew us off  the runway. In 
Bangkok, we discussed the continuing 
impacts of the 2011 Thai fl oods as heavy 
rainfall caused fl ooding in the north and 
north-eastern provinces.

Then came the Australian roundtables, 
during which scores of bushfi res burned out 
of control in the mountains west of Sydney 
and in many other areas across the state of 
New South Wales. The stench of smoke made 
it all the way into our meeting room in the 
centre of Sydney’s CBD, while the view out of 
the window had a distinctly orange hue 
thanks to the thick haze.

As the wildfi res raged, there was general 
agreement at the roundtables that climate 
change was at least partly responsible for the 
increasing regularity and ferocity not only of 
fi res, but also of fl oods, storms and other 
extreme weather events. Indeed, a white 
paper released recently by the Australian 
Business Roundtable for Disaster Resilience & 
Safer Communities forecasts that the cost of 
natural disasters in Australia will rise from 
AU$6.3bn a year to $23bn a year in 2050, as 
population density increases and the severity 
and frequency of storms, fl oods, cyclones and 
bushfi res grow. The Building our Nation’s 
Resilience to Natural Disasters report 
estimates that the Australian government 
spends $560m a year on post-disaster relief 
and recovery compared with $50m on 
pre-disaster resilience.

While Australia’s prime minister Tony 
Abbott was busy dismissing the link between 
climate change and bushfi res (claiming that 

A year of severe natural catastrophes has taken its toll worldwide, while the cost of 
dealing with climatic disasters in Australia is forecast to rise dramatically. This makes 
modelling and mitigation more important than ever

Future-proofi ng

the UN Framework Convention on Climate 
Change executive secretary Christiana 
Figueres was “talking through her hat” when 
she linked the fi res with carbon emissions), 
the nation’s risk managers were more 
thoughtful on the issue. Many described how 
their companies were planning to relocate 
critical infrastructure, or had already done so, 
for a variety of environmental and climatic 
reasons. Treasury Wine Estates risk and 
assurance director and ‘vintrepreneur’ Colin 
Knox was quite clear about this. “Climate 
change could have major impacts on the 
long-term productivity of our vineyards and 
this is something we are addressing in our 
long-term planning,” he said. 

Despite suggestions that insurers might be 
stepping away from certain regions owing to 
climatic or natural catastrophe issues, it was 
agreed that there was no shortage of 
reinsurance capacity at present and that the 
latest renewal period had seen keener pricing 
for clients. The bushfi re emergency came at a 
time when regional insurer and reinsurer 
capital and capacity was just recovering from 
the impact of several natural catastrophes in 
2010 and 2011. Aon Risk Solutions Pacifi c 
region chairman Steve Nevett said that the 
“relatively clear run” experienced over the 
past two years in Australasia had helped the 
market fi nd its feet and apply its growing 
capacity to underwriting new risks and 
expanding product off erings. Nevertheless, 
Service Stream head of treasury and risk 
management Mark Tomkinson said nat cat 
risk was having an eff ect on the risk 
assessment of contracting, particularly in 
northern Australia where insurance coverage 
was becoming more challenging. “While it is 
still available, this may be due more to 
current strong underwriting markets rather 
than necessarily underwriters’ risk 
assessments of the region,” he said. 

Several risk managers at the roundtable 
pointed out that key global dependency 
on a minor component from a second- or 

third-tier supplier wiped out by a natural 
catastrophe was often the biggest business 
interruption issue faced by large 
multinationals. Knox said that there was an 
increasing focus on “suppliers and suppliers 
of suppliers and their ability to maintain 
supply in the face of a catastrophe. We are 
also increasing our focus on potential nat cat 
risks such as earthquake and fl ood and 
ensuring we have appropriate business 
continuity plans and engineering programmes 
to minimise the risk, as well as insurance to 
the extent that it is economic,” he said.

Changing climate environment
Tomkinson said extra rigour was being 
applied by his team to risk assessments of 
new locations for warehousing, as well as 
assessment of new suppliers. “Particularly if 
some part of the supply chain is dependent 
upon South-East Asian suppliers and certainly 
in terms of their fl ood risk management 
capabilities,” he said. Diversifi ed services 
company UGL group manager of risk Will 
Sare said that the frequency of extreme 
weather events had aff ected how his 
organisation looked to manage this risk. “Far 
more time is now spent on quantifying the 
impact of adverse weather as part of our 
project estimating and scheduling,” he said. 
“We are fortunate in one aspect that our 
exposure to nat cat risk is isolated to only 
certain aspects of our business. However, 
what recent nat cat events have done for our 
business is promote our focus on business 
resilience and level of preparedness.”

Property risk and business manager at 
DEXUS Property Group Joseph Stokes said 
that his company’s strategy was to “future-
proof existing, stabilised assets” through the 
conduct of climate-change risk assessments. 
“[This involves] developing adaptation 
strategies to better deal with the challenges of 
a changing environment,” he said. “We 
have also put a great deal of focus on the 
meaningfulness of emergency-response plans 
specifi c to the natural catastrophe risk, 
focusing on supply chain risks from a 
business continuity perspective.”

Most risk managers agree that the general 
perception was that the risk of business 
disruption arising from adverse weather 
events was increasing. It is also generally 
accepted that the key to managing this risk is 
eff ective business resilience with strong 
monitoring, communication, escalation and 
action enterprise wide. Westfi eld Risk 
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Have you considered your supply chain exposure? 
Supply chain risks can be viewed from several angles. 
You may be a supplier that is responsible for a critical 
component of another company’s fi nal product, or 
you could be the fi nal producer relying on third 
parties for components. Either way, understanding 
your supply chain and how you fi t into other supply 
chains or networks is becoming an increasingly 
important issue for risk managers in Australia.

Most companies are seeking to reduce costs and 
improve working capital management, while at the 
same time they are more reliant on their suppliers. 
This reliance is likely to involve a combination 
of global sourcing, single sourcing, partnership 
approaches and just-in-time operations. 

Paradoxically, the actions taken to drive down 
costs are likely to drive risk into the supply chain. 
In Australia, as they are on a global basis, these 
decisions are being taken against a background of 
increased market shortages and complexities within 
supply chains. These risks are compounded by the 
natural catastrophe exposures such as fl oods.

The impact supply chain disruptions can have on 
company performance can be great. PwC’s analysis 
of 600 US companies from 1998 to 2007 found that 
companies that had experienced a supply chain 
disruption suff ered a signifi cant fall in their share 
price compared with a benchmark group. These 
disruptions can have an impact in a variety of ways 
– for example, including increased costs, lost sales 
and damaged brand values.

A Business Continuity Institute survey published 
in November 2013 indicated that about 75% of 
companies had suff ered a supply chain disruption 
over the previous 12 months. Many had experienced 
multiple disruptions over the same period.

Supply chains aff ect every part of a business. 
As people are fundamental to the operation of any 
supply chain, it is also critical that an appropriate 
risk culture is put in place. Three specifi c areas 
can be examined to help mitigate and minimise 
the frequency and impact of interruption on a 
business: approach to risk assessment; supplier 
due diligence; and supply chain risk tools used to 
help in the overall analysis. 

The increased globalisation of the economy and 
ever-growing reliance on suppliers mean it is likely 
that every business will experience a supply chain 
interruption. Ensure that your business has put in 
place processes to help manage this exposure.

For further insights please see www.
supplychainriskinsights.com.

NICK WILDGOOSE
Global supply chain 
product leader, Zurich 
Insurance Group

THOUGHT 
LEADERSHIP

STAYING CONNECTED

Management chief risk offi  cer Eamonn 
Cunningham said that companies needed to 
do a better job of using tools such as 
predictive analytics to assess exposures. 
“Greater eff ort needs to be put into predic-
tive analytics and more work done on the 
ground in terms of the introduction of 
mitigants,” he said. “However, recent 
patterns have clearly indicated that existing 
models are out of date.”

This view is echoed by a true nat cat 
expert, Aon Benfi eld Analytics Asia-Pacifi c 
chief operating offi  cer Rade Musulin, who 
recommends increased investment in better 
forecasting tools in Australasia. “We saw with 
Cyclone Yasi in Australia where, based on 
satellite measurements, they thought it was 
going to be worse than Katrina,” he said. 
“While it did cause a lot of damage, the 
subsequent data shows that the storm was far 
weaker than the Bureau of Meteorology 
thought. That’s an example of where the only 
thing you have is satellite views on storms 
with no sampling of them, which makes 
forecasting much more diffi  cult. The accuracy 
of forecasts can have a lot to do with proper 
evacuation and risk mitigation.”

Eff ect of demographic shi� ing
Musulin, whose work on designing the $11bn 
Florida Hurricane Catastrophe Fund in the 
wake of Hurricane Andrew in 1993 earned 
him the nickname of Mr Hurricane in his 
native US, said that while we still don’t have a 
clear picture of how the climate might change 
in the next 20-40 years, the primary drivers 
of losses in the region are demographics and 
economic development. “I co-authored a 
research paper for the National Climate 
Change Adaptation Research Facility in 
Australia where we basically showed that the 
signal coming from demographics is so 
strong that it is almost impossible to 
detect the climate change signal and loss 
data,” he said. “You’ve got signifi cant 
increases in exposure and wealth in the 
region, and you’ve got a large increase in the 
value of assets, plus increasing insurance 
penetration. I am in no way denying that 
climate change is happening, but rather am 
pointing out that any climate signals in loss 
experience are being drowned out by 
demographic shifts.

“The message here is that people may 
have to be a bit more robust in their thinking 
about what sort of mitigation measures they 
need to take.” SR

‘The accuracy of 
forecasts can 
have a lot to do 
with proper 
evacuation and 
risk mitigation’
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Australia’s top risk professionals discuss the main challenges their companies face 
when they expand into new markets – and how they deal with reputation risk

RISK MANAGERS’ VIEWS

Eamonn 
Cunningham, 
chief risk offi  cer, 
Westfi eld Risk 
Management 

Will Sare, 
group manager 
of risk, UGL

Joseph Stokes, 
property risk 
and business 
manager, DEXUS 
Property Group 

The key challenge is one 
of not truly knowing 
the market you intend 
to enter. Exhaustive 

due diligence needs to be 
undertaken before these markets 
are entered. Once all of the 
initial investigations have been 
undertaken, then stress testing 
this data using scenario testing 
assists corporations in being 
better prepared for the 
unusual challenges they will 
inevitably face.

“Reputation risk remains 
an issue, given its ability 
to very quickly erode or at 
least negatively aff ect one’s 
reputation. This risk is amplifi ed 
by the presence of social media, 
which allows eff ective real-time 
messaging on a global scale. 
Companies need to have clear 
plans prepared on how 
to deal with a reputation-
impacting event and then 
exercise them regularly.

Colin Knox, 
risk and assurance 
director and 
‘vintrepreneur’, 
Treasury Wine Estates

[When expanding into 
new markets] identifying 
and addressing issues 
around compliance (such 

as fraud, bribery and corruption) 
through appropriate risk control 
plans, including training and 
awareness programmes [is 
important]. Understanding 
the culture and business 
environment is at the forefront 
of developing a sound business 
culture for the company to invest 
in emerging markets.

“Managing product quality 
is a key reputational issue for 
Treasury Wine Estates. Other 
risks around breaches of 
regulations or company policies 
are managed through training 
and awareness programmes. 
A strong crisis-
management process 
and regular testing of the 
process is necessary.

Reputational risk is a 
signifi cant exposure 
and can arise from a 
multitude of sources, 

including IT mis-use, cyber-
crime, bullying, harassment, 
workplace-safety incidents and 
‘green-wash’. Green-washing 
is the misrepresentation or 
overstatement of one’s 
green credentials.

“With the growing interest 
in principles of responsible 
investment, sustainability 
and corporate responsibility, 
reputation risk is one to keep 
an eye out for. Sound corporate 
governance, including 
multiple oversight points, 
fact testing, independent 
verifi cation and reference 
checks, is critical in 
controlling this risk.

Lack of local knowledge 
is a major challenge for 
any Australian company 
looking to expand into 

new and emerging markets 
off shore. Early and rigorous 
planning with a local counterpart 
is a signifi cant component of 
mitigating market entry risks. 
It is also critical in pursuing 
these opportunities to moderate 
everyone’s expectations as to how 
quickly you can be successful and 
sustainable overseas as there will 
always be some surprises and an 
element of ‘learning on the run’.

“Although diffi  cult to quantify, 
reputation damage is a key risk to 
any business and its shareholders. 
We view our reputation as one 
the company’s most valuable 
assets, to be protected at all costs. 
What is clear given recent events 
in our sector is that focusing on 
and promoting your reputation 
will not necessarily mitigate 
reputation risk. The identifi cation 
and treatment of operational 
risks that may bring a company’s 
reputation into question 
is a far more appropriate 
reputational risk 
management strategy.
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Mark Tomkinson, 
head of treasury 
and risk management, 
Service Stream

Australian companies are on the whole quite 
inventive and good at getting things done 
but we do still suff er from not wanting to 
‘ask for directions’ concerning local customs 
and business practices. Often the risk 

management cure is to partner or joint venture with 
a local company to get access to local knowledge 
and, critically, contacts. But as has been seen in a 
number of recent instances, the management of 
a joint venture is seldom simple, even when both 
parties are theoretically on the same side. Often the 
risk management solution actually creates merely a 
diff erent type of risk issue, which then can become 
even more diffi  cult to extricate from cost eff ectively. 
Risk management of such matters is still possible, 
but from the start the focus needs to be upon the 
due diligence of ensuring the right cultural fi t of the 
partners as well as the alignment of their longer-
term strategies before committing to a local partner.

“Reputation is what gets you to the fi nal step with a 
customer. In Australia few companies will knowingly 
contract with a company with a poor market 
reputation and company directors take a dim view of 
anything that will tarnish their company’s reputation 
by association. Recently reported unethical 
behaviour of staff  within a large Australian company 
has made constant fodder for news outlets, but even 
more concerning for directors of that company is 
the prospect of shareholder revolt critically involving 
litigation funders. This is an evolving risk 
for companies as these parties get more and 
more sophisticated at spotting opportunities 
to get involved in investor class actions.”

“Australian companies are on the whole quite inventive and good at getting things done 
but we do still suff er from not wanting to ‘ask for directions’ concerning local customs 
and business practices” 
Mark Tomkinson, head of treasury and risk management, Service Stream

 RISK MANAGER POLL: 
 THE TOP RISKS FACING
 BUSINESSES  IN AUSTRALIA

Will Sare chose economic 
conditions as his top risk. 
“The challenging trading 
conditions in certain sectors 
across Australia will be an issue 
for all corporates to consider. 
Australian companies that 
will come out stronger from 
the current environment will 
be those that can adapt their 
business model to respond to 
changing conditions.”

Eamonn Cunningham 
agreed with Sare, saying: “As 
a multinational organisation, 
the impact of economic 
conditions vary depending 
on the region you are looking 
at. In Australia recently, those 
conditions have been subdued. 
In spite of this our portfolio 
here has performed well.”

Mark Tomkinson went for 
political uncertainty as 
his top risk: “Even with the 
recent election result the new 
government still faces an 

uncertain legislation future 
with a hostile senate of Labor 
and independents, either 
of which is required to pass 
key election promises about 
removing the resources tax 
and li� ing the debt ceiling.”

Head of enterprise risk 
management at Woolworths 
Nicky Burns picked cyber 
threats and vulnerabilities, 
saying: “With the increased 
business opportunities for 
big data, new risk exposures 
exist that need to be worked 
through to protect data and 
manage the brand and new 
legislative requirements.”

Colin Knox chose natural 
catastrophe: “Our company 
has considerable assets in 
California and the loss of key 
assets through an earthquake 
would place considerable 
pressure on the company”. 
Meanwhile Andrew Wearne 
prioritised failure to innovate.

Economic conditions

Failure to innovate

People – retention and acquisition of talent

Reputation damage

Contractual risk

Cyber threats and vulnerabilities

Foreign exchange risk

International competition

Natural catastrophe

Product recall

Supply chain disruption

Environmental risk

Industrial relations

Political uncertainty

Regulatory change

3
3
3
3

2
2
2
2
2
2
2

1
1
1
1

We polled six risk managers, asking 
each for their top fi ve risks

08_09_RMView_Australia.indd   9 02/12/2013   16:13



Asia Risk Report | AUSTRALIA

10 www.strategic-risk-global.com/asia

Westfi eld chief risk offi  cer Eamonn Cunningham has witnessed great changes in the retail 
sector’s customer demand and risk environment. Here he talks about reputational damage, 
regulation, business continuity and his fi rm’s approach to risk management

PROFILE

Innovation driven by customers

I f there’s one thing Eamonn 
Cunningham knows for sure, it’s 
that customers’ expectations of 
shopping centres have changed 

considerably in recent years. Westfi eld 
Group’s chief risk offi  cer, Cunningham has 
been with the company since 1986 when, as 
he puts it, “you’d go to the supermarket to fi ll 
your trolley, you might have had a sandwich, 
pick up a few more purchases and then you 
went home”. These days it’s all about the 
‘retail experience’.

“Shopping, if I can use that simple term, 
today is quite diff erent from what it was a few 
years ago,” he says. “You have a greater 
variety of retail off erings, a wide variety of 
dining and other experiences, you have social 
outings such as [going to] cinemas, and you 
have child play areas. In some of our high-end 
malls, you even have valet parking and the 
ability to have your purchases delivered 
to your car.”

Cunningham says that the general 
ambience found in shopping centres is “way 
above what was expected by customers a few 
years ago. You can actually have a pleasant 
environment in which to have cup of coff ee 
with your friends; it’s a meeting place as part 
of an overall shopping experience,” he says. 
It’s all about being innovative within the 
remit of your core business, Cunningham 
says. “We’ve only ever been in one product, 
which is the development, design, construc-
tion, property management, leasing and 
marketing of retail property,” he adds. “We’re 
faithful to our core product of retail, but then 
there’s demand for innovation; we know 
that’s what the customer wants and we give it 
to them.”

This need to innovate, to move with and 
even drive the times, is key to the success of 

an organisation such as Westfi eld. “We 
take our retail product and subject it to 
evolution, largely prompted by us, and that 
keeps us in a position where we bring new 
things to market,” Cunningham says. “A 
specifi c example of this is if you go back 
quite a few years and look at traditional food 
courts in shopping malls – beyond the 
sandwich and milkshake you might be hard 
pressed for variety. Today you will have a wide 
range of food off erings that will vary from fast 
food up to white tablecloth fi ne dining, all 
within the mall.”

Irish-born Cunningham has overall 
responsibility for the direction of the risk 
management practice within the Westfi eld 
Group’s operations in Australia, New Zealand, 
the UK and the US. He says that one thing is 
clear in all these markets: “The risk landscape 
is changing, and it’s changing at an increasing 
rate. One of the things that we focus on is 
what I call the concept of velocity of risk,” he 
says. “There are certain things that will be on 
a slow burn, and you can see them coming 
and can take appropriate action. Then there 
are some things that have the potential to pop 
into your lap without notice and you need to 
take that into account when you’re looking at 
your own individual risk landscape.”

Reputational risk immediately springs to 
mind here, and Cunningham is quite clear 
that this is a top priority. “We absolutely value 
our reputation, our brand,” he says. “We are 
zealous about its protection, and we have 
processes and procedures for us as a group 
globally or individually in country to 
respond to a reputation-aff ecting event. As 
you’d expect, we have crisis-management 
teams that exercise regularly, and we do have 
large-scale operational events that are not of 
themselves reputation aff ecting, but we see if 

there’s anything that we can pick up from 
those experiences that leaves us better 
prepared for the future.”

Cunningham, who is a past chairman of 
the Property Council of Australia’s risk-
management committee, also believes that 
being prepared for natural catastrophes is 
essential; for Westfi eld’s portfolio of properties, 
that means planning for earthquakes. “We 
have shopping malls in California and other 
areas of the US where there is an element of 
potential seismic activity,” he says. “The same 
applies in New Zealand, and it’s fair to say 
even Australia is not seismically benign. We 
know that there is an earth-movement risk 
and generally what we do, particularly when 
that risk is acute, is use a Monte Carlo 
simulation to model consequence based on 
certain return periods.”

While predictive analytics are of 
assistance in this area Cunningham 
acknowledges, he is quick to point out that 
“the output is only as good as the input. 
Sometimes the underlying assumptions 
cannot be absolutely verifi ed and therefore 
caution needs to be exercised when looking at 
modelled results,” he says. “We see such 
model results as just one data point, 
which, together with other data points, 
assists us in making the decisions we need 
to make.”

This is where Cunningham sees the value 
of enterprise risk management, which he says 
is about “determining the likelihood and 
consequence of something which could 
potentially aff ect the achievement of our 
goals. It’s what we can do to infl uence the 
happening of an event and its severity,” as he 
puts it. Business continuity management 
(BCM) is a related concept, Cunningham 
concedes, but it’s also quite diff erent. “You 
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“The big question 
in these times of 
increasing regulation is, 
is the compliance 
cost too costly?” 

 THE THREE Cs

Chief risk offi  cer at Coca-Cola 
Amatil Andrew Wearne talks 
compliance, concessions and 
carbon tax
“In our food-processing division, 
the high Australian dollar 
coupled with other costs of 
doing business, including the 
high cost of food standards 
compliance in Australia, makes 
manufacturing at a competitive 
cost to imports challenging. The 
Australian food and beverage 
manufacturing sector, which 
has a much larger turnover and 
supports more jobs than the car 
industry, needs to innovate to 
stay relative and competitive to 
foreign imports.

“In recent years many food 
processing companies have 
downsized, closed or moved 
off shore so the future of our 
food industry and food security 
is a key risk for Australia and 
will have long-term eff ects, 
more so than the risk of natural 
disasters such as bushfi res.

“While companies are 
focusing on innovating 
and taking cost out of 
manufacturing, governments 
should also consider support 
for our crucial food and 
beverage sector by introducing 
tax reforms specifi c to 
manufacturing such as 
meaningful research and 
development concessions and 
accelerated depreciation.

“Governments should also 
remove threats of further 
regulation and therefore cost 
to this sector, such as a national 
beverage container tax, which 
would add costs to grocery bills 
that have been independently 
assessed as three times that of 
the carbon tax.”

can take it as a given that the event has 
occurred and BCM is all about preparing 
yourself in advance to follow a plan through 
which you respond to the emergency,” he 
says. “You then do whatever you can to 
restore things to ‘business as usual’ as quickly 
as possible.”

Man-made risks can be more diffi  cult to 
plan for; none more so than regulatory risk, 
which Cunningham says most large 
operations would list as one of their top 
challenges. “The big question in these times 
of increasing regulation is, is the compliance 
cost too costly?” he says. “It’s a matter of 
having appropriate regulation to get people 
to do the right thing with the best degree of 
safety and security, but not so much to 
over-regulate, which could actually become 
an impediment to business.”

Cunningham does have concerns 
about the demands that regulatory 
or other pressures can place on the 
risk-management function. 
“There are suggestions that large 
corporations need to publicly 
state what all of their key risks 
are and what they do about 
them, and our view is that what 
we do in the risk identifi cation 
and management space is very 
clever,” he says. “There’s an 
element of commercial 
confi dentiality and proprietary 
information here, and we question 
whether it’s in our commercial 
interest to publicise all of 
this to the world.”

Nevertheless, Cunningham is happy to 
summarise Westfi eld’s overall approach to the 

management of risk like so: “As 
with all things in risk 

management, we plan 
for the worst and 

then hopefully 
end up dealing 
with something 
that isn’t 
as extreme 
as that.” SR
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