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Forum overview

A rising profile Down Under
The two-day RIMS Risk Forum in Sydney drew praise from those 
who attended – but organisers are adamant they can do better

The Risk and insuRance 
Management society (RiMs) 

Risk Forum took place in sydney in 
september. among the many topics 
covered during this year’s two-day 
programme were methods for assess-
ing risk, business continuity planning 
and key risk indicators.

according to colin knox, chair of 
the RiMs australasia chapter’s edu-
cation and membership committee, 
the conference programme was very 
strong, as was the support from RiMs 
in the us. he said: “The big thing for 
me was the ongoing, genuine strong 
support from the people who came to 
the conference for the future success 
of RiMs generally, and that included 
the sponsors and RiMs’ indus-
try partners. They all said this was  
something they wanted to succeed 
going forward.”

The forum started on a high note 
with the keynote address by Michael 
Pascoe, one of australia’s most expe-
rienced finance and economics com-
mentators. “We had Michael Pascoe 
present from an economic and politi-
cal perspective on the big picture of 
the world and some of the risks for 
business going forward,” said knox. 
“Then, we tried to draw down on 
some of those risks and start talk-
ing about them during the course of  
the conference.” 

One of Pascoe’s main messages 
was that “if your organisation is not 
taking risks, is not changing, it’s in 
the process of going broke. if man-
agement is not looking to be first or 
a close second, they’re lost.” stress-
ing the need to invest in education, 

‘There is potential for the  
RIMS conference to cement its place as 
a major calendar event for the industry’
Guy Narburgh, Herbert Smith Freehills

human capital and infrastructure,  
he said risk managers have to be 
enabled to help organisations and  
governments take risks for the future.

The organising committee struc-
tured the event so that the breakout 
sessions were evenly split between 
risk management and insurance 
issues. knox said: “i know there has 
been an historic and outdated view 
that RiMs is an insurance-based 
organisation, but you just have to 
look at what RiMs is presenting 
around the world now in a more 
holistic risk management way, the 
programmes and the workshops and 
professional development. 

“The conference reflected that, 
and with RiMs holding enterprise 
risk management forums around the 
world, we’re looking to expand on 
that here in the future as well.” knox 
added that the forum covered a great 
deal more on risk than merely insur-
ance. “We had sessions on risk appe-
tite and tolerance and methods for 
assessing risk, which were two sub-
jects that attracted a lot of attention.”

Practical approaches
RiMs’ director of strategic and enter-
prise risk practice carol Fox said 
attendees had told her they had 
found the forum’s programme and 
content valuable. “One risk profes-
sional told me that the RiMs Risk 
Forum is the only venue in the region 
where the presenters and attendees 
shared practical approaches that 
actually are in use,” she said. “she 
came looking for specific answers to 
challenges that she was facing and 
found solutions that she could apply.”

The managing director of Willis 
Risk solutions, Lachlan harcourt, 
said that Fox’s session on exploring 
risk tolerance and risk appetite was 
of particular value. “carol brilliantly 
framed this challenging subject 
and provided a variety of strategic 

weLcOMe TO Strategic-
riSK’s report on the Risk and 

insurance Management society 
(RiMs) Risk Forum held in sydney, 
australia, in september 2014. 
expanded from the one-day format of 
the inaugural 2013 forum, this year’s 
two-day programme brought together 
risk and insurance professionals from 
around australia and the asia-Pacific 
region, as well as sponsors and RiMs’ 
industry partners.

RiMs is a us-based risk manage-
ment organisation with members in 
more than 60 countries. as new pres-
ident of the australasia chapter Brad 
Tymmons told me during the event, 
the importance of developing a risk 
culture within an organisation was a 
prevailing theme of the forum. 

“Risk culture is about spending 
more time analysing what you’re 
doing and making sure that you’ve 
gone through the right processes, 
with no exceptions,” he said. “as 
risk managers, we can bring peo-
ple’s attention to risk… and spend 
more time drilling down into the 
consequences.”

This is exactly what occurred 
during the forum, which covered 
topics such as the challenges ahead 
for directors; enterprise risk manage-
ment in the boardroom; property 
loss prevention; exploring risk toler-
ance and risk appetite; and manag-
ing the global supply chain.

in the following pages, we have 
endeavoured to provide an overview 
of the main points of interest that 
arose from the forum. i hope you 
find it entertaining and illuminating. 

Big themes

Sean Mooney  
Asia editor
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pathways for risk managers to add 
value,” he said, adding that “the 
event is on its way to becoming the 
leading forum for corporate risk and  
insurance managers in this region”. 

“Importantly, it was clear that the 
quality of presentations benefited 
from the commitment of local risk 
managers – such as MONA [Museum 
of Old and New Art] and EnergyAus-
tralia – and RIMS’ Global resources,” 
Harcourt said.

Topical issues
Guy Narburgh, senior associate at 
Herbert Smith Freehills, said that one 
of the highlights was a presentation 
by John Kirwan, risk manager at 
MONA in Tasmania, about the muse-
um’s non-traditional approach to risk 
appetite and risk management. 
Another session of particular interest 
examined business interruption risk. 
“The presenters addressed the ongo-
ing costs of a major operational inci-
dent or, more commonly, an incident 
affecting the increasingly complex 
network of operational supply 
chains,” said Narburgh. 

“There can be a significant and 
ongoing financial cost to repair 
damage and recover the business, as 
well as more intangible impacts such 
as reputational damage and loss of 
market share. Presenters looked at 
mitigation strategies, such as busi-
ness continuity plans, how to make 

those strategies effective and how 
to demonstrate their value to the  
company’s board.”

Narburgh added that one of the 
most valuable aspects of the confer-
ence was the opportunity for insur-
ance and risk professionals to meet 
with their peers and discuss topical 
issues relating to their businesses. “As 
the profile and momentum of RIMS 
in Australia continues to grow, there 
is potential for the RIMS conference 
to cement its place as a major calen-
dar event for the industry,” he said. 

Deep review
Vice-president of risk and insurance 
at BHP Billiton Matthew Frost 
agreed. “I thought it was a conference 
of high quality, with excellent speak-
ers and a deep review of the subject 
matter,” he said, noting that the latter 
was rare for conferences. “Keynote 
speakers were well selected and were 
very interesting.” 

However, he added that the 
forum warranted better attendance, 
“which could be improved upon in 
future years by greater awareness and 
a reduced price”. 

Brad Tymmons, new president 
of the Australasia chapter of RIMS, 
conceded that “numbers were 
below what we had expected and 
planned for”. He said: “That’s my 
biggest driver – to pick up the num-
bers, develop corporates and get 

the balance right. We had good 
support from underwriters but 
needed more risk managers. We 
know that they’re interested in 
being involved with RIMS.” 

Tymmons, who is enterprise 
risk and insurance manager at 
EnergyAustralia, said the RIMS 
Australasia board had developed 
a plan to “develop the chapter 
from the grassroots up” with 
more informal risk manager 
roundtables such as one held in 
Melbourne in July. 

He said that feedback on the 
forum from attendees and indus-
try partners was “overwhelm-
ingly positive”, adding that he 
felt the quality of presentations 
was high. 

Tymmons took part in a forum 
session focusing on key risk indi-
cators (KRIs). This covered the 
importance of KRIs in moni-
toring operational processes, 
together with their usefulness in 
identifying potential business, 
legal, financial or other risks. 

“It’s looking for systematic 
issues within business units that 
might correlate together to have 
a bigger impact,” he said, adding 
that the RIMS Risk Forum gave 
risk managers “the tools and 
capabilities to actually deliver 
reports and information to  
the board”. SR

Carol Fox, RIMS’ director of strategic 
and enterprise risk practice, said 
attendees had told her they had found 
the forum’s programme  
and content valuable.

Participants heard a presentation  
by David Evans, the senior check 
captain on Qantas Flight 32 when  
it was forced to make an emergency 
landing after an uncontained engine 
failure. Since the incident, Evans  
has addressed other pilots on risk 
assessment and mitigation methods.
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Methods for assessing risk

One size doesn’t fit all

Risk managers often overlook the scope and variety of risk assessment methods available to them. 
Using specific practical examples, forum attendees found out how to determine the best models

r isk assessments lie at  
the heart of every risk manage-

ment process and the information 
they generate informs or validates 
decisions made by an organisation. 
However, according to Rims’ direc-
tor of strategic and enterprise risk 
practice Carol Fox, risk management 
teams often underutilise the number 
and types of risk assessment methods 
available to them.

“Risk assessments producing only 
a consequence/likelihood matrix – 
otherwise referred to as a heat map or 
a 5x5 chart – may not provide enough 
information,” she says. “For example, 
this limited matrix assessment method 
would not expose root causes, cause 
and effect possibilities, preventive and 
preparedness control measurements, 
nor reveal potential solutions within 
acceptable boundaries.” 

Fox, who led the Rims Risk 
Forum’s ‘methods for assessing 
Risk’ session, points out that risk 
assessments can be accomplished in 
varying degrees of detail, using both 
qualitative and quantitative meth-
ods. “the level of detail is depend-
ent on the type of risk, purpose of 
the analysis, resource limitations 
and the information available to the 
assessor(s),” she says.

Fox’s co-presenter was sydney-
based steve Hather, principal con-
sultant of training and coaching firm 
t3 Risk, who says that companies 
often get disheartened that they 
cannot “plug data into a heat map 
or any other tool and get the magic 
answer”.

“sometimes, companies make  
the mistake of taking the standard 
risk model and thinking that it’s  
automatically applicable to their 
products and industry. no one model 
suits everybody,” he says. “to make 
risk management practical and  
effective, the first job is to sit down 
and establish how to apply a model to 
your product and industry.”

Real-life scenarios
the session reviewed a number of 
common risk assessment techniques 
from the ieC/isO 31010 Risk assess-
ment standard and explained how 
to determine which risk assessment 
methods might be suitable for an 
organisation and integrate them 
within a risk management frame-
work. session participants took part 
in an exercise in which they dis-
cussed a selection of risk assessment 
methods for a real-life scenario. sug-
gestions to deal with an incident in 
which a truck loses a wheel in traffic 
included a fleet recall and checking 
for faulty wheel nuts, investigation of 
insurance coverage, presenting bow 
tie analysis to the board, engagement 

of the media team, complete investi-
gation using cause and effect analy-
sis, and mitigation through the use 
of a contract maintenance firm.  
a list of risks stemming from such an 
incident was compiled and included 
potential business interruption  
and liability.

Hather says that when we talk 
about ‘very significant consequences’ 
for a company, it is important to 
understand what this means. “are 
we talking about the safety of con-
sumers, financial consequences, the 
consequences to the reputation to 
the brand? Generally, it is about all 
of those consequences when it comes 
to incidents that could escalate into  
a crisis,” he says. “so, we sit down  
and get everyone on the same  
page and thinking about risk in the 
same way. 

“this is really the key part of 
making risk a useful tool, rather than 
an overly technical or general con-
cept. Facilitating that conversation is 
the first part of getting a risk manage-
ment framework together and that 
is the key role of the risk manager or 
good risk consultant.

“You bring a group of manag-
ers from a range of functions such 
as operations, marketing, legal and 
finance and have a conversation about 
what events create significant risks for 
the company. i suspect the marketing 
person will have a very different way 
of defining ‘high risk’ than the chief 
financial officer or operations person 
will, so a fair amount of time needs 
to be spent talking about what you 
mean by ‘high risk’ and those factors 
that will help you assess it.”

Time investment
When it comes to consumer safety, 
Hather says it is important to 
acknowledge that consumers often 
devise innovative ways to use prod-
ucts. “You can’t design products in 
such a way as to eliminate risk for 
every conceivable use and misuse. 
But you certainly design products 
that reduce risk for reasonably fore-
seeable use and misuse,” he says. 
“this is a big focus for the new inter-
national standard for consumer 
product safety isO 10373. things 
such as warning signs on products 
become an important part of making 
products safer.”

Hather adds that the key mes-
sage of the presentation was that a 
danger arises in thinking that all risk 
assessment methods are the same. 
“the more time invested in getting 
the model right and making sure it 
makes sense to your company across 
all functional areas, the more useful 
and practical that tool is going to be,” 
he says. SR

‘Sometimes, companies make the mistake of 
taking the standard risk model and thinking 
it’s automatically applicable to their products 
and industry’
Steve Hather, T3 Risk
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Left: Steve Hather, principal 
consultant of Sydney-based 
training and coaching firm T3 Risk

Below: Participants work on a 
selection of risk assessment 
methods for a real-life scenario

Bottom: Hather with co-presenter 
Carol Fox, director of strategic and 
enterprise risk practice at RIMS

Sat navs. Apps. Social media. A 
decade ago we could live without 
them; today, we depend on them. 
But with technological advances 
come risks: cyber, reputation, 
supply chain, to name a few. As 
the world changes, we all need  
to change with it.

Risk managers have seen the 
risks faced by their companies 

expand dramatically. The demand for innovative insurance 
products has never been greater, nor the challenge to the 
insurance industry so pressing. I suggest we need to step 
out of our comfort zone and rethink how we engage to 
solve the challenges of today and tomorrow.

We need a closer tripartite relationship: broker, insurer 
and client, working together with a common goal. Open 
dialogue and continuity can deliver wins for all. 

Let’s champion face-to-face engagement – the 
information on a proposal form is no substitute for a 
true understanding of the risk. Risk managers should 
understand their insurer and insurance too. Coverage, 
servicing, claims philosophy and so on, can vary 
tremendously from one market to another.

Who can blame risk managers for welcoming the 
consistent low rates of a prolonged soft market? But 
low cost can be false economy. As the global economy 
improves, maybe now is the time to take a longer-term 
view and look critically at value. Premium savings can 
go toward covers for new and evolving risks and still be 
within budget. Account servicing, risk engineering and 
prompt settlement of complex claims all contribute to the 
insured’s bottom line by optimising risk management and 
minimising or settling claims.

We must also get better at product innovation. Just 
as Apple delivered the iPhone before the public knew it 
wanted a smartphone, we must anticipate our clients’ 
needs. That closer relationship between client, broker and 
insurer is no longer a nice to have, it’s an imperative.

Last, we need a more global perspective. Why shouldn’t 
risk management successes from Superstorm Sandy help 
inform how we manage natural catastrophes in Australia? 

The insurance industry’s ability to reinvent itself 
has been demonstrated throughout our history. Rapid 
technological change and blurring of the traditional 
business structures presents us with opportunity. Closer 
relationships, open dialogue, innovative thinking and 
global networks will help us make the most of it.

Craig Langham, 
XL Group’s head of Asia Pacific and 
country manager for Australia

Think differently to meet 
tomorrow’s challenges

thought leadership
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Managing the global supply chain

The raw reality
For a vivid example of how companies alter  
their supply chains to survive, look to Australia

a S AUSTRALIAN ORGANISA-
TIONS struggle to get to grips 

with rising domestic operating costs 
and increasing global competition, the 
economic advantages of importing (or 
outsourcing) from the emerging econ-
omies in the Asia-Pacific region have 
become too great to ignore. 

Australia’s large land mass, rela-
tively small population and isolation 
make it extremely difficult to achieve 
competitive economies of scale. The 
strong Australian dollar is also 
making it increasingly attractive to 
import raw materials from lower-cost 
producers in Asia. It seems that if 
Australia is to avoid losing its tag of 
‘the lucky country’, more and more 
Aussie firms will need to alter their 
supply chains dramatically.

This point was made abundantly 
clear at the ‘Managing the Global 
Supply Chain’ session, conducted  
by Tim Jones, regional property 
underwriting manager at XL, Costa 
Zakis, general manager (Pacific) at 
Marsh Risk Consulting, and Matthias 
Fuchs, chief procurement and risk 
officer at Boral, Australia’s largest 
building and construction materials 
supplier. 

Jones said that supply chain risk 
was a topic of particular relevance 
when natural catastrophes occurred. 
“As with every major corporate risk, 
the ownership starts with the cor-
poration itself, and the recognition 
of this by clients is crucial,” he said. 
“But with manufacturing and other 
processes increasingly devolved 
to suppliers outside Australia, the 
direct control of such risks becomes 
a challenge. The challenge for Aus-
tralian companies is how to retain 
sufficient understanding and control 

of their risks, whether these relate  
to property, liability, marine or  
other exposures.”

Contrasting examples
During the session, Jones offered 
examples of extremely good control 
and other cases in which corpora-
tions had been left vulnerable. He 
emphasised that the pressure was 
now on firms to understand the risks 
associated with their increasingly long 
supply chains as well as on insurers to 
provide the right coverage.

“The entire insurance industry 
needs to get a handle on supply chain 
risk and work to provide innovative 
products that respond to the way 
businesses are increasingly globally 
connected,” he said.

Fuchs – who has stewardship 
of more than AUS$3bn of spends, 
including Boral’s insurance and 
insurable risk management portfolio 
– told StrategicRISK after the session 
that his firm produced huge amounts 
of concrete, quarry products, asphalt, 
cement, bricks, plasterboard, roof 
tiles and timber. Well, huge by Aus-
tralian standards. Fuchs put it in per-
spective by explaining that Australia 

XL regional property underwriting 
manager Tim Jones was one of 
three speakers to host the session

‘About 30% of 
Australia’s cement 
comes from 
imports. It’s a trend 
that’s happening 
everywhere as the 
increasing costs of 
doing business here 
start to bite’
Matthias Fuchs, Boral
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uses about 10 million tonnes of 
cement each year, whereas China’s 
annual cement production exceeds 
2.1 billion tonnes. 

He provided some insight into 
how things have changed for Aus-
tralian firms such as Boral in recent 
years. “We used to have a large 
cement manufacturing operation in 
Waurn Ponds in Victoria, but that is 
now just a clinker-grinding facility,” 
he said. “We now import clinker, 
which is the raw ingredient that goes 
into making cement, from China, 
and that is ground into cement  
in Australia. 

“About 30% of Australia’s cement 
now comes from imports. It’s a trend 
that’s happening everywhere as the 
increasing difficulty and costs of doing 
business in Australia start to bite. 
People are now looking at alternative 
ways of doing things.”

The biggest mistake that Austral-
ian firms can make is “to continue 
doing what we’re doing” when it 
comes to supply chains, Fuchs said. 
“Although many risk managers and 
insurers focus purely on the narrow 
supply chain risk, they often can get 
a little bit obsessed by complicated 

supply chains being more risky. It 
is not necessarily more risky from a 
bigger picture point of view; having 
multiple source options through Asia 
can commercially reduce your supply 
chain risk. 

“Our view is that the biggest risk 
of all is to do nothing – to continue 
operating in the Australian envi-
ronment with an internally focused 
supply chain. If Australian companies 
do not look to alter their traditional 
supply chains, many companies will 
no longer exist in the future.”

Aon Global Risk Consulting’s 
Marcus Vaughan said after the ses-
sion that attention to the risk man-
agement and resilience practices of 
“the upstream and far upstream” 
could be critical to the survival of 
Australian companies. 

“It’s not enough just to have 
your own business continuity plan,” 
he said. “Organisations with a  
significant reliance on certain  
suppliers need to consider assess-
ing these critical suppliers’ ability to 
provide minimum levels of continu-
ity given a disruption scenario. How 
mature is their ability to respond to  
a disruption?” SR

For many, the recent activity of 
Iceland’s Bardarbunga volcano 
brought back memories of 2010. 
That experience is remembered 
for interrupting airspace across 
Europe for six days. When 
considered together with the 
North American cold wave of 
2014 that grounded thousands 
of flights and the 2014 cyclone 

season that brought havoc to Queensland’s crop industry, we 
can easily appreciate the vulnerability of our supply chains.

The need to understand and manage supply chains is 
not new. However, understanding business pinch points 
has never been more important. The appreciation of supply 
chains has moved from the domain of manufacturing and 
engineering to include a broader base where everything 
from data, knowledge and people are included in the mix.

With the transition has come the need for a wider group 
of managers to understand what a business’s supply chain 
actually is and what needs to be managed. Knowledge of 
two or three layers back becomes essential. The complexity 
should not be overwhelming if key aspects are kept in mind. 
Most essential is an understanding of what is critical.

* Processes, pinch points and handoffs involved in 
delivering critical functions must also be understood. 
Analysis and quantification of the key risks associated with 
these elements will identify the vulnerabilities.

* Not all suppliers are critical to business operations. The 
smallest component or service with a relatively low value 
could be absolutely critical.

* Traditional silo management structures aren’t 
designed to handle problems that sit across silos and need 
comprehensive and integrated solutions. The solution 
ultimately requires the integration of a number of silos 
from procurement to finance to facilities to operations.

* Passive risk monitoring and management will not 
properly manage the supply chain risk. Active analysis, 
monitoring and management will be required.

* Organisations cannot manage all supply chain 
risks through direct action. A reliance on suppliers 
demonstrating their understanding of their supply chain 
vulnerabilities and how to manage them is the key.

Avoiding single points of failure requires a sound 
organisation-wide approach that builds a better 
understanding of the elements, processes and partners 
involved in bringing together a full range of contributing 
elements to deliver a solution.

Costa Zakis
General manager (Pacific) at Marsh Risk Consulting

It’s crucial to understand 
every point in the chain

Australia’s isolation, land 
mass and relatively small 
population make it hard to 
achieve economies of scale

Sh
ut
te
rs
to
ck
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Business continuity management

When the going gets tough, be prepared
A robust business continuity plan will keep your operation on track, no matter what

H eadline-grabbing natu-
ral and man-made disasters 

continue to focus attention on the 
capability of organisations to main-
tain product and service delivery dur-
ing extreme disruptive events. the 
loss of customers and income in 
today’s competitive environment 
present significant risks, and execu-
tives will not tolerate threats to earn-
ings or reputation when a robust 
business continuity programme 
could have mitigated these risks.

tim Janes of consulting company 
Fulcrum risk Services conducted 
a session at the riMS risk Forum 
that highlighted the key features of a  
good practice business continuity 
management (bCM) framework. 

Janes, who was president of 
the business Continuity insti-
tute’s australasian chapter until 
recently, discussed the importance 
of understanding the effect of major 
disruption on business activities, 
developing an effective business con-
tinuity plan and the need for sound 
management procedures to ensure 
the plan’s sustainability.

Here, Janes summarises the key 
points of his presentation:

“i went through the requirements 
of a sound programme, the four life-
cycle stages. the first one is the analy-
sis: understanding the organisation 
in terms of what the priorities are in 
respect of its activities in a destruc-
tive event occurs – where we focus 
our efforts for us to get more value; 
understanding our tolerance in terms 
of time when things need to come 
back; what resources are required 
to support those activities that get 
them back up and running – it, data, 
people etc. Putting all of that together 
with an understanding of the risks or 
threats that could disrupt the organi-
sation enables you to do as much as 
possible to avoid those threats, but 
also to understand from where the 
threats might come.

“the second stage is taking that 
information into design and estab-
lishing strategies and tactics that 
enable the organisation to respond 
to disruption in a planned way, and 
focus on those prioritised areas.  
i also talked about the need to make 

sure that whatever the organisations 
are doing in business continuity is 
co-ordinated with other areas such 
as emergency management and it 
service continuity.

“the next stage is producing that 
plan; a document at an appropriate 
level of detail that tells team members 

what they are supposed to be doing 
in those disruptive situations. What 
makes a good plan? it should aim to 
convey the necessary information in a 
simple form. Plans should aim for that 
objective rather than being treated 
as reports or discussion documents. 
they are to be used in a time of crisis, 

Safe as houses?

Brion E Callori, senior vice-president of engineering and research at FM 
Global, was keen to share his thoughts on property loss prevention with 
the RIMS Risk Forum audience. Callori said that damage to key production 
facilities or public property could result in debilitating costs for the owners 
and potentially interrupt normal business activity. Understanding the existing 
hazards that could cause damage and ensuring that facilities were designed 
and maintained to limit the probability of losses were critical in ensuring 
that business could be conducted and protected in spite of events such as 
cyclones, floods and earthquakes, he explained.

However, from an executive management point of view, property loss 
prevention represented additional cost to the capital that has already gone 
into improving the risk, Callori said. “So why should they take an extra step 
past the building code environment?” he asked. “Do you build just to building 

The case for property loss prevention

codes or do you build to last? Building codes are consensus documents; they’re 
made by a group – and although everybody has their good intentions, they come 
from different perspectives. [The codes] focus more on getting people safely 
out of the building; they don’t necessarily translate to protecting your property. 
Plus they are not necessarily based on engineering – they are based on people’s 
opinions of what works and what doesn’t.”

Callori said that risk managers had to take control of the simple things. “First, 
try and avoid the hazard; if you don’t have to be in a flood, wind or earthquake 
zone, don’t be there,” he said. “But if you are, there are things you can do. If it’s 
a flood area, build higher and use flood barriers. Wind is easy to understand 
because, basically, you’ve got to protect the building envelope; make sure the 
roof doesn’t come off and the windows and doors stay intact.

“What can you do for an earthquake? The codes generally do a good job in 

Tim Janes of Fulcrum 
Risk Services set out 
his four-part plan for 
developing a business 
continuity programme
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Although advanced risk  
maturity may not have featured 
as a standalone session at  
the 2014 RIMS Risk Forum, the 
underlying message was loud 
and clear in each of the topics 
that were covered: mature  
risk management will  
empower results. 

With Australia’s pre-eminent 
minds in risk management gathered, each session held 
at RIMS 2014 continued to explore the many challenges, 
angles and approaches of a common goal – leveraging 
value from risk.

With discussion beginning in the boardroom in 
‘Challenges Ahead for Directors’, a frustration was aired 
about the commercial pursuit of class actions in Australia. 

As Paul Smyth – placement director, financial services at 
Aon Risk Solutions – put it: “Boards need to think long and 
hard as to how they best transfer the risk – a shareholder 
securities class action – to their D&O policy. 

“Mixing of cover for directors and officers with cover  
for the company, under a single policy, is fraught with 
danger. Much thought needs to be given to the structure 
of the D&O programme, in advance of a claim, in order to 
mitigate the conflicts than can invariably arise under a 
comingled policy.”

As the frustration settled, the underlying issue of having 
the board’s commitment to maintaining robust enterprise 
risk management remained. 

One of the key characteristics measured when  
analysing the level of an organisation’s risk maturity is  
the board-level understanding of and commitment to  
risk management as a critical factor for decision-making 
and driving value. 

Without this, an organisation may have very limited 
success in not only establishing a robust approach to risk 
management, but also maintaining its investment.

As the forum continued on to explore business  
resilience topics such as ‘Managing the Global Supply  
chain’ and ‘Business Continuity Management’, the 
audience’s attention was diverted to thoughts of a 
disruption upstream. 

In doing so, the perspectives of insurers, consultants 
and procurement professionals were considered when 
addressing the underlying challenge of looking further 
than your own backyard when assessing maturity in risk 
management and resilience practices.

Marcus Vaughan
National sales and marketing manager at Aon Global Risk 
Consulting

The maturity issue that 
crops up all the time

most countries as far as protecting the structure, but people can focus past 
that to make sure that there’s no liquid damage, that there is sprinkler bracing 
and seismic shut-off valves.”

Callori said that if a property loss occurred, insurance might compensate for 
material losses and loss of profit during the period of interruption, but “it’s not 
going to save your market share, it’s not going to help your stock price if it gets 
interrupted or your reputational risk if people are injured or killed”. 

“So that’s where we think the case can be made to executive management 
that it’s worth investing in property risk improvement,” he said. “When you’re 
talking to chief financial officers, chief executives, chief operating officers 
– people who have to sign off on the investment in risk improvement – it’s 
challenging. The want to know what the return on investment will be.”

Callori said risk improvement tools could be used to identify where firms 
should be spending their capital and what benefits this could afford the 
organisations. “We can identify the locations most likely to have a loss in 
a benchmarking system and then look at those locations and see what the 
severity and likelihood [of a loss] are.” SR

so they need to be direct, concise, 
adaptable and relevant.

“The final stage is validation. That 
basically means making sure that 
when you’ve got a plan, you exer-
cise it to ensure it’s fit for purpose, 
that people use it, understand what 
it’s for, what content it has, and how 
it can help them. And you have to 
maintain it so it stays up to date.

Value for money
“Organisations that are already 
doing this kind of thing can make 
sure that they get value for money 
out of their BCM framework. Busi-
ness impact analysis usually collects a 
huge amount of data that is often not 
used to full effect by organisations. It 
is obviously used to produce a plan, 
but it also contains information 
about single points of failure and key 
dependencies and risks that can be 
useful in other parts of an organisa-
tion for efficiencies or just awareness.

“The process of planning and 
delivering exercises for business con-
tinuity purposes can also be used 
to explore scenarios that wouldn’t 

classically be regarded as business 
continuity events – things like frauds 
or privacy breaches.

“If you involve your brokers or 
insurance providers in that process, 
it’s a very practical demonstration of 
your capabilities to manage disrup-
tive events and, more importantly, 
minimise the expected loss that you 
might incur. I’ve seen evidence of that 
producing reductions in premiums for 
the organisation that made that effort.

“There’s a growing awareness 
regionally within the APAC commu-
nity of resilience. Incidents such as 
the Japanese earthquake and tsunami, 
the Christchurch earthquakes and 
Brisbane floods drive awareness in 
organisations about why they need to 
plan for disruptions and use business 
continuity to achieve that goal. 

“However, there’s still a tendency 
for some organisations to avoid doing 
it, or they will do it a cursory lip-service 
level to produce a plan but they won’t 
exercise it – particularly organisations 
outside financial services or govern-
ment, that don’t have external regula-
tors looking over their shoulder.” SR

‘In times of crisis, plans need to be direct, 
concise, adaptable and relevant’
Tim Janes, Fulcrum Risk Services
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RISK MANAGEMENT SOFTWARE

Software to make life simpler
Using Excel and paper-based systems to manage risk is only one of the areas where many companies 
come up short. An enterprise resilience software platform can make the process more streamlined

‘In the past, senior 
management would 
receive 10 or 20 phone 
calls about an event 
occurring. Now they 
get a single message’
Ian Randall, Noggin

pREPARING FOR THE THREATS 
to continuity that come with 

operating in dynamic, complex busi-
ness and social environments is an 
ever-growing challenge for Asia-
Pacific organisations. Effective risk 
planning and management, in addi-
tion to rapid response and recovery 
when plans fail, are key components 
to ensuring enterprise resilience, 
according to Ian Randall, senior con-
sultant at Sydney-based software 
development company Noggin.

However, says Randall – a spe-
cialist in integrated management 
systems – many organisations face 
internal challenges such as a reliance 
on Excel and paper-based systems to 
manage risk, lack of visibility of par-
ticipants in the risk process and insuf-
ficient awareness of where hazards 
are at the operational level. 

This is where Noggin’s OCA Enter-
prise Resilience software platform 
comes into the picture. Randall says 
it is designed for risk managers who 
want the balance of reporting up (to 
a corporate governance structure), 
as well as collecting risk information 
easily from within the business. 

“Risk planning and management 
is extremely complex and, to be effec-
tive, risk managers, assessors and 
executives need a flexible, easy-to-use 
tool that lets them share the task with 
those at the frontline in a manageable, 
structured way that reduces the chance 
of errors or omissions,” he says. 

“Noggin OCA Risk does this with 
a comprehensive suite of tools cover-
ing risk and incident management, 
tasking, communications, workflows, 
process management, automation, 
analysis and reporting. It is possible 
to manage the entire risk event lifecy-
cle and close the loop from risk iden-
tification, incident investigation and 
response, to the lessons learnt.”

Noggin had traditionally been 

involved in the emergency and crisis 
management side of the risk man-
agement business until relatively 
recently. “So, after your plan failed 
or when the 5% of risks that aren’t 
in your risk plan actually occurred, 
maybe a pandemic, earthquake or 
tsunami,” he says. 

“However, in the past two or three 
years, we’ve become more involved 
in the business-as-usual activities, the 
planning activities that happen prior 
to an event occurring. Risk manage-
ment is one of them. We see risk 
management as a business-as-usual 
activity that is designed to mitigate or 
minimise the impact of a risk, while 
a lot of traditional risk managers 
tend to focus primarily on financial 
risk. The problem with that is that 
not everything can be translated into 
financial terms.”

Randall says that many of Nog-
gin’s customers measure their per-
formance by “the ability to reduce a 
queue for a transport system or by 
how quickly they can respond to a 
crisis event by having police cars or 

ambulances”. He adds: “If you’re in 
the apparel industry, your ability to 
get your product to market faster 
than your competitors is a competi-
tive advantage. If you are in research 
and development, the ability to inno-
vate faster than your competitors is a 
competitive advantage, so for some 
organisations, time to market or 

response time is what drives them. 
For other organisations, it’s geospa-
tial risk, so how close you are to an 
event, or how many resources are a 
certain distance to something that 
occurs.”

Breadth of functionalities
The Noggin OCA Enterprise Resilience 
software platform may be a single 
product, but it “covers a huge breadth 
of functionalities”, says Randall. “So, 
for a major retailer, for example, we 
handle all of the communications for 
all of the staff, but we also handle all 
risks to all of their assets. In the past, 
senior management would be notified 
about an event occurring and they’d 
receive 10 or 20 phone calls. 

“The problem was the informa-
tion they received in those calls was 
different, so they were then presented 
with a challenge of which version of 
the truth to accept. Now, they receive 
a single message and they get it 
promptly, and they have the ability to 
activate their control plan across the 
entire organisation.”

Another of Noggin’s customers 

is the Australian Maritime Safety 
Authority, which uses the software 
platform to manage marine pollu-
tion events and report on all hazards 
to the executive group. “It also used 
our product in the search for [Malay-
sia Airlines Flight] MH370, to keep 
stakeholders informed,” Randall 
says. “So, for us, risk management is 
traditionally about what you can do 
to avoid something from occurring, 
but it’s also about what happens once 
it does occur – how you ensure that 
the recovery and response, and the 
restoration of business-as-usual activ-
ities, occurs as quickly as possible.”

Randall says that because the 
Noggin product is a cloud-based 
service, it can be implemented at a 
relatively low cost compared to tra-
ditional systems. “We are constantly 
innovating and we release new fea-
tures and updates every month,” he 
says. “That type of responsiveness 
means the product is constantly 
evolving and growing, and every 
innovation made for each customer 
gets rolled into the one product, so 
everyone benefits.” SR

According to Ian 
Randall, senior 
consultant at Noggin, 
effective risk planning 
and management  
is key to ensure 
enterprise resilience
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R IMS AuStrAlASIA chApter 
board member eamonn cun-

ningham believes that to create a bet-
ter relationship between the risk 
function and the board, risk manag-
ers need to stand up and show their 
bosses that they are not only the 
‘insurance buyers’ that some senior 
leaders perceive them to be. 

cunningham, who is Scentre 
Group’s chief risk officer, says that 
risk professionals can show their true 
worth by developing and displaying a 
consistently applied methodology. 
“this should create an environment 
within which risks, appropriately 
assessed, can be brought to the atten-
tion of the executive committee or 
straight into the boardroom,” he says. 
“Best-in-class risk managers would at 
the same time propose a mitigation 
strategy for discussion and debate.”

cunningham says that, to be truly 
effective, a risk manager needs to have 
a good relationship with the chief 
executive and/or chief financial officer. 
“the clearer the line of communica-
tion, the more likely there can be good, 
open, robust discussion about what is 
on the risk horizon, its relevance to, 
and potential impact on, the corpora-
tion,” he says. the risk management 
function needed to look at what – and 
how – it communicates, shifting the 
emphasis from planning and strat-
egising to implementation and action. 
“risk managers need to have a proven 
enterprise risk management (erM) 
framework that truly works in practice 
and is therefore likely to be accepted 
by the business,” he says. “this gives 
you more buy-in from all functions 
and will result in the identification of a 
more complete list of risks that is rel-
evant to the enterprise.”

how the board engages with the 
risk subject, and how management 
and the board communicate with 

each other to understand key strate-
gic and operational risks, is crucial. 
this was the message of the rIMS 
risk Forum ‘erM in the Boardroom’ 
session, presented by the general 
manager of risk at energyAustralia, 
Stephen henderson and principal 
and managing partner at hill Sher-
lock Willis & partners Graeme Willis.

henderson said that risk was 
“more than a list of bad stuff that can 
happen, and often that’s what boards 
are used to seeing”. he added: “I hate 
using the word ‘risk’ because for me, 
it captures only half the story. For 
me, what you’re really taking about is 
uncertainty of outcomes. risk tends 
to be how people describe the worse-
than-expected part of that range and 
they tend to use opportunity as the 
better-than-expected range of out-
comes. From my experience, by only 
looking at that kind of that bad side 
of the range of outcomes, people miss 
an awful lot of the story.”

Don’t ask what the risks are, ask 
what the drivers of uncertainty are, 
he continued. Furthermore, “don’t 
get bogged down in the theory but try 
to use simple language and common 
terms”, he said. “Don’t worry if you 
don’t have lots of data. Any data point 
is informative, so use it. So, the key 
messages about execution are: keep 
it simple; build on what you already 
have in the business – don’t try to 
create an entire new process; and ask 
people about what they already do.”

Willis said that having a risk 
framework was “all very nice, but 
execution is where the value is in my 
experience”. he added: “the bigger 
the organisation becomes, the more 
silos are built to run it. So that’s where 
enterprise-wide risk management is 
good – to have everyone talking about 
risks and its implications to different 
parts of the organisation.” SR

Whenever one discusses people 
risk, it is necessary to define 
what one is actually talking 
about because most risks can  
be extrapolated to have a  
people element.

It is accepted wisdom that 
people risks fall in the category 
of operational risk. The Basel II 
definition of operational risk is 

one that has been adapted by many firms. The JP Morgan 
adaptation of this definition is useful in that it defines 
operational risk as the risk of “loss resulting from 
inadequate or failed processes or systems, human factors 
or external events”.

I would like to focus on people risk that can be mitigated 
by the effective and intelligent use of employee benefit 
programmes. 

So, which risks come into this category? The risks that 
come immediately to mind are what can broadly be termed 
“human resource risks” or the risks associated with poor 
employee retention caused by inadequate, uninteresting or 
poorly communicated reward programmes. 

Low staff turnover is key in preventing high recruitments 
and retraining costs, building company loyalty and strong 
long-lived teams. 

Conversely, a reasonable staff turnover can be essential 
to bring in new talent and ideas and to enable enough 
through-flow to provide ambitious employees with career 
advancement opportunities.

So, how can employee benefits help in achieving both 
these goals? 

Accurate data is key to understand employee trends, 
issues and where they may be occurring. The most 
efficient way to collate, analyse and present data in an 
understandable form is by utilising an integrated data 
management system. 

By this means, data can be collected on the take-up 
of benefits offered, utilisation of benefits analysed once 
they are taken up, and feedback collated from employees 
as to their level of satisfaction with the range, extent and 
understanding of the benefits offered. 

Such systems also offer other benefits to employers in 
that they actively engage employees, promoting ownership 
and control. 

This can further be enhanced with the use of social 
media and mobile messaging.

Richard Roper
JLT Asia’s managing director, benefit solutions, and sales  
and marketing director

Mitigating risk through 
staff benefit programmes

ERM in the 
boardroom
Effective risk managers get on well with the boss
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