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Day 1 of the 
conference featured 
an announcement by 
Berkshire Hathaway 
Specialty Insurance  
(BHSI) that it had received 
its non-life insurance 
licence in Singapore.

PARIMA Asian Risk Management 
Conference 2014 Daily sponsored by

Women in risk
Don’t miss today’s ‘risk manager 
revolution’ panel at 3pm, featuring 
PARIMA’s Geetha Kanagasingam (right) 
and other top female risk managers

NEWS  
FLASH

New regional president 
Marc Breuil (pictured) 
told delegates that BHSI 
would introduce a full 
range of commercial 
insurance products in 
Singapore, including 
commercial property, 
casualty, energy and 
construction, marine and 
financial lines.

Talking exclusively 
to StrategicRISK, Breuil 
said that BHSI started 18 
months ago in the USA 
and intended to “expand 
across the world, and 
Singapore is our first step 
in that expansion in Asia”.

He also revealed 
that the “next step in 
Asia will be Hong Kong”. 
“In Asia we intend to 
build a fully blown, 
multi-line, diversified 
insurance platform, 
starting with Singapore, 
and then in Hong Kong 
and thereafter other 
geographies,” he said.

Log on to www.strategic-
risk-global.com/asia for 
the full story.

DAY 
TWO

9 December  
2014

StrategicRISK to present 
the results of its Asia 
Risk Report benchmark 
survey today, with a 
panel discussion to 
tackle issues such as 
certification and salaries

In today’s 10am ‘Reporting lines, 
responsibilities and remuneration: 
where do you stand?’ session, SR’s 
Asia Risk Report survey will be 
examined in depth by a panel of 
risk and insurance professionals. 
Discussion will focus on issues such 
as professional qualifications, work 
experience and industry certifica-
tion, as well as board engagement. 

The presentation will also compare 
the salary levels of risk profession-
als in Asia-Pacific against those in 
Europe. The panellists are: senior 
manager of the risk management 
division of Malaysia Airports Zalina 
Jaflus; vice-president of group 
risk at Barclays Bank Geetha 
Kanagasingam; Zurich’s global rela-
tionship leader Steve Robertson; and 

head of risk management Greater 
China, business reputation and re-
sponsibility, at InterContinental 
Hotels Group Keith Xia.

PARIMA chairman Franck 
Baron believes the results and 
subsequent discussion will re-
flect the fact that risk managers’ 
roles have become more complex 
as their companies’ risks have 
become entwined with internation-
al forces and events. “Increasingly 
subjected to the forces of globali-
sation and systemic risks, risk 
managers are no longer confined 
within any boundaries,” he says. 
(continued page 2)
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Leader of the first Singapore 
Everest Expedition David Lim 
presented the keynote speech 
at the conference yesterday. Lim 
pointed out that the effective 
management of risk enables us to 
push limits both in our business 
and personal lives, a concept 
that reinforces PARIMA’s 
commitment to the elevation of 
risk management in Asia

Peak performance
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The former JLT and Marsh man says risk 
managers should take the initiative and be 
the agents of change by driving their firms’ 
sustainability programmes with the aim of 
creating shared value with society. This was 
the key message delivered during the ‘Doing 
well and going good – from risk management 
to sustainability’ break-out session yesterday 
afternoon, in which Clarke was joined by DHL 
eCommerce Solutions senior manager Aparna 
Saxena and VinaCapital director of risk and 
compliance Ly Xuan Thu.

Addressing delegates during yesterday’s ple-
nary session ‘An insurer’s perspective on risk 
management’, AIG’s chief operating officer for 
commercial insurance business said the role of 
the risk manager had expanded to take more re-
sponsibility for building a sustainable business 
in a constantly evolving risk landscape.

In an exclusive interview with StrategicRISK 
about his speech, Smith said that we are wit-
nessing a key trend: “Boards around the world 
now have higher expectations of risk manage-
ment”. “Ten to 20 years ago, risk management 
was an insurance buying function,” he said. 
“Risk managers back then dealt with risk as 

Corporates turn to risk managers to 
help them manage business change

Firms with robust disaster recovery planning 
can create shared value for stakeholders and 
shareholders by investing their expertise and 
resources with the global community, says 
managing partner at strategic consulting firm 
GreenOcean Group, Paul Clarke.

“We must adapt and respond” 
Franck Baron, PARIMA
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and when it surfaced and navigated through the 
insurance buying world. Today there is new ex-
pectation. Risk managers are not only expected 
to help companies navigate through and prevent 
risks, but they are required to help steer their 
business through change. We would all agree 
that the world is becoming a riskier place, and 
that is certainly of importance to risk managers 
across the world.”

Smith said that globalisation had height-
ened the level of risks corporates now faced, and 
that this had increased the importance of risk 
management to a firm’s sustained success. As a 
result of the evolving risk landscape, risk man-
agers were often required to decide whether an 
exposure was more effectively managed through 
insurance or with mitigation strategies.

He said insurers were providing risk manag-
ers with innovative risk transfer and mitigation 
solutions. “We are providing support,” he said. 
“Sometimes that comes in the form of insurance, 
but we can also provide advice on how to better 
manage a range of risk from building and prop-
erty threats to complicated cyber risk.”

Globalisation 
has created new 
expectations of 
risk professionals, 
says AIG’s  
Mike Smith

More than 100 of the region’s top corporate 
risk and insurance managers took part in the 
Asia Risk Report benchmark survey, sponsored 
by Zurich Insurance and supported by PARIMA. 
The survey identifies alternative career paths 
into corporate risk management in the Asia-
Pacific region; compares the level of experience 
and qualifications among risk managers; 
measures the scope of the risk management 
function across the region; and creates a salary 
benchmark for the region’s risk profession.  
Log on to StrategicRISK Asia’s website  
(www.strategic-riskglobal.com/asia) for 
additional analysis of issues raised in the survey.

(from page 1)
“Risk managers not only have to adapt and 
respond to new threats like cybercrime and 
climate change,” Baron adds, “but also need to 
take into consideration systemic risks of the 
political, financial, and social nature.” 

The issues of training and certification 
relate to this challenge, Baron points out, as risk 
managers need to broaden and adapt their skill 
set. “The growing demands of risk management 
in organisations need to be supported by a strong 
community of professionals armed with the 
appropriate skills and the right set of tools and 
approaches,” he says. “This will enable us to look 
beyond industry and company specific risks, 
and be better equipped to help our companies 
navigate broader trends which might impact 
our companies down the line. This evolution 
encompasses skills such as communication, 
finance and data analytics.”

‘Risk 
managers 
can drive the 
sustainability 
agenda’

“When there’s been an area-wide disas-
ter, the logistical infrastructure in that envi-
ronment is completely disrupted, making it 
extremely difficult for relief missions to get 
going,” Clarke told StrategicRISK. “There is an 
opportunity for companies with robust disas-
ter recovery planning to look beyond their in-
ternal operations [and] look at how they can 
bring value to society and how that can create 
value to the firm’s shareholders, which is called 
shared value and it’s win-win. Risk managers 
have a big role to play in driving the sustaina-

bility agenda within their companies. They can  
definitely be an internal champion for sustain-
ability issues because, quite often, those issues 
are risk issues.”

Saxena shared a case study of how global 
logistics firm Deutsche Post DHL managed to 
achieve this shared value with the establish-
ment of its Disaster Response Teams (DRT). 
By leveraging its logistics and aviation indus-
try expertise, and in collaboration with the 
UN, the DRTs help keep the flow of incoming 
relief goods moving at disaster-site airports. 
“In the aftermath of a natural disaster, air-
ports can quickly become overwhelmed with 
the large volume of incoming relief supplies. 
This can cause delays in the transportation of  
critical relief goods to those who need it,” 
Saxena said. “Through our disaster manage-
ment programme, we have capitalised on our 
core capabilities in logistics to offer much-need-
ed assistance and support in and around the 
disaster area.”
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This was a key message for delegates at-
tending the ‘How to implement ERM – A 
practical case study’ session yesterday  
afternoon. Obtaining buy-in from company 
stakeholders and managing them effective-
ly thereafter is a skill that risk managers 
must appreciate when driving an ERM 
programme. Therefore, risk managers  
require soft skills and practical under-
standing of the different business functions 
– two issues covered by moderator and 
Tigerair head of ERM and internal audit 
Gordon Song; Eastspring Investments 
director and head of risk management 
and financial crime Mohit Tandon; and 
member of the national working group for 
risk management (ISO 31000) Roland Teo.

Teo, Tandon and Song spoke exclusive-
ly with StrategicRISK about the session to 
flesh out some of the issues raised during 
their presentations and debate.

An appreciation of necessary soft skills 
when engaging with the firm’s stakehold-
ers was Teo’s key message. He says that 
adapting management style to cater for 
different profiles of leadership and per-
sonnel is as important as the structure 
of the ERM framework. “A risk manager 
must be able to understand and speak 
the same language as the management 
to convince them of the value they add,” 
he told SR. “Risk managers cannot be too 
academic to gain ERM buy-in from every 
level of the business.”

During the session, Teo outlined four 
Cs that enable effective stakeholder man-
agement; context, meaning the objectives 
of the stakeholders and the business itself; 
character, which refers to adapting man-
agement style according to the character 
of key personnel; communication, which 
encourages transparency and leverage of 
different mediums of dialogue to meet the 
purpose of the exchange; and collaboration, 
which refers to shared goals and values be-
tween internal company functions to build 
strong relationships.

Lines of defence
Covering more of the academic approach to 
ERM, Tandon focussed on the framework 

Soft skills can harden ERM resolve

A change in business practices can increase resilience

Understanding how to 
apply soft skills when 
implementing an enterprise 
risk management (ERM) 
programme is as critical to 
successfully embedding 
the programme as the 
robustness of the framework

The role of a risk manager 
goes beyond protection, says 
head of Zurich Singapore 

“Risk management  
must always be a  
balance of people,  
processes and systems”  
Gordon Song, Tigerair

and procedural aspects. He shared his 
experience at Prudential Life Insurance 
where the firm has adopted a ‘three lines 
of defence’ model comprising functional 
teams, risk and compliance teams and an 
independent audit team. Using this frame-
work, Tandon says, risks are registered by 
each department and rated on impact and 
likelihood. These ratings form risk profiles 
and provide a basis for an action plan and 
reporting to the risk management com-
mittee and governance forums. “To further 
enhance the framework, the company has 
adopted a process-based approach and 
tried to build an activity universe by iden-
tifying each process within a function,” he 
said. “For each of those processes, a risk as-
sessment is performed to understand the 
regulatory, reputational and financial ex-
posures in case the process breaks down.”

Applying the processes and ensuring 
they are practised across the organisation 
is dependent on the soft skills of the ERM 
programme driver, according to Tandon. 
“Soft skills, business understanding and 
credibility within the business, particular-
ly with the senior management, are criti-
cal for the success of an ERM programme,” 
he said.

More art than science
Both Tandon and Teo warn against taking 
too much of a scientific approach with 

ERM, with Tandon suggesting risk man-
agement should be classified as more of an 
art than a science. According to Song, the 
biggest challenge for risk managers is find-
ing the right mix of soft and scientific ap-
proaches. “Risk management must always 
be a balance of people, processes and sys-
tems,” Song said. “The questions are: what 
is the optimum mix? And what does the 
mix look like for different sectors?”

The risk maturity of an organisation is 
an important consideration when deciding 
the mix of scientific and soft approaches, 
according to Song. “For an organisation 
starting out on its ERM journey, the buy-in 
needs to be there so the softer aspects per-
haps play a more prominent role to get 
the internal stakeholders to buy in to the 
journey,” he said. “Three to five years down 
the road and the organisation may need 
to adopt a more scientific method of meas-
uring and managing risk, with a greater 
focus on economics to demonstrate clear 
risk-to-reward outcomes.”

There is no exact equation for imple-
menting a successful ERM programme and 
this is perhaps because no two firms are 
the same. Risk managers should consider 
the firm’s culture; character of key person-
nel; business and stakeholder objectives; 
and the maturity of the organisation’s risk 
management function when calculating 
their approach.

“Risk managers have the insight to help 
the development and direction of the 
business. The role of the risk manager 
now goes beyond protection”

Interpreting global risk trends and making 
them relevant to business is how risk man-
agers can add value, Jonathan Rake has 
told StrategicRISK.

In an interview about yesterday’s ple-
nary session ‘Asia risk thought leadership 
from the World Economic Forum (WEF)’, 
Rake said that risk managers should ex-
amine emerging risks to understand the 
need to change business practices, become 
more resilient and identify business 
opportunities.

“[As a risk manager you should] look at 
risk not only from a mitigation perspective  
but also think about the opportunity the 

changing risk landscape presents and how 
you can systematically support your organ-
isation to evolve and capitalise on the op-
portunities created through this change,” 
he said. “A risk manager has the insights to 
help the development and direction of the 
business. The role of the risk manager now 
goes beyond protection.”

Rake was selected to join the WEF’s 
Forum of Young Global Leaders earlier 
this year and outlined the key risks from 
the WEF Global Risks 2014 report during 
the first part of his presentation. He said: 
“There are 31 individual risks explored in 
the 2014 report; the top five risks identi-
fied include fiscal crises in key economies, 
structurally high unemployment/under-
employment, water crises, severe income 
disparity, and failure of climate change 
mitigation and adaptation.”

In addition, Rake explained that risks 
were interconnected in a globalised world, 
thereby increasing both the likelihood of a 
risk occurring and the severity of the con-
sequences. He added: “The WEF report not 
only looks at the damage of a single risk 
but also how the risks play out in relation 
to each other. This is becoming a more rel-
evant way of looking at risks because of 
globalisation.”
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Ralph, who is moderating today’s ‘Cyber 
Attack! – Crisis Management Simulation’ 
session, says that this situation raises 
issues such as whether cyber security is a 
technical issue that system administrators 
will deal with or if there is a need for in-
volvement by senior management. “Which 
decisions require special attention because 
they might have significant impact?” Ralph 
says. “And how do you direct senior man-
agement’s attention to cyber security?”

Risk managers need to work out how 
cyber attacks are being carried out as well 
as assessing their impact, Ralph advises. 
“Do you have the right strategy to defend 
against such attacks – and what are the 
implications of weaknesses of insurance 
products offered and how can they be ad-
dressed?” he asks. “Furthermore, how do 
you create a thorough claims methodology?”

All these questions can be discussed 
and answered in an abstract manner, 
Ralph points out, but to actually feel the 
impact of an attack is a very powerful ex-
perience. “Cyber has always been a difficult 
topic for risk managers, but crisis manage-
ment simulation can bring the very real 
stresses of cyber security threats to the 
attention of CEOs,” he says. “Participants 
are confronted with complex and realistic 
cyber-attacks. They experience the impact 

of the attack as well as the consequences 
of their action and response, and they have 
the chance to find out if they are prepared 
and what the value proposition of holistic 
risk management can be.”

‘Deliberate and focused attacks’
Ralph points out that although most com-
panies will have some form of IT systems 
scenario and/or disaster recovery plan, these 
are usually focused on system outage due to 
a physical event like power failures and disk 
crashes, or poorly implemented software 
changes. “Very rarely are crisis response 
plans being developed around scenarios 
where information and communications sys-
tems, not to mention the company in totality, 
are under deliberate and focused attacks, 
unless perhaps you’re a government,” he 
says. “One reason for this is that, although 
we constantly hear about significant at-
tacks, most stakeholders from executive 
management through to the IT systems sup-
port staff still believe it wouldn’t or couldn’t 
happen to them. It is very unlikely that any 
of the stakeholders will have experienced 
a major cyber-attack, or even had access to 
reliable accounts of an attack and how they 
were really dealt with.”

Attacks are rarely restricted to a corpo-
ration’s website; they can also bring down 

the office phone system, disable security 
cameras, activate fire suppression sys-
tems, send false stock exchange notices of 
major events, release customer details to 
the public, or even take control of robotic 
manufacturing systems. When considering 
a cyber attack, management and the crisis 
response team must be ready to deal with 
multiple crises occurring, both simultane-
ously and in tandem, affecting multiple 
different aspects of the operations. “Add to 
this a high probability that the attackers 
already have plans for every counter meas-
ure the crisis team may implement, and 
possibly even access to what the team is 
doing in close to real time,” Ralph says.

Little latitude for mistakes
A well prepared and comprehensive cyber 
simulation should realistically demon-
strate that a cyber attack against the 
company is a real possibility, that the 
points of failure could well be huge, and 
there may be very little latitude for mis-
takes. “An attacker may be watching and 
ready to publish every mistake or mis-
placed word to your customers, the reg-
ulators, your competitors and, in fact, the 
world via social media,” Ralph says. “So 
for a simulation to be effective, it requires 
significant research of the company both 
from the point of public domain informa-
tion and information supplied by the risk 
manager. The simulation script should 
then be uniquely and extensively tailored 
to the actual real-time situation of the 
company, and all attack scenarios should 
be able to be demonstrated as possible, 
not just theoretical.”

Ralph advises the use of a high-im-
pact multimedia presentation employ-
ing music, images and identifiable 
company-specific icons, locations and 
names. “Place a select and very limited 
team of senior management in a closed 
environment (it helps if the lighting is 
a bit dark and the room’s a bit cool) and 
then run them through the simulation, 

“Crisis management simulation can bring  
the very real stresses of cyber security threats 
to the attention of CEOs”

Company executives can be 
seriously disconnected from 
reality when it comes to cyber 
security, according to senior vice-
president of risk management at 
PCCW David Ralph

having to deal with up to 15 different 
crises in two hours with minimal external 
output,” Ralph suggests. “As long as they 
have the ability to make mistakes with-
out losing face, and the threats and conse-
quences can be demonstrated as possible, 
the threat of cyber attacks will be fully 
appreciated – and the risk manager’s 
or cyber security team’s budget will in-
crease exponentially for many years into  
the future.”

It is important to note, however, that 
not all cyber simulations are created 
equal. “Some may cause a risk manager 
many more problems than they solve,” 
Ralph warns. “Fail in the realism side or, 
even worse, use a generic presentation, 
and the risk manager may as well give up 
any hope of recognition or support for a 
long time to come.”

Inspiring peers
Ralph, who is a PARIMA board member, 
says that the association has been devel-
oped by risk managers for risk managers 
who see a need and have the commit-
ment to enhancing and supporting risk 
management as a valuable and respected  
profession within Asia.

“I believe PARIMA is becoming a truly 
valuable resource for all risk managers in 
Asia, whether wizened old hands looking 
for new ideas, established risk managers 
looking for support to justify changes to 
their risk financing strategies, or people 
from the HR or finance departments who 
have risk management/insurance man-
agement thrust upon them as additional 
responsibility in a rapidly growing com-
pany,” he says. “My personal vision and 
objective is to assist in inspiring my peers 
to fully understand the benefits of stra-
tegic risk financing as opposed to tacti-
cal insurance and, most importantly, to 
help provide them with the material and  
understanding to communicate these ben-
efits to their stakeholders, including their 
boards and senior management teams.”

How do you direct senior 
management’s attention 
to cyber security?
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Many boards of Asia-based companies still 
don’t understand risk management or even 
“why it is good to talk about bad events in 
an open manner”, says PARIMA general 
secretary Steven Tunstall.

Tunstall, who is moderating today’s 
workshop, ‘Empowering the risk manager: 
how to engage the c-suite’, will facilitate a 
discussion looking at where risk managers 
sit in relation to the board. The session will 
also examine how chief executives and risk 
managers can develop strategic dialogue to 
help improve business.

All risk managers know that without 
getting the board on board, it’s hard to do 
their job properly – or even at all. “A lack 
of support from the top will fundamental-
ly weaken the risk management process,” 
Tunstall says. “If the boss doesn’t take risk 
management seriously, why would anyone 
else? Strategic or enterprise level risk 
management is dependent on creative and 
predictive input from senior managers. If 
senior managers do not perceive risk man-
agement to be a priority then the [function] 
will naturally be underwhelming. This can 
produce a vicious spiral where the risk 
management process produces little of 
benefit and is perceived as a burden and 
a cost alone.”

Sometimes this lack of co-operation 
comes down to the board’s perception that 
risk management is a relatively new func-
tion in many businesses, but the situation 
is frequently made worse by fundamental 
differences in outlook between the two 
sides. “In Asia-Pacific and in many parts of 
the world, chief executives perceive them-
selves often rightly as patriarchal guardi-
ans of their employees,” Tunstall explains. 
“With this comes responsibility to care. But 
perhaps this patriarchal approach also en-
shrines obedience and compliance among 
staff. The risk manager’s job is to buck this 
trend and if [this approach] is positioned 
incorrectly it may sometimes be perceived 
by [risk managers] as criticism in an in-
structive way.

Tunstall adds that most companies in 
Asia have experienced relentless success 
for the past 15 years or so, and “in this 
context it can be difficult to explain to a 
successful and sceptical C-suite team why 
this trend will not continue for the foresee-
able future”.

Shifting the focus
DFS Group’s vice-president of risk man-
agement Bob Sweeney adds that risk man-
agers can often be their own worst enemy 
in this area. “Many risk managers are 
‘transactional’, focusing – either willingly 
or by their manager’s decree – on obtaining 
the lowest price for coverage,” he explains. 
“By doing so, the only real measurement 
[of a risk manager’s value] is financial – 
how much have you cost the company?” 
Hong-Kong based Sweeney, who is also a 
PARIMA board member, says that even if 
a risk manager has saved money compared 
with prior terms, “you’re still presenting 
your role as that of a cost centre”. “The 
focus can be shifted through communica-
tion of what risk is being transferred and 
why it’s being transferred,” he suggests.

But problems often arise when boards 
aren’t aware of how useful risk manag-
ers can be in developing strategy and the 
business model, or when the risk man-
agement function gets too bogged down 
in operational detail. A risk manager first 
needs to convince their supervisor of the 
importance of their role, how they have 
contributed, and how they can contribute 
even more, Sweeney says. “If a risk man-
ager struggles with expressing this, then 
they should enlist the aid of their broker,” 
he says. “They’re often more experienced 
in making presentations. Hopefully, they 

know the business at least relatively well, 
so they can contribute from a position of 
experience.”

To further strengthen communication 
with the board, risk managers need to get 
out and learn about their organisation’s op-
erations, Sweeney adds. “Meet the people, 
treat them as customers, work collabora-
tively, and conduct a risk-mapping exer-
cise, either formally or informally,” he says. 
“The more one knows about the operation, 
its people and its ‘product’, the more in-
sightful, useful and welcome the message. 
This can enable one to become known as 
a problem-solver and expeditor, as opposed 
to a negative entity.”

In addition, simple communication is 
key. Risk managers can better engage the 
board by expressing their concerns in a 
non-technical manner that can be easily 
understood across the business. “When the 
risk manager is unable to identify these 
shortcomings clearly, the C-level executive 
struggles to understand and appreciate the 
value he or she brings to the organisation,” 
Sweeney says.

Tunstall explains that, in the end, risk 
management is about “winning the hearts 
and minds of those in the organisation”. 
“Education, training, mentoring, and the 
clear and repeated use of relevant case 
studies are all required to make the organ-
isation’s culture receptive to the language 
and behaviours of risk management,” he 

says. Tunstall’s advice to risk managers 
is to: “Step up to the challenge [of engag-
ing the board]. Be prepared to discuss and 
challenge more.”

“When the risk manager 
is unable to identify 
shortcomings clearly, 
the C-level executive 
struggles to understand 
and appreciate the value 
he or she brings to the 
organisation” 
Bob Sweeney, DFS

‘If the boss doesn’t take 
risk management seriously, 
why would anyone else?’

Why the risk agenda must 
be heard and understood 
at the top table

Engaging the board
When trying to make an organisation 
more risk aware and resilient, support 
from the top is absolutely essential. But 
the process of getting the top table to 
take risk management seriously is not 
always as straightforward as it could 
be. Here, Steve Tunstall gives his top 
tips for better board engagement

1. Understand the business 

2.  Find ‘low-hanging fruit’ where risk 
discussions can solve problems

3.  Find risk champions. Identify those 
who ‘get’ what you are trying to do 
and engage them as advocates to the 
sceptical rest. Write down the good 
experiences they have and use them 
as case studies

4.  Always bring a fresh perspective  
to old issues

5.  Buy lots of coffee and be patient.  
A risk programme can take three to 
five years to embed into the culture.
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“A current trend worldwide 
is the rise of ‘dark hotel’ 
attacks, which target 
corporate executives by 
bugging the networks of the 
high-end hotels” 
Pierre Noel, Microsoft Asia

Sophisticated hackers are taking ad-
vantage of firms who have misdirected  
information security measures by copy-
ing, stealing or destroying critical and val-
uable documents, according to Microsoft 
Asia chief security officer and advisor 
Pierre Noel.

Speaking to StrategicRISK in relation 
to yesterday’s ‘Information security and Big 
Data’ session, which he moderated, Noel 
said that businesses focussed too much on 
preventative measures. He suggested that 
effective information security required 
an ‘assume breach’ approach. “The best 
approach is to assume that someone will  
succeed in an attack,” he said. “Therefore, a 
firm should look at its security programme 
from a different angle, and that means 
trying to be resilient as opposed to secure.”

The internet is “a wide and danger-
ous place”, Noel said, adding that or-
ganised criminal gangs, which can make 
substantial profits selling data on the 
black market, are using sophisticated 
methods to obtain information. For ex-
ample, a current trend worldwide is the 
rise of ‘dark hotel’ attacks, which target 
corporate executives by bugging the net-
works of the high-end hotels where they 
are likely to stay. The malware can in-
filtrate an individual’s device as soon as 
it connects to the hotel’s network, allow-
ing the criminals access to potentially  
valuable information.

Furthermore, critical infrastructure 
firms are more vulnerable to cyber breach-
es owing to politically motivated attacks, 
whereby state-sponsored hackers target 
foreign organisations. Although Noel said 
these types of attacks were a global issue, 
they are particularly visible in Asia. “It is 
widely acknowledged that if a politician 
makes negative comments about another 
country, it is likely that, within the next 
week, a critical infrastructure company of 
the politician’s country will be attacked,” 
he said.

Carelessness and complacency
Moreover, firms need to be aware of the 
risks posed by their own employees. DLA 
Piper director of risk management and 
insurance and Federation of European 
Risk Management Associations president 
Julia Graham, who delivered a presenta-
tion during yesterday’s breakout session, 

told SR that most breaches were not a 
result of criminal activity. “Employees 
cause the vast majority of breaches and 
this usually stems from carelessness, 
complacency or a combination of these 
rather than criminality,” she said.

If adopting an ‘assume breach’ ap-
proach is the first step towards robust in-
formation security, ensuring that data is 
classified effectively across the organisa-
tion is the next. This means applying an 
effective method of identifying what type 
of information is critical to the organi-
sation and what type of information is  
considered ‘public’.

In this context, Graham said, firms 
needed to understand their business and 
the type of data that people would find at-
tractive, look at the risks from the view of 
likelihood and consequence, and establish 
what systems were in place systems to 
identify when something goes wrong and 
how to respond if it does. “Information se-
curity is about risk management, as with 
any risk,” she said. “For example, firms 
should be asking ‘what’s the cause of 
this leak?’. If it’s staff being complacent, 
a very straightforward communication 
campaign could really help.”

Risk managers should be respon-
sible for adopting and approving the 
standard of practice regarding the firm’s 

Big Data requires big 
changes in risk management
The information 
security risk landscape is 
transforming before our 
eyes, and firms must adapt 
their strategies accordingly
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data classification policy, suggests Noel. 
Thereafter, it is a risk manager’s duty 
to ensure the standards are applied and 
practised throughout the organisation in 
a systematic and sustainable way. “This 
will often mean working closely with HR, 
because to ensure data classification is 
applied in a systematic way, risk man-
agers must make sure the process is also 
measured in the performance of each em-
ployee of the organisation,” he said.

Graham added that the performance of 
an information security programme was 
not simply an IT issue. Instead, Graham 
suggested firms should integrate their 
information security protocols within an 
enterprise risk management framework. 
“Information security is a classic enter-
prise risk,” she said. “Big data and cyber 
crosses all boundaries; geographic and 
physical, and therefore to tackle this risk, 
firms need to have people engaged across 
the business and across boundaries.”

However, conveying this message to the 
board is an altogether different challenge. 
Graham again: “Boards are often nerv-
ous about information because it is some-
thing that they don’t know much about. 
Therefore education of top management is 
a critical issue to achieve their full engage-
ment. A crisis is not the time to discover a 
need for more basic knowledge.”

*Intelligent Insurer 2014 Best Reinsurer under $2 billion GWP. Top ranking in all four categories: Best 
Reinsurer for Innovation, Best Reinsurer for Client Service, Best Reinsurer for Expertise/Market 
Knowledge and Best Reinsurer for Ability to Pay Claims.
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The PARIMA conference has brought together risk and 
insurance professionals from across the Asia-Pacific region 
and beyond to discuss latest trends in risk management. But 
it has not been ‘all work and no play’, with plenty of  social and 
networking opportunities to enjoy…
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January
The newly appointed chairman of loss 
adjuster Crawford & Company in Asia 
Pacific Richard Martin claimed that the 
markets in Hong Kong, Singapore “and other 
regional hubs” had become as sophisticated 
as any in the world. “The challenges are 
purely cultural and dependent upon local 
customs,” he said.

The Allianz Risk Barometer 2014 
saw cyber and reputational loss perils 
become new entrants among the top 10 
Asia Pacific risks. Business interruption/
supply chain, natural catastrophes and 
fire/explosion were respectively ranked as 
the top three risks for businesses in Asia. 
Changes in legislation and regulation (4); 
loss of reputation, brand value (5); cyber 
crime, IT failures, espionage (6); commodity 
price increases (7); market fluctuations 
(8); intensified competition (9); and talent 
shortage, ageing workforce (10), make up 
the top 10 risks.

February
EY’s Waves of Change report into the 
shifting insurance landscape in rapid-
growth markets listed Indonesia, Thailand 
and Vietnam as countries offering valuable 
long-term opportunities.

Catastrophe risk modellers should 
be trained to become risk professionals 
able to influence board level decision-
making, Swiss Re’s head of property 
product management Asia-Pacific Gabor 
Jaimes said during a panel discussion 
held by catastrophe modelling firm Risk 
Management Solutions (RMS) in Australia.

March
Companies were falling short of mitigating 
avoidable risks when managing third-party 
relationships, despite the rising number of 
serious fraud incidents occurring across Asia, 
according to fraud investigation and dispute 
services partner at EY, Lawrance Lai.

Malaysia Airlines MH370 took off from 
Kuala Lumpur on March 8 carrying 239 
people, before disappearing along its path 
to Beijing. No trace of it has been found. 
Speaking exclusively to StrategicRISK, the 
chairman of the Malaysian Association 
of Risk and Insurance Management 
(MARIM) Mohamad Bin Mohd Zain said: 
“Since the situation surrounding MH370 
is unprecedented, Malaysia Airlines 
should take the opportunity to review its 
existing risk minimisation plan taking into 
consideration the new scenario.”

April
Fear of prosecution was driving up Asia’s 
D&O demand, said regional director of 
commercial claims services company DCS 
Global Chay Wilkinson. Wilkinson said it  
was the “very personal nature” of D&O 
coverage that made it particularly interesting 
to the c-suite.

Under-insurance was a huge problem 
in Asia, whatever industry you look at, but 
not necessarily because the insured are 
deliberately declaring low values to avoid 
paying premium, managing director of 
John Foord International Graham Copland 
told delegates at a MARIM event. “It’s 
more that the insured are not fully aware 
of the current replacement value of their 

businesses across Asia began assessing the 
pandemic plans that had been fine-tuned 
since the 2003 and 2005 SARS and  
H5N1 outbreaks.

September
Deloitte’s ASEAN Economic Community 
(AEC) agenda leader Jeff Pirie told 
StrategicRISK that the region’s risk managers 
needed to be alert to AEC integration and 
that increased competition may well be the 
top challenge that arises from this often 
misunderstood process.

The eruption of Japan’s second highest 
volcano Mount Ontake not only highlighted 
the country’s vulnerability to natural 
catastrophes, but also the risks facing its 
nuclear industry.

October
On his first day as head of Greater China 
at Lockton Asia, Alex Yip talked exclusively 
to StrategicRISK about human capital, 
regulatory and economic risks in  
mainland China.

Insurance Australia Group (IAG) senior 
reinsurance manager Marcus Taylor told 
SR that the boards of large multinationals 
were demanding more and more from their 
reinsurance buyers. “They have started to ask 
a lot more questions, and there’s more focus 
on understanding risk and modelling,” he said.

November
Speaking to StrategicRISK at the 27th East 
Asia Insurance Congress (EAIC) in Taiwan, 
Allianz RE’s global head of catastrophe risk 
management Dr Sibylle Steimen said that 
while more accurate modelling might provide 
a “motor for more business”, the idea that  
risk could not be managed without models 
was flawed.

StrategicRISK held its inaugural Hong Kong 
risk management clinic, with the challenges 
of doing business across borders and the 
growing spectre of cyber risk on the agenda.

December
In his opening address to the ‘Good Practices
in Risk-Based Management Standards
seminar’ held by SPRING Singapore, second 
vice-president of the Risk and Insurance 
Management Association of Singapore and 
convenor of the National Working Group on 
Risk Management & Compliance Daniel Tan 
Kuan Wei said Singapore had experienced 
some difficult risk events in 2014. These 
included haze, data security breaches and 
corporate frauds.

A YEAR IN RISK

We take a look back at some of the events 
that have impacted upon Asia’s risk and 
insurance professionals this year 

June
Speaking just a few weeks after starting 
in her new role as COO and CEO of JLT 
Indonesia, Rosmaylinda Nasution told 
StrategicRISK that her country’s younger 
generation was “more educated, technology 
savvy, well-informed through social media, 
and well-connected virtually and non-
virtually”. However, young people were less 
likely to stay with one company for long, 
Nasution cautioned. “They tend to move 
between jobs without thinking too much,”  
she said.

The UK-based Association of Insurance 
and Risk Managers in Industry and 
Commerce (AIRMIC) launched its long-
awaited global compliance database.

“Some of the biggest 
risks facing many 
companies,  
not just financial 
institutions, centre 
around compliance 
issues these days” 
Steve Tunstall, PARIMA

assets and the fact that the policy indicates 
replacement with new,” Copland said.

May
Risk management expert and Pan 
Asian Risk and Insurance Management 
Association (PARIMA) board member 
Steve Tunstall told StrategicRISK that 
corporate governance had become an 
issue of overwhelming importance for risk 
managers in Asia. “Some of the biggest risks 
facing many companies, not just financial 
institutions, centre around compliance 
issues these days,” he said.

IMD’s 2014 world competitiveness 
ranking of 60 countries listed Singapore 
(3) and Hong Kong (4) in the top 10. Japan 
(21) climbed in the rankings, helped by a 
weaker currency that has improved its 
competitiveness abroad. Elsewhere in Asia, 
both Malaysia (12) and Indonesia (37) made 
gains, while Thailand (29) fell amid political 
uncertainty.

July
StrategicRISK’s inaugural annual Asian 
conference was held in Singapore. The 2014 
Strategic Risk Forum was attended by more 
than 150 risk professionals and specialist 
brokers, all keen to explore current and 
emerging trends in key risks affecting  
APAC companies.

The loss of Flight MH17 meant that 
Malaysia Airlines suffered two fatal  
flights within four months, leaving its 
reputation of safety and risk management 
in severe doubt.

August 
The new boss of AXA Corporate Solutions 
in Asia Ulrich Guntram told StrategicRISK 
that while more risk managers were “being 
established on board level”, there was 
still much development required in risk 
management at an enterprise level.

With suspected cases of imported 
Ebola being reported in several countries, 
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