
www.strategic-risk-global.com/asia  [ Q3 2015 ]  StrategicRISK ASIA EDITION  33

SPECIAL 
REPORT

THE INTERNET 
OF THINGS (IOT)
The commercial applications of 
connected devices extend well beyond 
driverless cars and internet-enabled 
home devices. But with this exciting 
new world comes a whole raft of new 
challenges when it comes to risk and 
insurance. In this special report we 
highlight some of the top 
developments with the IoT.

IN ASSOCIATION WITH AIG
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W
HEN YOUR ALARM CLOCK 
wakes you up at 7am, what if it 
also notified your coffee maker to 
start brewing a fresh cappuccino 
for you? On the way to work, you 
hit heavy traffic, so your car  
notifies the office that you’ll be 
late for your first meeting. When 
you print off a report for your 

next meeting, your printer notes it’s running low on paper and  
automatically orders more. Then on your drive home, your fridge 
informs you it’s low on beer, so you know to stop by the bottle shop. 

This network of objects, embedded with sensors and connectivity, 
make up what’s called the ‘Internet of Things’ (IoT). 

The first internet-connected appliance was created in 1982, when a 
Coke machine was modified to report its inventory and whether newly 
loaded drinks were cold. The concept of integrating the physical world 
into computer-based systems has come a long way since then. Think  
of mobile phones, heart monitoring implants and the cockpit of an  
aeroplane. These are just the tip of the iceberg; sources of so-called Big 
Data are growing exponentially. 

By 2020, there will be between 30 billion to 50 billion devices 
wirelessly connected to the internet (compared with five billion at 
the end of 2015), according to Gartner and ABI research.

At this year’s Consumer Electronics Showcase opening keynote, 
Samsung announced 90% of all Samsung devices will focus on the IoT 
movement by 2017. Five years from now, all of Samsung’s products will 
fall into that category. It’s a big bet for a company that delivered more 
than  665 million products to consumers around the world last year. 
Samsung already has a range of IoT apps and devices, including internet-
connected ovens, lighting systems and TVs.

While these might seem like logical applications, there are plenty of 
companies thinking outside the square. 

A Los Angeles-based enterprise, Petnet, has created a device called 
the Smart Feeder, which customises a feeding schedule for your cat or 
dog by considering the animal’s age, weight, and activity level. It will 
then physically feed the animal the appropriate amount of food. It also 
connects to your smartphone so you can make changes remotely and 
receive alerts about how your pet is eating. It even re-orders pet food 
when it runs low. 

Big Data
While the media tends to focus on the plethora of consumer applications 
of the IoT, the data implications for corporations are just as significant. 

“At the centre of this data will be the insurance industry, which uses 
massive amounts of data to understand and mitigate risk,” says Dr 
Carlo Ratti, professor at the Massachusetts Institute of Technology.

AIG Global Casualty president Lex Baugh agrees. 
He says: “IoT is already changing the way we live, work, commute, 

and interact with each other. When businesses implement IoT, they 
also must consider what new and different risks it brings.”

The Internet of Things
Businesses around the world are quickly realising the  

business benefits of connected devices 

UPS CASE STUDY
The intersection between internet-connected products and Big Data is 
already producing dividends for corporates. 

Global logistics giant, UPS, has been using sensor technology and big 
data analytics to save money for some time. Sensors on delivery vehicles 
collect hundreds of millions of addresses and time codes, which are then 
used to optimise delivery routes for efficiency. 

They also monitor speed, kilometres per litre, mileage, number of stops 
and engine health. The sensors capture more than 200 data points for 
each vehicle in a fleet of more than 80,000 everyday. These help the 
company reduce idling time, fuel consumption and harmful emissions. 

Baugh says the advent of driverless cars throws up a number of new 
risk exposures, such as manufacturer’s liability for all the components 
of the new system, supply chain problems, and cyber attacks on the 
connection between the car and the internet.

“IoT potentially shifts the root cause of loss from what we know it 
as today to something new and yet untested,” he says.

“Some companies are already realising the promise IoT offers, 
others are just beginning to understand how it could make them more 
efficient, safer, and closer to their customers.”

Brian McCarson, chief IoT systems architect at Intel, adds: “The 
volume of data is so extraordinary; in 2014, human kind produced 
more data than what we produced in human history... In one year, we 
produced more data than anything else in the history of human kind.”

A major driver behind the advancement of the IoT is cost, as 
McCarson recently explained at the Australian Information Industry 
Association Summit in Canberra.

“It’s enabled because the cost of computing, the cost of storage, the 
cost of communications is dropping at such a significant pace and now 
we’re also seeing reductions in the cost of sensing as well. The magnitude 
of this is staggering in my mind.

“A single transistor on a processor, that can switch three billion times 
in a second on the latest most advanced technology nodes… costs less 
than it costs a rural Chinese farmer to grow a single grain of rice. 

“Now you can deploy connected intelligence in places you never 
could before,” explains McCarson.

Lee Hickin, commercial lead for IoT at Microsoft, says it’s what 
businesses do with IoT intelligence that really counts. 

“When we think about what to do with that data, and what it means 
in the context of the bigger picture, weather patterns, traffic patterns, 
state of the nation, people’s emotional state, employment numbers, all of 
those things that might layer on top of that; that’s when we get into the 
world of machine learning, looking at data from a different perspective.” 

Hickin says data scientists and chief data offices are relatively new 
roles which are becoming more commonplace in the private sector. 

“[Their roles are] making sense from nonsense, looking at huge 
amounts of unstructured data and trying to figure out where the patterns 
are,” says Hickin.
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F
ROM MANUFACTURING TO MEDIA, tourism 
to telecomms, the Internet of Things (IoT) and 
other sources of Big Data are set to fundamentally 
transform entire businesses and industries. 

All of that change has the potential to be highly 
disruptive and has already started to redefine the 
risk equation for many enterprises, highlighting 
more than ever the importance of effective risk 
management. So what are the key risks associated 
with the IoT?

Microsoft Asia chief security officer Pierre Noel says there are two 
main concerns, with the first being inadequate security mechanisms 
within products themselves.

“The great majority of devices aren’t designed for security. In most 
cases there is no security whatsoever,” he says. 

“For example, take a company selling intelligent lights bulbs. Say a 
bad guy has worked out how to turn off those light bulbs by pushing 
malware into the devices – unless the company has already considered 
this in the design, they’re in trouble.”

Noel suggests the only way to mitigate device-level risk is to consider it 
during the design phase. 

“The moment you start to plan the device, you need to employ a team 
of people who are focused on security. Almost no organisation does that. 
You need people who understand the risks, not just the value of the 
device,” he says. 

The second IoT risk occurs at aggregation level.
“All these devices are feeding data into a data lake. Once the  

information is stored, you have to ensure it’s properly protected,  
otherwise it’s a mine for the organised crime community. 

“The fact we are collecting this information from the devices is  
fantastic from a business point of view, but it carries enormous risk. 
People can monetise this information by decrypting, blackmailing or 
stealing,” says Noel.

Lockton Singapore chief executive Peter Jackson agrees that the IoT 
changes a company’s risk profile. 

“The risks are simple IT failure, or cyber attacks and hacking. Often 
with that, you’ll have third party dependencies, for example data storage, 

Managing risks  
of the IoT

With more information and technology than ever before,  
effective risk management has never been more important

‘All the best advice coming out of 
the IT world is to assume you’re 
going to get a data breach’

Peter Jackson, Lockton

and third party servers. The risks are dispersed. You need to identify who 
is taking responsibly for those risks.”

Jackson advises firms plan for the worst.
“All the best advice coming out of the IT world is to assume you’re 

going to get a data breach. In that case, you need to look at your  
business continuity plan, and the insurance cover you’ve got for first 
and third party risk,” says Jackson. “You need to ensure your existing 
policy incorporates cyber risk, and then check if there are any gaps.”

Jackson also suggests mapping out who is responsible for what, within 
and outside the business. 

“Understand the IT elements, throughout the whole supply chain so 
you understand what you’re responsible for and what your suppliers are 
responsible for.”

Risk mitigation
But while the IoT may be the next big thing, Scentre Group chief  
risk officer Eamonn Cunningham warns of firms jumping in  
without purpose. 

“You need to make sure you use this rich resource of connected 
data in a deliberate way that works for you, rather than jumping in 
and using it just for the sake of it. 

“The data and the way it comes together needs to be your slave and 
work for you, not the other way around,” he says. 

Cunningham advocates adopting a traditional risk assessment 
approach when considering the IoT, including the identification of 
mitigations and controls along the way. 
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He also sees the need for new types of insurance products, particu-
larly in cyber.

“These areas would include greater coverage for risks arising from 
using vendors and particularly their products,” says Cunningham.

Astro vice-president of enterprise risk management Patrick Abdullah 
recommends a three-tiered approach to keeping data stored securely. 

The first is ensuring strong IT systems are in place to reduce the 
likelihood of hacking. 

“Regular penetration tests need to be undertaken to test the system 
for vulnerabilities. These include monthly operating system patches, 
server hardening and agents,” he says. 

The second step is around a company’s personnel. 
Abdullah says IT administrators normally hold the source codes 

and keys to servers, but if those personnel are not trustworthy, there’s 
potential for confidential information to be leaked.  

“In terms of mitigation, you need different layers of authority 
established to allow for extraction of information,” he says. 

“As an example, in a banking environment, for every attempt of a 
login into the bank’s server, two-tier passwords are required. One will be 
generated by the administrator and the other by an IT security officer. 
You need both of these passwords to gain administrator rights and log in 
to the server,” says Abdullah.

The third layer of protection is the education process. It is impor-
tant that employees fully understand and appreciate ethical practices. 
Abdullah says all employees should undergo yearly training and test-
ing on the company’s code of ethics.

“Also, it is important to have an information classification policy 
implemented to ensure employees fully understand the nature of the 
information they are dealing with, whether it is deemed secret, restricted, 
classified or non-confidential,” he says.

Abdullah says there are further considerations if information is 
stored in the cloud, rather than a private domain.

“Can you trust the people employed by your service provider? Can 
third parties influence these individuals to extract data that is confiden-
tial in nature?”

He also suggests signing a non-disclosure agreement with the vendor.

THOUGHT 
LEADERSHIP

Most of the press coverage around the Internet of Things 
(IoT) has focused on consumer applications of connected 
devices: smart watches, connected cars and internet-
enabled homes. But commercial risk managers, brokers 
and insurers should take a moment to appreciate how 
IoT could change the businesses they serve. 

At AIG, we believe that companies should consider the 
IoT as a series of connected machines within a new 
industrial ecosystem, with a special emphasis on the 
connections and control. Seen through this lens, 
commercial applications of the IoT are as much about 
the network as the device, as much about data analysis 
and synthesis as sensor technology. AIG explores how it 
could change nine industries in a new whitepaper: The 
Internet of Things: Evolution or Revolution.

Many large industrial firms are already realising the 
benefits of this connected approach. For example, Swiss 
power and technology-automation company ABB is 
incorporating IoT technologies into its services to 
increase efficiency and reduce risk. Sensors embedded 
in mining drills are designed to alert the operator if the 
device is likely to fail. In one instance, based on an alert, 
the operator spent 30 minutes cleaning a dust filter 
during the drill’s next planned outage. This intervention 
allowed crews to prevent unscheduled downtime, 
avoided a riskier repair operation and saved more than 
€1m ($1.13m) in costs.

Similar technology is being used in the food 
transportation and logistics industry to notify truck 
drivers that a freezer unit is failing, allowing for 
emergency repairs to be made before food spoils. 
Meanwhile, farmers are embedding sensors in their 
fields to monitor water usage and sunlight to increase 
efficiency and ensure healthy crops. 

There are many applications for virtually every 
industry related to construction and real estate, from 
telecom to energy. Many of these applications are 
designed not just for convenience, but also for safety. 
For example, electrical systems can be equipped with 
sensors that detect wiring failures, warning technicians 
of fire hazards before the fire can occur.

All of these examples, and more like them, create 
tremendous opportunities and challenges for risk 
managers. As companies pour more funding into R&D 
with a focus on incorporating IoT capabilities into their 
products and processes, risk managers need to be 
connected with R&D departments like never before. By 
connecting themselves to these connected devices, risk 
managers can be aware of what is coming and prepare 
to mitigate and insure risk appropriately.

What the IoT means for risk managers

By AIG head of Asia-Pacific financial lines 
JASON KELLY and AIG head of Asia-Pacific 
casualty PENNY SEACH


