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What a year it has been for the risk
and insurance industry, and three of
the key issues have been covered in
StrategicRISK’s The Knowledge.
If you missed any part of The
Knowledge supplements the first time
around, then here it is in the one place.
The Knowledge Handbook 2015 focuses
on three of the top concerns that have
plagued businesses and their risk
managers this year: international risk,
political risk and regulatory risk.
On these issues and others, it can
sometimes be difficult for risk managers to
stand up and be heard at the boardroom
table on how their business leaders
can work to mitigate these potentially
devastating risks.
But with the economic landscape
continuing to be a challenge and an
increasing push to manage and navigate a
more connected and intangible operating
environment, the need for risk management
to have a voice at the boardroom table is
more important now than ever before.
Greater knowledge of a firms’ operating
environment is key for risk managers to
have a real impact with their boards, as
is the ability to benchmark themselves
against their peers.
These are two of the key reasons
that StrategicRISK has this year worked
closely with Zurich to create The
Knowledge: a special research-based
editorial supplement that provides risk
professionals and the insurance industry
with data insight and analysis of some of
the key risk issues of 2015.
A large contributor to the editorial
content of The Knowledge has been the
new StrategicRISK Asia-Pacific Advisory
Panel, which comprises a handpicked
group of senior risk and insurance
managers across the region.
Together these members have provided
invaluable insights into some of the key
risks facing their firms through a series of

From the Bangkok
bombings to the Myanmar
elections, there have been dozens
of incidents that have affected
multinationals in Asia-Pacific”
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surveys throughout the year. They have
also provided StrategicRISK with their
views and opinions on the survey results
and I would like to take this opportunity to
thank them for their valuable contribution.
We hope this information will be used
by risk and insurance managers to deliver
a higher quality of expertise and service
to your boards, while also helping the
insurance industry better understand the
risks that firms in this region are struggling
to mitigate.
One of those is regulation and it’s
certainly been a huge year on the
regulatory front in Asia-Pacific.
A relentless focus on improving
transparency and curbing bribery and
corruption in the region has seen many
firms fall on the wrong side of the
regulator this year, while others are
throwing huge investments into resources
to ensure compliance.
Political risk and the risk of operating
across multiple jurisdictions has also been
highlighted many times this year; from
the Bangkok bombings to the Myanmar
elections, there have been dozens of
incidents that have affected multinationals
operating in Asia-Pacific.
We look forward to another year of
our partnership with Zurich and The
Knowledge for 2016 and hope that The
Knowledge Handbook is a useful support
tool for you and your business. Please
don’t hesitate to get in touch with any
feedback at jessica.reid@nqsm.com.
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Navigating Asia-Pacific’s
fast-changing regulatory
landscape is challenging,
with risk and compliance
managers having to
work harder than ever
before to stay on the
right side of the regulator
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THE SURVEY

Regulation boosts
costs and reputation
While compliance is costly, a material breach will prove more expensive in the long run, not to
mention materially damage a firm’s reputation according to our first-ever regulation survey

1

Regulatory reform over the past year results in increased
costs, higher capital requirements and strategic changes

The impacts of regulatory reform on
businesses differ widely, and largely depend
on the location and industry that a firm
operates in.
However, more than half of respondents
(55.77%) to the StrategicRISK regulatory
risk survey said that regulatory reform over
the past 12 months had increased their
compliance costs.
A further 28.85% said they had to
adjust certain product lines and/or business
activities as a result of regulatory reform,
while 9.62% have had to maintain
higher capital.
Commenting on the results, Deloitte
Southeast Asia financial services industry
leader Ho Kok Yong said he was not
surprised that an increase in costs had
come up as the top result.
He said awareness of regulatory
compliance had intensified in the past
12 months alongside a marked boost to
company investment in compliance.
“In this part of the world there is a lot
of job cutting going on, but in terms of
regulation and compliance they are still
hiring. You have to keep investing
resources to keep up with regulatory
changes,” he said.
But this increased investment doesn’t
need to be viewed as a bad thing, Kok
Yong said.
“Sometimes it can also give added
benefits to business. For example, more
regulatory compliance generally means
collecting more data, and some of the banks
are actually using this information and
churning it up to understand more about
their customers and using that for their
marketing, business and risk purposes.”
Willis Singapore executive director Alex
Thoms agreed that regulatory reform in

6|
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REGULATION HITS GROWTH
What impact on growth has
regulatory reform had in the major
jurisdictions that your firm operates?

In a global context, many
companies need to follow
the regulations of different
countries. This makes regulatory
compliance more difficult”
Keith Xia
InterContinental Hotels Group

Asia-Pacific should be viewed as a positive
thing for businesses and the economy.
“A lot of regulation is intended to protect
consumers, our financial systems, the
environment and so on, so it’s hard to argue
that these are negative things,” he said.
“Having said this, regulatory reform
does, in my view, need to be implemented
in such a way that it doesn’t hinder the
competitiveness of Asian companies,
stifle innovative thinking, or impact
inwards investment.
“Asia is very much a growth engine for
the global economy, even if the levels of
growth are reducing a little.”
InterContinental Hotels Group risk
manager, greater China, Keith Xia said
tightening regulation around compliance,
anti-bribery, data privacy, food safety and
product recall were taking up an increasing
amount of risk managers time.

13%
18%
45%
24%

	Don’t know
Enabled growth

	No impact on growth
Stifled growth

“Many companies now need to be more
careful about local compliance,” he said.
“In a global context, many companies need
to follow the regulations of different
countries. This also makes regulatory
compliance more difficult.”
But he said risk managers can contribute
to a company’s growth in the face of
tightening regulation in a number of ways:
• Risk due diligence and taking
consideration of the regulatory landscape
to provide the company with a better
understanding of its
risk profile.
• Establish a robust risk framework to
monitor and control the regulatory risk.
Enforce compliance and establish risk
awareness and risk reporting.
• Lobby policies with government
authorities in advance, either via your
company or an industry association.

Follow us @SRAsia_editor

2

Industry reputation receives boost
following positive regulatory reform

Most risk managers agree that regulatory
reform has improved the strength,
transparency and reputation of the industry
that they operate in. In the StrategicRISK
survey, 42% ‘somewhat agreed’ with this
statement, 4% ‘strong agreed’, and 25%
‘somewhat disagreed’ (see chart, right).
BMW Brilliance risk and insurance
manager Sharon Shi said it was important
to take a long-term view on the potential
impact of regulatory reform.
“In the short-term, it seems regulation
changes might have more impact on
growth, [with] more operational costs,
more process clarification [and] training.
But in the long-term, it really enables a
company to grow in a sustainable way,”
she said.
Shi points to China’s Anti-Monopoly
Law, Environmental Law and New Energy
Vehicle regulation as conventions that are
driving positive change for the long-term
growth and sustainability of the
automotive industry.
“It helps the industry in China to develop
in a healthy way after a sharp [growth] in
China’s automotive industry, especially in the
premium segment,” she said.

3

Brad Tymmons, enterprise risk and
insurance manager at EnergyAustralia
agreed that regulation had helped improve
the reputation of the energy and power
industry in Australia (see page 8).
EnergyAustralia and four other major
industry players were brought before the
regulator for unsolicited sales tactics.
“All of us have banned door-knocking
[as a result of a regulatory breach and
fine] – it’s now not a practice for us to get
new customers,” Tymmons said.
“That has been a huge change and it
changes the perception of [our company]
in customers’ eyes. We’re controlling our
brand more and making decisions by
responding to what customers expect and
need from us, and that’s not cold call
door-knocking,” he said.
Failure to adhere to regulatory
standards also has an impact on
investment, according to Deloitte
Southeast Asia financial services industry
leader Ho Kok Yong.
“We do see a lot investors coming
looking at other emerging markets like
Myanmar and Vietnam, and if you are not
up to speed and you’re not transparent and

Measurement of compliance
programmes seen as a challenge

About one-third of risk and insurance
managers (34%) fail to measure the
effectiveness of their regulatory/
compliance programmes, according to the
StrategicRISK survey.
Of those (and the 14% that were unsure
of whether they measured success),
52.38% cited lack of knowledge in how to
do so and 42.86% said they had a lack of
relevant data. One risk manager also
blamed a lack of management support.
Commenting on the results,
Scentre Group chief risk officer Eamonn
Cunningham said compliance can be
difficult to measure.
“To some extent it’s almost like how do
you measure the efficacy or the quality of
your insurance programme when you haven’t
had any claims during the year?” he said.
“You could say we haven’t been fined
– that may be one measure – but in my
mind it’s less about that. It’s more about the
quality and the awareness of the legal

department [to deploy] notions of the need
for everybody in the enterprise to behave
and act in a responsible, ethical and legal
way at all times.”
Willis Singapore executive director Alex
Thoms added that “it very much depends on
the lense through which ‘measurement’ is
being viewed”.
“On the one hand, if we are talking about
effectiveness in terms of actually complying
with regulation then I would have expected
this figure to be higher. On the other hand,
if we are talking about effectiveness in terms
of the impact that regulation/compliance
has on a company’s day to day operations,
then the figure doesn’t surprise me as I’m
not sure that this aspect always falls within
a risk manager’s remit,” he said.
“One area of increasing focus that we are
seeing among a number of our own clients
is whether their insurance programmes are
compliant with insurance regulation. This is
particularly the case for companies with

REPUTATION AT STAKE
To what extent do you agree with the
following statement: “Recent changes to
regulation have improved the strength,
transparency and reputation of the
industry that my business operates in.”

2%
42%
29%
25%
2%

	Strongly agree
Somewhat agree

	Neither disagree nor agree
Somewhat disagree
Strongly disagree

you don’t adopt best practices, then people
may give you a miss in terms of
investment,” he said.

BOX TICKING
Do you measure the effectiveness
of your compliance/regulation
programmes?

34%
13%
53%

No
Unsure
Yes

operations overseas, where there is a need
to ensure admitted/non-admitted
regulations are adhered to – particularly
given the effect that getting things wrong
can have on securing and distributing
claims payments.”
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THE BIG QUESTION

What’s your risk
appetite for a
regulatory breach?
Firms often have thousands of pieces of legislation with which they must abide.
But is 100% compliance possible, or even necessary?
Australian power companies know all too
well what it means to be on the wrong side
of the regulator.
In the past 18 months, five of the
country’s major players have been slapped
with hefty fines by the Australian
Competition and Consumer Commission
over the conduct of some of its salespeople,
with the firms now banning the practice of
door-to-door selling.
EnergyAustralia was one of the
companies involved, and was hit with a
$1.2m fine in April last year.
The company’s enterprise risk and
insurance manager Brad Tymmons says the
fine drove a “huge change” in the company’s
risk appetite for regulatory breaches.
“We’re much more cautious; we
improved our systems, and we put in a lot
more resources. Our risk appetite for
regulatory breach is now very low,” he says.
To help manage the regulatory risk,
Tymmons has now risk ranked
EnergyAustralia’s legal obligations – of
which there are more than 6,000.
“We’ve risked ranked regulations as low,
medium and high. Those that are high, we
certify our compliance quarterly, [and] those
at the medium and lower ends of the risk
rankings we certify less frequently,” he says.
The company’s performance is then
measured against that, with bi-monthly
reports to the audit and risk committee that
incorporate any regulatory breaches, near
misses and changes to regulation.
“If there’s a change of regulation we can
catch this proactively rather than reactively
so we can put the right processes and
systems in place to make sure we maintain
our compliance with any regulation,”
Tymmons explains.
But not every one agrees with assigning a
risk rating to compliance issues.
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Our regulation risk
appetite must be that
there’s no option here – it’s
binary – you either comply or
you don’t and it would be a very
brave organisation to play in the
grey space”
Eamonn Cunningham
Scentre Group

Scentre Group chief risk officer Eamonn
Cunningham says “regulatory compliance is
not optional”.
“Our [regulation risk] appetite must be
that there’s no option here – it’s binary
– you either comply or you don’t and it
would be a very brave organisation to set up
a regime where they play in the grey space,
they shouldn’t be. The whole intent must be
about ensuring regulatory compliance as
a base.”
So it Scentre Group 100% compliant?
“That can be a difficult question to
answer. But an easy question to answer is
– are you doing all that’s reasonably within
your power to ensure that as far as you’re
concerned the systems deployed are being
compliant with prevailing law.”
And on this point, Tymmons and
Cunningham agree.
Tymmons says: “I’m an advocate of
regulation – there’s absolutely a need for
regulation. The problem is [when] regulation
comes into a company and you need to make
changes to your processes and your systems
so you can comply with that regulation.
“It does take a while for companies to
establish the right people, processes and
systems for regulatory changes and so you

go through a period where you feel like it’s
stifling growth and taking you away from
business as usual.”
Nearly one-quarter (24%) of respondents
to the StrategicRISK survey agree that
regulation had stifled growth in the major
jurisdictions that it operates.
And that is not expected to slow any time
soon. In fact, more than half of risk
managers (56%) expect regulation to
increase in the next 12 months and yet only
11% of risk managers said they felt “very
prepared” for incoming regulatory changes.
So should risk mangers take a ‘risk-based’
approach to compliance?
Michael Tooma, partner at Norton Rose
Fulbright, thinks so.
“We have an obsession around talking
about law and compliance,” Tooma says.
“We need to start looking at regulation and
compliance a little bit differently.
“Is it desirable to comply with all laws?
Should we actually be building in risk
management in our legal compliance
strategies?” he asks.

Relationship with compliance

Risk managers can only help with
‘rating’ regulatory risks, however, if they
have a relationship with the individual
or team responsible for ensuring the
company’s compliance.
The primary responsibility for regulation
in most firms (44%) lies with the in-house
legal department, according to the
StrategicRISK survey.
And, encouragingly, most risk managers
are engaged with this function: 76% said
they had ‘some involvement’ with their
firms’ regulation, while a further 17% said
they were ‘very involved’. Only 7% of risk
managers said they had ‘no involvement’ in
regulatory matters.

Follow us @SRAsia_editor

CHALLENGES

“Legal know the law while risk know the
consequence of the law to the business,” one
respondent said.
And while no risk managers would like their
involvement with the legal/compliance
function to decrease, risk managers were
almost split down the middle between wanting
their involvement with the function to increase
(48%) or stay the same (52%).
“Changes to regulations and regulatory
compliance inevitably impact business. It is the
duty of risk managers to manage uncertainties
resulting from regulatory changes that may
impact business objectives,” an advocate said.
But others were happy with their
involvement of regulatory matters.
“The balance is correct. The various
functions need to have clearly defined roles
and responsibilities with respect to the
management of regulatory relationships, legal
interpretation and advice on regulatory
requirements and the risk personnel providing
advice on the enterprise and operational risks
associated with that regulator or regulatory
matter,” one respondent said.

We asked risk
managers what the
key challenge is to
managing regulation
risks. This is what
they said:

“Lack of clarity on changes that
happen very frequently”
“Different interpretation of
regulations, or changing
interpretation of laws”
“The speed and agility required
in adapting to the new regulatory
requirements”

LOOKING AHEAD

How prepared are you for incoming regulatory changes?

11%

Very prepared

47%

Somewhat
prepared

22%
Somewhat
prepared

20%

Neither
prepared or
unprepared

Do you expect regulation in the major jurisdictions that you
operate to increase, decrease or stay about the same?

56%
Increase

2%

Decrease

42%

Stay about the
same

“Frequent changes in regulations
or too short for readiness in order
to comply with latest changes
of rules; change of government
or policy maker; protecting or
preserving domestic market by
the government”
“Costs in engaging third party
counsels and justifying the budget”
“The application of the regulation at
the industry. Sometimes the law is
there while the detailed application
at the industry level may not be
well specified”
“‘Evolving’ regulation, like in China
or India, where the law says
something but common practices
say otherwise”
“Keeping in step with fast-paced
changes in regulations over a
wide region”
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THE REGIONAL SNAPSHOT

WHICH REGION
IN APAC CARRIES
THE GREATEST
REGULATORY
RISK FOR YOUR
BUSINESS?
20% OF RESPONDENTS CHOSE CHINA,

Regulation
by region
China, Indonesia, Singapore and India came
up as the top regions that risk managers
are most concerned about when it comes to
regulation. So why these regions, and what’s on the
horizon in the next 12 months?
Red tape and regulation is
often cited as one of the top
barriers to growth and
innovation. But left unregulated,
the risk of corruption and
monopolistic behaviours in a
sector looms large.
Certainly, one of the key
challenges for multinationals is
navigating the often murky
waters of regulation in each of
the jurisdictions in which it
operates. While in one country
it might be perfectly acceptable
and even expected to give gifts
and other incentives to potential
clients, the same practice in a
neighbouring country can be
deemed as bribery and land you
in hot water.
So which countries are risk
managers most concerned about
from a regulatory perspective?
China, Indonesia and
Singapore, according to the
StrategicRISK regulation risk
survey of the region’s top risk
and insurance managers.
Outside of Asia-Pacific,
54% of risk managers chose the
US as having the greatest
regulatory risk to their business.
This was followed by the UK
(16%), Germany (12%) and the
UAE (11%). See chart, right.
“China and Indonesia have
two of the largest economies in
Asia, so if you are doing
business in Asia-Pacific, you are
very likely to be dealing with
them,” said Lockton Asia-Pacific
director and head of political
and credit risks Mark Thomas.

10 |

“The opportunities offered by
all three countries draw foreign
business and this will continue
to grow. The risks, however,
need to be identified and
managed,” he said.
Risk managers were quick to
point out some of the key
regulatory challenges of
operating in the region, with
the most frequent responses
being regular changes to the
law, and biased regulations
towards local players.
“‘Evolving’ regulation, like in
China or India, where the law
says one thing but common
practices say otherwise,”
one said.
“The lack of understanding
and application of regulatory
requirements of the country you
are operating in but may not be
based in,” said another.
“Generally there is no
consensus among international
regulators, which leads to
disparate and potentially
conflicting obligations. Also
some jurisdictions provide little
opportunity to comment and
often arbitrarily impose new
regulations with little lead time
and minimal details,” a third
risk manager said.
On the following pages, we
highlight the four countries of
most concern to risk managers
– China, Indonesia, Singapore
and India – and ask legal
experts what should be on risk
managers’ radars in each of
those regions.

| The Knowledge 2015

WHILE 9% CHOSE AUSTRALIA

10%
India

GLOBAL FOCUS
Outside of Asia-Pacific, which
region/s do you perceive to carry
the greatest regulatory risks to
your business?

54%
11%
16%
12%
7%

	US
UAE

	UK

Germany
France

Follow us @SRAsia_editor

THAILAND

“Frequent changes of government
in Thailand has greatly impacted
policy making continuity and created
a huge element of uncertainty,
particularly for companies with longterm investment plans.”
Chan Jin Lai – BMI Research

20%
China

3%

4%

Japan

Thailand

3%
7%

11%

“The Securities & Futures Commission
of Hong Kong (SFC) said it would focus
on targeting decision-makers and
incentive-setters in regulated firms, in a
bid to avert future misconduct by holding
individuals accountable. Few of the
international banks in the territory will find
the Hong Kong’s regulatory attitude to
conduct any more lenient than US or UK
regulators. With an active enforcement
record, the SFC will be looking to make
its position on culture clear.”
Thomson Reuters State of
Regulatory Reform 2015 report

INDONESIA

Hong
Kong

5%

Vietnam

HONG KONG

Philippines

According to the World Bank’s Ease of
Doing Business Index, Indonesia ranked
114th in 2014, well below its South
East Asian peers like Vietnam and the
Philippines (78 and 95, respectively)

8%

Malaysia

Singapore

MYANMAR

12%
Indonesia

9%

Australia

BIG NUMBERS

$700m $489m
The amount of money that Malaysian
prime minister Najib Razak has been
accused of stealing from state fund
1Malaysia Development Berhad (1MDB)

The fine that Chinese regulators
slapped GlaxoSmithKline with
last year for bribing hospitals and
doctors to use their products

Myanmar Brewery head of risk
management Jagath Guru on the
country’s general election on
8 November, which saw a victory for
Aung San Suu Kyi’s National League
for Democracy (NLD) party. It was
the country’s first openly-contested
election since 1990:
“People in Myanmar wanted
change and now change [has
been] given with a landslide victory
achieved by the new government.
However, the most pertinent question
is whether the new government
has the required competency and
capability to bring about the kind
of transformation that is expected.
By and large, with this victory it still
requires the new government to work
together with the previous ruling party
government. Hence, the success
very much lies on the collaboration of
these parties.
“Many investors have indeed
recognised that Myanmar is the
best market to be in, given that it
has many untapped potential
markets, particularly for the
insurance industry.”
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THE COUNTRY REPORTS

Regional regulation:
the legal perspective
We asked four lawyers what should be on risk managers’ radars in China, India, Indonesia and Singapore

CHINA

INDIA

Robert Hunt, partner, Herbert Smith Freehills

Raja Bose, administrative partner, K&L Gates

it. But once you get involved
with local authorities on the
ground in China, it’s much
more difficult. You’ve got
the potential of dawn raids,
you don’t have the same
protections that you have in
other jurisdictions, you don’t
have legal privilege, and you
don’t have the same rights
for legal representation. It’s all
done behind closed doors and
the situation often becomes
very challenging.”

understand. Its problem really
is the current backlog of 30
million cases that are working
their way through the courts.”

What trends have you
seen in China’s
regulatory landscape?
“China has always been a high
risk country for multinationals
and the US regulators have
been particularly focused on
it for quite a number of years.
If you look at the number of
regulatory enforcement actions
coming from the US under the
FCPA you’ll find that a large
proportion of those come out
of China and that’s because
US-listed businesses have
been expanding there and
getting into difficulties.
“But what we’ve seen over
the past couple of years is
a real uptick in enforcement
within the domestic landscape.
“At the same time, we’ve also
seen a similar uptick in terms of
the anti-competition regulation
across a number of sectors,
with the automotive industry
subject to particular scrutiny.”

What are your clients
in China most
concerned about?
“When you’re dealing with US
and UK authorities, you tend
to know what is on their radar
and know how to deal with

12 |

Are there any
benefits of China’s
crackdown?

“In some ways the campaign
is making life a bit easier for
multinationals to operate
because the pressure that
they used to have to provide
lavish entertainment and gifts
is actually going away.”

What do you think
will be the next
sector to be
targeted?

“The financial services industry
and the automotive industry.
We’ve already seen a number
of enforcement actions there.
There has also been a lot in
the press recently about a big
domestic regulatory clampdown
following the stock market
collapse over the summer and
some multinationals have been
caught up in that. Processes
around approvals for IPOs in
China are also coming under
the spotlight.”

| The Knowledge 2015

What are your clients’
main concerns when
it comes to regulation
in India?
“We find that the greatest
difficulties for clients seeking
to operate in India are
inconsistency in interpretation
of laws and excessive
bureaucracy.
“What keeps a US or an
EU (general counsel) awake
at night is not so much an
international arbitration where
at least people are, by and
large, playing by the same
set of rules. But it is domestic
litigation where invariably
they are on the receiving end
and they often feel there is
a conspiracy between their
own local counsel, the judge
and the other side, to drag
something on for as long as
possible. Proceedings are
often not in English, they’re
dealing with a legal system
that is different from their
own, it’s expensive, there are
endemic delays, and there
are issues of corruption and
the ‘home ground’ advantage
that the respondent has. The
theoretical framework [of
Indian law] is not difficult to

Which industries
are likely to face
increasing regulation
in the near future?

“In our opinion we are likely to
see much greater regulation in
the food and pharmaceuticals
industries. There’s a lot of
interfacing with those two
industries and the US Food
and Drug Administration.”

Where is there a
need for more
regulation?

“India could benefit from greater
regulation in the enforcement
and recourse mechanism, and
white collar crime.
“Internal corruption is
endemic. While you are
prosecuting corruption, you
are often finding yourself in the
middle of corruption issues.
“The enforcement of
International Arbitration Award
is supposed to be a relatively
straightforward process. There
are very few grounds on which
you can reopen a case. But in
certain cases the judges take it
upon themselves to effectively
retry the entire case. It means
that there is no certainty. What
should be a straightforward
one-day affair becomes a
one-year affair, with multiple
appearances in court and lots
of fees.”

Follow us @SRAsia_editor

INDONESIA

SINGAPORE

Michael Horn, partner, DLA Piper Singapore

Ian Stewart, partner, Clyde & Co

when these are ‘business to
business’. Risk managers
should assess the essential
nature of any service delivered
by a particular project and
the likelihood of government
backing, despite the absence of
a formal guaranty.”

What are the top
risks facing the
Indonesian economy?
“Exchange rate and interest
rate risks are high on the
list of risks confronting the
Indonesian economy. The slide
of the Rupiah and growing
likelihood of a Fed rate increase
pressures dollar borrowers,
import-dependent businesses
and infrastructure projects with
un-hedged Rupiah revenues.
Borrower defaults look likely
to accelerate.”

What role do
government
guaranties play in
helping to facilitate
growth in Indonesia?

“Risks within the projects
sector will fundamentally
challenge growth in the
Indonesian economy.
These risks stubbornly
persist despite president
Jokowi’s public pledge that
aggressively addressing these
are central policy goals. The
government remains averse to
providing project guaranties,
as confirmed by awarding
the Bandung high speed
rail project to a bidder not
requiring guaranties, despite
funding costs that are reported
to be higher. There is no
reason to expect that project
guaranties will become any
easier to obtain.
“The Bandung high speed
rail project confirms that the
government is open to State
financial exposure through
state-owned enterprises (SOEs),

SOEs vs PPPs:
which does the
government prefer?

“The government appears to
view projects led by SOEs
as quicker to execute than
public-private partnerships
(PPP). PPP investors sizing
development and bid
costs will need to consider
government commitment
to a PPP execution. The
government’s impatience with
PPPs may reflect the slow
progress in agreeing suitable
viability gap funding (a form of
government support funding),
land acquisition difficulties and
debates about the appropriate
risk allocation as between
public and private interests.
“Reliance on SOEs
presents its own risks, such
as capital injections held up
by parliament and tightening
borrowing market conditions.
There is some private sector
wariness that an SOE may
edge out private parties after
time and money are spent on
developing projects pitched to
the private sector.”

What risks do the
Indonesian courts
present?

“The market awaits new
regulations to replace the Water
Resources Law, which was
struck down as unconstitutional.
Existing and planned water
projects seek clarity on the roles
of the state and private sector
... while other industries might
wonder if they will be the next to
be disrupted.”

competing on an uneven
playing field.”

What trends have you
seen in the market
over the past year?
Why do you think
Singapore rated so
highly in our survey?

“It’s important to emphasise
that Singapore faces a very
different set of regulatory issues
and challenges to jurisdictions
like China and Indonesia.
In the case of Singapore,
its regulatory infrastructure
and operating environment
is both sophisticated and
comprehensive.
“But a highly regulated market
is not necessarily a bad thing. In
fact, it’s played an important role
in creating both a transparent
business environment and also
one in which market participants
can operate with greater
certainty of outcomes.
“However, there are
challenges for organisations
operating within a highly
regulated environment. The risk,
and typically the consequences,
of non-compliance become
a much greater concern. For
example, this can result in much
greater compliance costs and
greater challenges in achieving
compliance particularly where
the rate of regulatory change
is considered too fast, and this
exposure brings with it further
reputational risks.
“It can also result in internal
conflict between risk managers
and the business if increased
regulation is perceived as an
impediment to innovation.
“And, finally, smaller
organisations with less
resources to dedicate to
compliance matters may
form the view that they are

“There’s been an increasing
focus on financial crime, with
the Monetary Authority of
Singapore issuing revised
notices to all financial
institutions on anti-money
laundering and countering
the financing of terrorism.
Those changes include
requirements to conduct more
comprehensive risk assessment
reviews and to undertake
additional reporting.
“There’s also been a focus
on new technologies, both
financial and otherwise,
and the impact of those
technologies on consumers.
“We’re also seeing an
ongoing evaluation of
Singapore’s regulatory
requirements and environment
in the context of the upcoming
establishment of the ASEAN
economic community.”

How will regulation
evolve over the
coming year?

“We will definitely see new
regulations implemented
to deal with [new forms of
financial technology].
“There are also new
regulations addressing
corporate governance for
Singapore-incorporated
insurance companies which
will take effect in 2016. This
includes new requirements for
independent representation
on the boards of Singaporeincorporated insurers and the
establishment of committees to
provide oversight.
“We’ll also see companies
coming to grips with a raft of
amendments to the Singapore
Companies Act.”
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THE CHALLENGE

The blurry lines of
anti-bribery laws
A donation here, a $100 fee there; for some firms, a payment to a local official or customs officer is a
small price to pay for “a ticket to play” in that market. But while the tide of acceptance around
bribes is starting to turn, there are still many grey areas that firms can play in
Earlier this year, BHP Billiton
was slapped with a $25m fine
and charged by the US Securities
and Exchange Commission (SEC)
for violating anti-bribery laws at
the 2008 Beijing Olympics.
BHP, a major sponsor of the
games, invited 176 government
officials to attend the Olympics
at the company’s expense,
including 98 who worked for
state-owned enterprises that
were customers or suppliers.
The 60 officials who agreed to
attend were mainly from Africa
and Asia and enjoyed packages
worth up to $16,000. In its
ruling, the SEC said that the
company recognised the
heightened bribery risks
associated with inviting the
officials but had failed to “devise
and maintain sufficient internal
controls” to deal with it.
The huge fine and reputation
battering that BHP Billiton
suffered as a result of the breach
and six-year investigation has
caused other firms to reassess
their own exposure when it
comes to corporate hospitality
and entertaining.
One risk manager told
StrategicRISK that the main
difficulty with anti-bribery and
corruption laws was the lack of
definition around what is
considered “excessive” and what
“adequate” mitigation
procedures look like.
“How do you really draw a
line between rewarding your
loyal customers and clients,
which people do all the time,
and dealing with the potential
for being struck down by a
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REPORTING
CORRUPTION
QUESTION: “IF YOU FAILED TO WIN BUSINESS BECAUSE A CORRUPT
COMPETITOR PAID A BRIBE, WHAT ACTION DID YOU TAKE?”
Complained to
contract awarder
Tried to gather evidence
for legal action

42% 27% 24%
Nothing

Reported to police
Reported to
civil society

19% 9

%

8% 4

%

Reported
to embassy
Confidential report
to journalist

Source: Control Risks International Business
Attitudes To Corruption Survey 2015/2016

How do you really
draw a line
between rewarding
your loyal customers
and clients, which
people do all the time,
and dealing with the
potential for being
struck down for a
breach of anti-bribery
laws?”

breach of anti-bribery laws? It’s
a very blurry line,” he said.
The risk manager said his
company had recently tightened
its risk mitigation strategies
around its corporate hospitality
programme, but there were still
“grey areas” causing concern.
“We’re looking at how we
take extra steps to navigate any
potential issues, with legal and
risk now independently vetting
hospitality applications that
come through sales.”

Australia-based
risk manager

The cost of corruption

| The Knowledge 2015

For global corporates, the key
pieces of legislation guiding
anti-corruption practices are the
US Foreign Corrupt Practices Act
(FCPA), the UK Bribery Act and
domestic legislation.

According to a recent survey
by Control Risks, a security and
political risk consultancy, 50%
of western firms said the FCPA
was what was driving their
anti-corruption agenda.
And when the FCPA can fine
a guilty party up to $2m per
violation and a breach of the
Bribery Act can result in an
unlimited fine and up to 10
years’ imprisonment, it’s no
wonder global corporates are
taking the issue seriously.
But are low level bribes
simply an accepted ‘ticket to
play’ in some markets?
Lend Lead group head of risk
and insurance Kevin Bates argues
that it depends on the culture
and strategy of a company. “We
have a zero tolerance for bribery

Follow us @SRAsia_editor

FIVE TIPS FOR CURBING
CORRUPTION RISK

BY CONTROL RISKS CHIEF EXECUTIVE RICHARD FENNING

1. Embed corruption risk into
strategic planning

and corruption,” he says. “We are
a completely compliant business
and we will absolutely not
encourage, condone or authorise
anything that is illegal.”
It’s a noble stance,
particularly when corruption is a
key issue in some of the markets
that Lend Lease operates in.
China, for example, scored
36 out of 100 on the corruption
index last year, where zero is
highly corrupt and 100 is very
clean. In Asia-Pacific, only
North Korea, Cambodia,
Myanmar, Vietnam and
Indonesia scored worse.
“China is a core market for
growth for sure but we’re not in
the business of competing with
local players there,” Bates says,
adding that the group will only
work for other multinationals in
the country.
In fact, Lend Lease went from
operating in 39 countries not so
long ago to just 11 today. Safety
and corruption were some of the
reasons that the group pulled out
of certain regions over the years.
Understanding the context
of your operating markets is
essential, agrees Control Risks
senior managing director,
Australia Pacific, Jason Rance.
“It’s vital that businesses
understand the politics, the
regulatory environment, the
culture – particularly with regards
to bribery and corruption – and
the enforcement regimes in
place,” he says.
Rance is also an advocate for
whistle blowing lines which he
says leads to issues being
uncovered faster and at less cost.

Too often, companies wait until after a market
strategy is developed and implemented to
consider the risk of corruption. However, the
companies most successful at working in high
corruption-risk environments are factoring
corruption into their market assessments and
strategic planning.

2. Look beyond the country
level to find lower-risk deals
in higher-risk markets

Many firms are still too sweeping in their
approach to country risk, choosing to avoid
complex environments entirely rather than
find ways of engaging with them.

3. Scrutinise deals early on and
be prepared to pass on them

External due diligence is a prime source of
information for companies where corruption is
the reason for pulling out of a deal, making it a
critical tool in avoiding corruption.

4. Carefully plan how to
implement ‘zero tolerance’ policy
When rolling out a ‘zero tolerance’ stance to
new locations, conduct a detailed risk
assessment first and plan resistance
strategies for how to deal with corrupt
officials in advance.

5. Give your frontline people the
support they need, train them
for the environment they face
and set the right incentives
Take into account the environment in which
employees work when creating training
and use the insight they provide about the
situations they face to inform the development
of the programme.
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THE BIG STORY

The case for
global data loss
notification laws
VTech is the latest in a long line of companies to make headlines for a data breach. But will this be
the catalyst for new cyber security regulation?
The personal information of
almost 5 million parents and
more than 6 million children
was stolen in November after a
hacker broke into the servers of
a company that sells kids toys
and gadgets.
The breach of the Hong
Kong-based company VTech
included the names, email
addresses, passwords and home
addresses of parents and the
first names, genders and
birthdays of their children.
This is the fourth largest
consumer data breach to date,
according to the website Have I
Been Pwned, the most well
known repository of data
breaches online.
Minter Ellison head of
insurance and corporate risk
(Asia) Will Harrison says the
breach could lead to a change
in Hong Kong’s cyber security
legislation.
“There is no provision for
mandatory reporting of data
breaches in Hong Kong and no
published proposals to introduce
any such requirements. However,
Hong Kong has a history of
legislating in these areas only
when there is a sufficient public
outcry,” he says (see box
out, right).
“It remains to be seen if the
recent theft of thousands of
children’s and their parents
personal information from Hong
Kong toy maker, Vtech, could
lead to a change on this front.”
As a result of the breach,
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VTech’s stock price dipped to a
year low and the firm has faced
criticism for its poor security
standards.
According to a Vice
Motherboard report, which
exposed the leak, the hack was
perpetrated with an SQL
injection – a simple and wellknown hacking technique that
firms should be prepared for.
The breach also highlights
how digital products aimed at
children often have far weaker
security than other computer
products, and may pose a threat
to a booming industry.
Shipments of toys that
connect to the Internet will rise
200% over the next five years,
according to estimates by
UK-based Juniper Research.
The VTech incident has
reignited the discussion for data
breach notification laws around
the world.
Deloitte Southeast Asia
financial services industry leader
Ho Kok Yong believes that cyber
security standards need to
become centralised and global.
“Over time, there will be no
choice. People will have to move
towards one standard. The US
standard is at one end of the
scale and then [in Asia] you
have the other end of the scale,”
he says.
“Over time they will have to
meet in the middle. The
challenge is they have to do it
faster and sooner rather than
later because today’s businesses
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Hong Kong has a
history of legislating
in areas only when there
is sufficient public outcry”
Will Harrison
Minter Ellison

are really dependent on
technology and cyber space.”
But Willis Singapore
executive director Alex Thoms
says that, regulation or not,
“companies in Asia should be
taking a very proactive
approach to fully understanding
their cyber risks, looking at the
risk mitigants in place, and
considering cyber insurance as a
potential risk transfer solution”.
“The financial consequences
of a cyber event can materially
effect a company’s bottom line
– whether directly as a result of
fines, penalties, recovery costs
and the like, or indirectly as a
result of subsequent customer
loss,” Thoms says.
“Ignoring cyber risk
shouldn’t be an option.”

IT SECURITY BUDGETS IN SINGAPORE NEED 50% BOOST
Almost one in three Singapore
companies still lack confidence
in their ability to detect
sophisticated cyber attacks,
according to EY’s Global
Information Security Survey
(GISS) 2015.
The survey found that 80%
of Singapore respondents do
not believe their information
security structure fully meets
their organisation’s needs.
And when it comes to
IT security budgets, most
Singapore respondents (56%)
said their budgets should
be increased by up to 50%

to align their organisation’s
need for protection with its
managements’ tolerance
for risk.
EY Asia-Pacific cyber
security leader Paul O’Rourke
said: “[Businesses] should
develop a laser-like focus
on cyber security and make
the required investments.
The only way to make the
digital world fully operational
and sustainable is to enable
organisations to protect
themselves and their clients
and to create trust in
their brand.”
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CHANGES LOOM FOR CYBER REGULATION
MINTER ELLISON HEAD OF INSURANCE AND CORPORATE RISK (ASIA) WILL HARRISON GIVES HIS TAKE
ON THE STATE OF PLAY OF CYBER REGULATION IN AUSTRALIA, SINGAPORE AND HONG KONG

AUSTRALIA

On 4 December, the Australian
Government released draft
legislation providing for the
mandatory data breach
notification and commenced
a consultation process.
The government intends to
introduce the bill to parliament
in the first half of 2016.
The legislation would mark
a significant increase in the
level of cyber regulation in
Australia. The current regime
is somewhat piecemeal, being
found in the Corporations Act
2001, the Privacy Act 1988
and various other industry
specific legislation. The
principal regulator, the Office
of the Australian Information
Commissioner, currently runs a
voluntary notification regime.
Breach of the current regime
can lead to compensation
orders or pecuniary penalties
being imposed and also
increasingly exposes
companies to class action
litigation from the affected
persons. For listed companies,
the securities regulator, ASIC,
has made repeated public

– REPORT
In terms of the most likely
sources of cyber attacks,
Singapore respondents rated
hacktivists (74%) as the top
source of cyber attacks, with
cyber criminals (62%) and
employees (41%) taking the next
top spots.
Gerry Chng, Asean and
Singapore information
security leader said: “With
the widespread focus on
digitisation and productivity
improvements using technology
as an enabler, employees are
increasingly having access to
more digital information.”

statements noting the listed
company directors’ duties
could be breached by a failure
to manage cyber risks.
The trend going forward
is clearly one of increasing
concern from government
and regulatory authorities
leading to new rules across
multiple regulatory spheres,
together with increased and
more creative enforcement of
existing rules.

SINGAPORE

Singapore’s cyber-related
legislation is extensive and,
potentially, intrusive for
businesses.
The recent Computer
Misuse and Cybersecurity Act
(CMCA) is a key part of the
implementation of the its fiveyear ‘National Cyber Security
Masterplan 2018’. Under the
CMCA, the government is
entitled to take pre-emptive
measures to prevent, detect
and counter threats to
“essential” industries, national
security and foreign relations.
Under the CMCA, the Home
Minister has power to issue

a certificate to require any
person to: provide information
obtained from a computer
controlled or operated by that
person which is necessary to
identify, detect or counter any
threat; and to provide a report
of a breach (or an attempted
breach) of security fitting the
description specified in the
Home Minister’s certificate.
Singapore has also
recently enacted the Personal
Data Protection Act, which
addresses data privacy and has
various regulatory guidelines,
including the Monetary Authority
of Singapore’s “Technology
Risk Management Notice and
Guidelines” which promote data
and cyber security.
The Singapore approach
is quite distinct from other
jurisdictions, with cyber
security treated as a matter
similar to national security.
From this, it can be assumed
that Singapore would
not hesitate to introduce
further requirements such
as a general data breach
notification obligation, if it
believed it was necessary.

HONG KONG

The key legislation relating to
cyber security is the Personal
Data (Privacy) Ordinance
and the Computer Crimes
Ordinance. The former
addresses the collection,
use and transfer of personal
data and is not directly
aimed at addressing cyber
crime. The Computer Crimes
Ordinance amended various
other existing ordinances
to create various offences
including those relating to
the unauthorised access to a
computer or unlawfully altering
any data on a computer.
The Privacy Commissioner
has transformed since the
scandal relating to the sale
by Octopus (the cashless
payment card provider) of
customer data to certain life
insurers. The regulator now
adopts a “name and shame”
approach to companies that
do not deal with customers’
data adequately. This has
been coupled with a far greater
awareness among the public of
its rights and an increase in the
number of complaints.

GLOBAL SNAPSHOT OF CYBER ATTACKS AND SECURITY
Industries

Likely sources of
cyber attacks

Top priorities for
information security

Consumer
products

Employees: 61%
Criminal syndicates: 52%
External contractors: 43%

Business continuity/disaster
recovery resilience: 59%
Data leakage/data loss prevention: 50%
Incident response capabilities: 40%

38%

Data leakage/data loss prevention: 67%
Business continuity/disaster recovery: 56%
Identify and access management: 56%

33%

Business continuity/disaster protection: 52%
Data leakage/data loss prevention: 44%
Security operations, such as anti-virus,
patching, encryption: 43%

33%

Banking
Cyber attacks to steal
and capital financial information: 21%
markets
Malware: 20%
Fraud: 19%
Power and
utilities

Outdated security
information, careless or
unaware employees,
malware: 20% each

Companies
not changing
security budget
over next 12
months

Source: EY’s Global Information Security Survey 2015
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WE ASKED FOUR EXPERTS ABOUT THE ROLE OF
INTERNATIONAL INSURANCE PROGRAMMES

Kevin Bates, group head
of risk and insurance,
Lend Lease

Fernando Denes, head
of international sales and
distribution, Zurich Global
Corporate Asia Pacific

Tim Yeates, managing
director, Axco

Bruce Curby, client
director, Aon Risk
Services

The biggest issue we had
with implementing our
international programme wasn’t
actually in structuring and setting
it up; our broker and strategic
partners ensure we’ve got that
right so I’m confident about the
programme’s compliance.
“The biggest challenge came
from our internal people who
previously looked after their
insurance at a local level and felt
like we were taking something
away from them [when we
introduced the global
programme]. The challenge was
in helping them realise that they
remain a very valuable cog in the
wheel, and that even though we
now have a global programme
and the relationships and
compliance are done in head
office, they do get a lot of new
benefits with the international
deal that they didn’t previously.
Once they read the policy and
see the breadth of the coverage
and the limits that we’ve now got
are significantly higher, then
there isn’t really an argument or
a need to sell them the benefits.
“The other thing about
international programmes and
centralising these things is it’s so
much easier to see the full
picture in relation to claims to
see if there’s any patterns
emerging or if there’s any issues.
Points of escalation become
much easier too.”

Understanding how
international
programmes and country
insurance rules and regulations
work is key [to a business
operating successfully]. By
approaching risks from a global
perspective, coverage is analysed
in a flexible and holistic way; a
risk manager can consider what
options are available in each
country, and which countries
have more flexible legislation
that will allow you to provide
non-admitted cover. With this
approach, a risk manager can
match the coverage or certain
aspects of the coverage of the
parent company and then
balance that with local needs.
“The big benefit that an
international programme brings
is transparency around DIC/DIL
(difference in conditions/
difference in limits) or even
ground-up coverage on a
non-admitted basis. This provides
the ability to close any gaps in
coverage and clarify where and
how claims will be paid.
“For firms looking to
centralise their insurance
programs, property is a very
common place to start as firms
can clearly see the cost benefits.
But in terms of lines of business
that are easier to implement
into a global programme, it’s
actually financial lines insurance
that are simpler.”

There are very few firms
who have the resources
available to guarantee total
global compliance. Regulators
will, quite rightly, expect total
compliance however, so firms
need to take a balanced
approach to reconciling their
capacity with the regulatory
necessity.
“Key to balancing the two is
understanding, monitoring and
managing the regulatory risks
involved and the reputational
disadvantage of falling short.
Having independent, reliable
information will allow risk
managers to make informed
decisions and recommendations
based upon facts, data and
analysis and, of course,
quantification.
“Choosing between global
programmes and local policies
should be driven by the same
fundamental questions: Will the
policy pay out when needed,
where it is needed, and the
amount needed.
“Additional considerations
include: what does the local
policy cover, is it bespoke to
that country, how well are
claims processed and, of course,
how do costs compare? In many
cases, the best programmes are
mix of global and local, taking
the best of both.”

You can’t just say ‘a client
who is operating in 20 or
30 countries will automatically
fit a global [insurance]
programme’. Every one’s got to
be treated on its merits.
“Largely what we undertake
is a decision tree from the point
of view where we track through
the countries that the client is
in, what the compulsory
coverages are, is it nonadmitted, [and] what taxes
apply. And then [the client]
makes the decision for you as to
whether they want to go with a
global programme and/or
include a particular country in a
global programme or exclude it
and have local policies in place.
“For example, in Malaysia,
it’s far more difficult to have a
global programme because the
legislation largely states that …
all the premium needs to stay in
the country. So you can write
some difference in conditions/
different in limits, however, you
need to write to the full level of
the operations in Malaysia with
a local policy.
“The claims outcome also
needs to be part of the decision
process when structuring and
setting up a global programme.
The last thing you can have
happen is put a global
programme in place and then
the money from a claim can’t be
transferred to reinstate a loss.”
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EXPERT VIEW
ZURICH GLOBAL HEAD OF INTERNATIONAL SALES
AND DISTRIBUTION PETRA RIGA

THE CHALLENGES OF STRUCTURING
AND IMPLEMENTING INTERNATIONAL
INSURANCE PROGRAMMES
The uptake of international insurance
programmes is on the rise. Over the past
seven years, we have seen the number of
programmes grow at close to 10% year on
year, with Zurich on track to continue this
trend in 2015.
The key benefit of an international
insurance programme for a risk manager is
that they have consistent coverage across
the globe and oversight of all of their risks.
However, in order for the programme to
be effective, it must be structured and
implemented carefully and sustainably.
Zurich can issue a global policy that
covers 217 countries, with people on the
ground in each of those locations who
have expertise in terms of underwriting,
claims and service. But there are still about
140 countries that cannot fall within a
global insurance programme because their
regulatory environment does not allow nonadmitted insurance business, which means
clients must have a local policy in place.
This makes it difficult for a large multinational
to receive global consistency in terms of
coverage.
Right now that’s one of the big challenges
that we are addressing with the International
Association of Insurance Supervisors
(IAIS) alongside key customer associations
including the Federation of European Risk
Management Associations, the Risk and
Insurance Management Society, and the
Pan-Asia Risk and Insurance Management
Association.
The conversations we’re having are aimed
at making the insurance regulation for global
corporates more streamlined because most
insurance regulation is currently aimed at
retail customers and does not address the
needs of large multinational companies that
operate in 100+ countries.
One of the proposals we have put on the
table is to allow for non-admitted difference
in conditions/difference in limits (DIC/DIL)

cover. That would allow the local regulator
to manage the local contract and still receive
the tax income. But in cases where certain
coverage elements are not available in
the local market, we would be allowed to
cover the DIC/DIL from Switzerland or from
wherever the customer is headquartered
and where we issue the master policy.
That’s a very tangible, concrete proposal
that we have already put on paper and that
we are discussing to support our customers.
In the meantime, however, it’s vital
for customers to have a thorough
understanding of each local regulatory
environment that they operate within.
To this end, Zurich has developed a
Multinational Insurance Application (MIA) tool
which provides our underwriters with a very
clear view on the local regulation in each
country around the world, allowing us to
structure sustainable programmes.
To keep this up to date, we have more
than 150 external lawyers who are feeding
the system and providing us with regulatory
information on a constant basis to keep
it maintained. MIA is now used by more
than 3,900 customers and brokers from
30 countries to give them full transparency
about the regulatory landscape.
However, it’s not just structuring a
sustainable and compliant insurance
programme that is important. The
other equally important element is the
implementation of the programme.
The reality when it comes to international
programmes is that often it takes too long
to receive the final instructions and, as a
result, local policies are issued weeks or
months after inception date, running the
risk of not having contract certainty. So
how do we make sure that the policies are
issued on time and we don’t run the risk of
the regulator saying ‘the policy has not been
issued yet and there is a claim’?
One of the key mitigants is having a carrier

that has sustainable network management
in place, with local operations, where the
terms and conditions are agreed on a global
basis and then implemented on time into the
local markets from day one.
To assist our customers understanding
of this, Zurich has created an online tool
for our global customers called My Zurich.
This platform allows our customers to have
full transparency about the implementation
of their international programme and it also
gives them full risk control so they know that
the policies have been issued, the invoices
have been issued and they can see the
implementation status of their programme.
They also have full transparency about
all the claims related to their international
programme, all of their local policies, and all
of the MIA information to better understand
regulations.
Risk managers increasingly want this
information and this transparency so they
can fully understand their exposures, work
with the data and make sure that they are
operating compliantly.
The My Zurich tool also includes predictive
analytics, which allows a customer to see all
of their operating locations in the one place.
And if there’s a storm coming, for example,
the customer will receive an automatic email
alert about the severity of that storm and
when it is expected to hit their operations.
When you talk about the importance of
international programmes for customers, the
regulatory aspect is a very important one,
but I would say that the way an international
programme is implemented, ensuring that
we can can pay the claims and the policy
has been issued, is equally important to
ensure satisfaction and peace of mind for
our customers.
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POLITICAL
RISK
From the Chinese
government’s regulatory
crackdown to a new
government in Myanmar,
the past year has
brought vast changes to
the political environment
in Asia-Pacific
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Regulatory change tops
political risk concerns
Inaugural study benchmarks Asia-Pacific risk managers’ ability to manage and mitigate political risks
The regulatory and legal
minefield of Asia-Pacific is the
top political concern for risk
managers in the region.
This was one of the key
findings of StrategicRISK
Asia-Pacific’s first benchmarking
study into the political risks that
are most likely to impact
businesses and how firms are
managing these.
Adverse regulatory or legal
changes topped the list of
concerns, followed closely by
terrorism and license
cancellation/amendment, which
rounded out the top three
political risks (by likelihood and
financial impact).
The political risk survey
was completed by more than
50 members of the new
StrategicRISK Asia-Pacific
Advisory Panel, which is
comprised of risk managers
from a range of professions,
countries and territories.

Regulation risks

The ranking of political risks
did not come as a surprise to
Parima chairman and
International SOS group
general manager, risk
management and insurance,
Franck Baron.
“‘Adverse regulatory or legal
changes is explained by the
cross-border dimension of
modern trade and the high
likelihood of problems, even
though the impact seems lower
than terrorism,” he said.
SBS Transit risk manager Phil
Neo agreed.
“Adverse regulatory or legal
changes remains one of the [top]
concerns among organisations as
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it may affect their long-term
business,” he said.
Another Malaysian risk
manager told StrategicRISK that
the exposure lies in the frequency
of regulatory and legal changes
throughout the region.
Of the second top political
risk – terrorism – he added:
“The threat level varies from
one country to another in this
region. Though for the past 12
months, the threat is growing.”
But InterContinental Hotels
Group head of risk management,
greater China, Keith Xia said he
was surprised to see terrorism
rank so highly.
“From a ‘likelihood to occur’
and ‘financial impact’
[perspective], the terrorism risk
could be overstated in many
businesses. However, I do agree
that from the airline and public
service business perspective,
terrorism risk could be a high
concern,” he said.
Lockton Asia-Pacific director
and head of political and credit
risks Mark Thomas was also
surprised to see terrorism rate
above civil disturbance.
“Civil disturbances have
occurred more often and have
led to greater financial loss than
terrorist incidents,” he said.
Thomas was most surprised,
however, to see sovereign
non-payment so far down
the list.
“This is the most frequent
type of claim in the political
risks market. It costs the market
more in paid claims than any of
the other risks detailed,” he said.
But when it comes to
mitigating political risk, it seems
insurance is not the preferred
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tool for the vast majority of
respondents.
Only 20% of firms have a
political insurance policy (see
page 25). This is despite
political risk being a top 10 risk
for 80% of respondents.
Instead, risk managers are
using other tools and
mechanisms to mitigate their
exposure (see page 24), with a
political/economic risk analysis
being the most popular tool.
Joint ventures with a local
company and engagement with
a local government body were
also top choices.

‘Average’ at forecasting

Risk managers were also asked
to rate their ability to forecast
political risk on a scale of one to
five, with one being ‘very poor’

and five being ‘excellent’.
While, no respondents chose
either extremes on the scale,
the majority (56%) only rated
their ability to forecast political
risk as ‘average’, with 10%
selecting ‘poor’.
Baron said this illustrated
that most organisations were
not yet properly equipped to
monitor political exposures.
But there are ways to
improve, Xia said.
He suggested building
a network with risk managers
from diversified backgrounds
and expertise and
communicating with them
regularly.
He also recommended using a
consulting service, joining a risk
forum, and getting into a “habit
to read more diversified news”.

METHODOLOGY
Respondents were asked to rate 11 different political
risks by the likelihood of each one occurring in the
next 18 months and the estimated financial impact
this would have on their business. They were asked
to rate each political risk event on a scale of 1-5
(from 1 as very low to 5 as very high).
To plot the scatter graph, the average likelihood and
financial impact score was calculated for each risk and
plotted along the x-axis and y-axis, respectively. The
scatter graph also displays the average likelihood (2.17)
and financial impact (2.87) scores across all risks.
To identify the risks of highest concern a
combined average score was calculated for both
likelihood and financial impact for each risk and
ranked in order of size. The higher the score, the
more likely a risk is to occur and have a high
financial impact.
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TOP POLITICAL RISKS
WHY RISK MANAGERS ARE LOSING SLEEP
Source: StrategicRISK Political Risk Survey 2015
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Highlights from the
political risk survey
How a company mitigates its political risk is as unique as each country’s
geopolitical landscape. But there are some common concerns that can be addressed

1

There’s no one-size-fits-all
solution to mitigating political risk

The most commonly used tool to mitigate
political risk exposure is a thorough
political/economic risk analysis, according to
StrategicRISK’s survey respondents.
This was closely followed by the use of a
joint venture (JV) or alliance with a local
company, or engaging with a government
body in the host country (see table, right).
But the results for mitigation were
spread fairly evenly across the tools and
mechanisms, suggesting there is no one-sizefits-all approach to mitigating political risks.
Control Risks director of global risk
analysis, Asia-Pacific, Steve Wilfred said
that regardless of the tools used, firms
operating in politically unstable countries
needed to factor in additional costs for
political risk mitigation.
“A thorough joint venture analysis of your
potential partner is crucial and a recognition
that [in some countries] you’re going to have
to devote seemingly disproportionate
resources simply to manage the political risk
on a day-to-day basis,” he said.
Indeed, it would take a company with a
very high risk tolerance to operate
independently in a foreign country, said
Marriott International director of global
safety and security Danny Chan.
“Transferring risk by going into a joint
venture, or better understanding the new
markets by engaging the local government,
would certainly reduce the level of risk going
into a new market,” he said.
Vingroup chief risk officer Thu Ly said an
understanding of a country’s political
landscape should shape how a business
structures its operations when it is
considering entering a new country.
“For example, at an early stage, [a
company could] set up a JV with a local
partner or state-owned partner with a small
amount of capital. After 10 or 20 years,
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when [the firm] sees a positive change in
regulations and stable political conditions,
they can expand the business and put more
capital in and withdraw from the JV to
establish a 100% foreign-owned company,”
she said.
Lockton Asia-Pacific director and head of
political and credit risks Mark Thomas
agreed that JVs could be a useful political
risk mitigant.
“Engaging with local government is
essential and even local NGOs can be useful.
On large investment projects, we like to see
an environmental and social impact report
showing what improvements the project has
made to the local community and its
potential effect. Many large political risk
problems start as small, local problems.”
Parima chairman and International SOS
group general manager, risk management
and insurance, Franck Baron agreed that
“information is key” for political risks.
“Hence the need too for the right
connections locally to learn and understand
the local conditions. Strategic vision and
ambition is key for businesses but should be
coupled with a fair degree of humility about
other territories,” Baron said.

There is still a need to
have a simple yet robust
business continuity management
system to manage the
disruptions and crises impacting
your business from social
upheavals leading to political
changes to political changes
causing social upheavals”
Steven Lau, business continuity
manager, Hong Kong Airport

MITIGATION TOOL

USE

Political/economic risk analysis

16.09%

Use of a joint venture or alliance
with a local company

14.37%

Engagement with a
government body in the host
country

13.79%

Invested gradually while
developing familiarity with the
local environment

12.07%

Use of third party consultants

12.07%

Scenario planning

7.47%

Engagement with local
communities (e.g construction
of schools, hospitals)

5.75%

Engagement with nongovernmental organisations

5.17%

Purchase political risk
insurance from a private insurer

3.45%

Develop close relationships
with individual political leaders

2.87%

Operational hedging (e.g.
setting up multiple plants to the
spread the risk)

2.30%

We don’t use any tools/
mechanisms to mitigate
political risk

1.72%

Establishing offshore collection
accounts to receive project
revenue from offshore buyers

1.15%

Don’t know

1.15%

Depositing cash with the
central or a state owned bank

0.57%

Purchase political risk
insurance from an export
credit agency

0.00%

Credit default swaps or other
forms of hedging sovereign
credit risk

0.00%
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Few Asia-Pacific risk managers
use political risk insurance

2

Despite political risk being a top 10 risk
for 80% of respondents, only 20% of
risk managers surveyed use insurance
to mitigate their political risk exposure.
This is a figure that did not surprise
George Weston Foods group risk
manager Sunita Singh.
“I do not believe taking out
political risk insurance [is] the
answer,” she said. “It’s all about being
aware of the external environment,
using the services of local experts or
consultants to ensure associated risks
are identified and controls put in place
to mitigate. Risk management is about
being proactive.”

Of those with insurance, most (90%)
expect their policy coverage limits to
remain about the same in the next 18
months, with only 10% of respondents
planning to expand their cover.
InterContinental Hotels Group risk
manager, greater China, Keith Xia
blamed the low take-up figure on the
inherent difficulties of modelling and
pricing political risks.
“The insurance industry should
think [about offering] risk management
services instead of just mitigation plans
on political risks,” he said.
See page 32 for a detailed political
risk insurance story.

A SNAPSHOT OF POLITICAL RISK INSURANCE

Has your business suffered
financial loss over the past
three years on account of a
political risk event?

20%
Yes

Unsure

Almost one-third (27.45%) of Asia-Pacific
businesses have suffered financial loss over
the past three years as a result of political
risk, according to the StrategicRISK survey.
Of those that had been impacted, half
was a result of adverse regulatory or legal
changes. This is in line with the top risks
for the region, which showed that risk
managers were most concerned about
regulatory and legal changes when it
comes to political risks.
The other event most likely to impact
firms in the region was civil disturbances.
FEELING THE HEAT

Do you have a political risk insurance policy?

25.5%

Regulatory
change is the
biggest cause
of financial loss

3

27%
Yes

14%

55%

Unsure

No

59%
No

Which type of political
risk event did the loss
result from?

68.3%
No

90%
31.7%

Keep the
same

10
%
Increase
cover

Unsure

In the next 18 months do
you intend to purchase
political risk insurance?

In the next 18
months how will
your cover change?

regulatory
50% Adverse
or legal changes
15% Civil
disturbances
of
14% Change
government
nability to convert
7% Iand
transfer currency
7% Sovereign
non-payment
7% Terrorism
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REGIONAL RISK

Risk versus
reward:
where to place
your bets

APAC COUNTRIES WITH THE HIGHEST
POLITICAL RISK

China

China, Indonesia and Thailand have the top political risks
Earlier this year legislators in
Indonesia suggested that all
petroleum production
operations should be statecontrolled. The news caused
many foreign investors in
South-East Asia’s largest country
to fear that their assets could, in
effect, be nationalized.
While no firms have yet
suffered from such an event, the
news was a sharp reminder of
the uncertainty of operating in
certain Asia-Pacific countries.
But which regions present
the highest political risk for
doing business?
China, Indonesia and
Thailand were rated as having
the highest political risk,
according to our survey (see
map, right, and pages 28-31 for
country snapshots).
In each country, risk
managers cited corruption, coups
and changing regulatory
goalposts as some of the key
threats to their businesses.
So at what point do the risks
that these countries present
outweigh the opportunities?
“Risk always goes together
with opportunity,” says Thu Ly,
chief risk officer at Vingroup.
“These countries have the highest
political risks but they offer more
diversified opportunities for
doing business.”
Hong Kong Airport business
continuity planning manager
Steven Lau said: “These are some
of the most populace countries in
the world. Combined, they have
more than one-quarter of the
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world’s people. There are definite
business opportunities here that
would be difficult to pass over.
At the same time, it would make
sense to have pragmatic and
practical risk and business
continuity management systems
in place.”
Failure to do so can be fatal.
Roland Teo, head of risk
management in a Singapore
public healthcare group, said he
knows of many firms that have
sustained significant losses by
operating in these countries.
“This underscores the
importance of firms having an
enterprise risk management
framework to help them manage
risk and opportunities,” he said.

Severity ‘not critical’

But Proton general manager
group risk management Ahmad
Fauzi said the severity of political
risk in China, Indonesia and
Thailand was not critical.
“Despite a series of political
issues involving the said
countries, business remains as
usual and the nature of the issues
is short term as compared with
MENA. The countries’ economic
opportunity is overwhelming and
[the] pouring of foreign investors
[will] keep on coming to the
countries,” he said.
Indeed, MENA was deemed
by 40% of respondents as being
the region outside of Asia-Pacific
with the highest political risk.
This was followed by Europe
(22%) and the Commonwealth
Independent States (14%).
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India

7%

8.5%

Laos

Myanmar

Thailand

India

10%
Thailand

Singapore

APAC VERSUS THE WORLD
Outside of Asia-Pacific, which region
do you deem to contain the highest
level of political risk?

40%
22%
14%
12%
10%
4%

	Middle East North Africa (MENA)
Europe

	Russia and the Commonwealth of
Independent States (CIS)
South America
Sub-Saharan Africa
North America
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WHAT THEY SAID
Source: StrategicRISK Political Risk Survey 2015

20%
15%
10%
8.5%
7%
6.5%
4.5%
4.5%
4%
3%
2.5%
2%
2%
2%
1.5%
1.5%
1.5%
0.5%
0.5%
0.5%
0.5%
0.5%

20%
China

Hong Kong

Philippines

15%
Indonesia

Indonesia

Australia

China
Indonesia
Thailand
Myanmar
India
Malaysia
Australia
Pakistan
Philippines
Vietnam
	Papua New Guinea
Hong Kong
Japan
Nepal
	Republic of China (Taiwan)
Sri Lanka
Bangladesh
New Zealand
Singapore
South Korea
Cambodia
Mongolia

Risks
managers tell
StrategicRISK
what’s keeping
them awake
at night

“The geopolitical issues
of most concern to our
business are clean energy
policies and the speed with
which they are imposed”
“As a media organisation,
it is an undeniable reality
that we have some upside
risk/opportunity attached to
political risk, such as war and
terrorism, as this tends to
feed the 24-hour news cycle.”
“For airlines, political conflict
can create violence in the
form of terrorism, which
threatens the security and the
confidence of passengers to
travel. Economic turmoil can
create a fear of cash liquidity
and people start saving,
which will affect business.”
“A change of government
will inadvertently lead to
changes in regulations,
bureaucracy and, to some
extend, how the financial
system will be managed.
From an investment
perspective, such changes
may have an impact on how
business is conducted on a
day-to-day basis.”
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China’s ‘new normal’
Regulatory reform and an economic slowdown have created a perfect storm for multinationals in
China, with 20% of survey respondents choosing the country as having the highest political risk
Over the past decade, China has
shaped the global economy more
than any other country.
But the world’s second largest
economy has been losing steam.
In less than a month, trillions has
been wiped from the country’s
stock market and its economic
growth has continued to decline.
China’s slowdown is partly
intentional; Beijing wants to
move the country away from
super-fast growth to sturdier but
slower growth based on spending
by Chinese consumers.
But does this equate to a
riskier political environment for
foreign companies?
First, a look at the economy
itself. Last year the Chinese
economy grew by 7.4% – its
weakest performance in nearly a
quarter-century. And its growth
is forecast to slow even more
over the next two years.
The country is targeting 7%
annual growth in 2015 and a
rebalancing of the economy away
from industrial production to
boosting internal demand.
But the figures remain, by just
about any measure, impressive:
China continues to grow at more
than twice the pace of the world
overall.
Given its size, foreign

investment into China is unlikely
to slow anytime soon, says Marsh
Asia head of lenders solutions
group – structured trade credit
and political risks Lee Garvey.
“Despite the current
turbulence in the stock markets
and the resulting acts by the
Chinese government, China still
remains a very strong, key
trading partner in Asia.
“But a country can’t continue
growing forever at the same rate
that China was. That’s just not a
reality,” he says.
What will be important now is
to see how China, and the
companies operating within it,
adjust to that economic change.
“It will be interesting to see
how China continues to open
itself up to the outside world,
how it adapts to the free trade
zones, and how it continues to
promote the operation of foreign
companies,” Garvey says.

A ‘perfect storm’

One side effect of the slowdown
and the country’s regulatory
crackdown is that multinationals
operating in China are having
to lower their growth targets,
says Control Risks director of
global risk analysis, Asia-Pacific,
Steve Wilford.

There are short
to medium-term
dangers that growth [in
China] could get really
slow and you could
see a spike in social
unrest issues”
Steve Wilford
Control Risks
He describes the country’s
current geopolitical state as a
“perfect storm”.
“It’s a challenging situation of
an economic slowdown and a lot
of economic restructuring,
together with a very aggressive
enforcement of not just
anticorruption and laws around
anti-monopolistic behaviours, but
also aggressive enforcement of
environment and food safety
laws,” he says.
Under president Xi Jinping’s
anti-corruption campaign, China
has ramped up scrutiny into the

operations of foreign companies
based in the country (see
timeline, right).
“Slowing growth is a positive
corollary of Xi Jinping’s efforts to
take China to the next level as an
economy, so in that sense it’s
positive. But there are short to
medium-term dangers that
growth could get really slow and
you could see a spike in social
unrest issues,” Wilford says.
Regulators don’t exist in China
in a way that developed nations
understand them, he adds.
“What we’ve seen is an attempt
to steer the ship of the state in a
new direction. It’s like driving a
super tanker and it’s very difficult
to shift direction of because you
have so many vast and vested
interests in the previous system,”
Wilford says.
Regardless of the mechanism
used, changing corrupt behaviour
– and global opinions of it – takes
time.
In last year’s global corruption
perception index by Transparency
International, China came 100th
out of 177 countries. It scored 36
out of 100, where zero is highly
corrupt and 100 is very clean.
China also topped the list of
Foreign Corrupt Practices Act
(FCPA) enforcement actions

MEDICAL DEVICES INDUSTRY TARGETED
China began its crackdown on anticompetitive behaviour in 2012 and has
introduced a number of measures that
aim to promote local business and
curb corruption.
The latest incident involves a
multinational medical device producer,
which is allegedly under investigation for
commercial bribery and unfair competition
practices involving as many as 1,000
hospitals. Chinese state media reports
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suggest the company was accused of
donating large devices to hospitals in
exchange for exclusive sales contracts.
Experts says the increased regulatory
scrutiny of foreign medical device makers
is partly intended to support the growth of
local companies.
This is in line with the ‘Made in China’
strategy, announced in March by the State
Council, to move China up the production
value chain and to become a ‘high-tech

manufacturer’ by 2025.
Medical devices are one of 10 industries
targeted, and local Chinese players can
expect to receive more government
support in the coming year.
The ‘Made in China’ push is expected
to include devices manufactured locally by
multinationals, or by those in joint ventures
with less than 50% foreign stakes.
Chinese authorities’ goal is to increase the
competitiveness of domestic companies.
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CHINA CRACKDOWN

CHINA RISKS RATING

REGULATION AND THE RIOT
ACT UNDER XI JINPING

AT OCTOBER 2014, CHINA PRESENTED SIGNIFICANT GROWTH
POTENTIAL FOR FIRMS, BUT NOT WITHOUT CONSIDERABLE RISK

2012

Strikes, riots and civil
commotion
Legal and
regulatory risk

Terrorism

Contractual
agreement
repudiation

War and
civil war

November Xi Jinping becomes
general secretary of the Central
Committee of the Communist
Party of China and announces
policy initiatives described as
“the most far-reaching” since
China opened to the global
market and private ownership
in 1978

2013
March Xi is elected president
of the People’s Republic of
China, replacing Hu Jintao, who
retired after serving two terms

Country
economic
risk

Expropriation

Sovereign
credit risk

between 2009 to 2014,
with 22 mentions;
Nigeria came in second
with 14. It also has the
most number of
pending FCPA
investigates as of April
with 40 cases – the
next closest, by some
way, is Brazil with 11.

What’s ahead?

Currency inconvertibility
and transfer risk

Source: JLT

20%
Of risk managers
chose China as
the top country for
political risk

Experts agree that the 2017
Communist Party Congress will be
a critical juncture in China’s
reform programme.
“You’ll really get a feel of the
whole communist party’s
commitment to this programme in
terms of the profile of the people
that come out of that congress,”
Control Risks’s Wilford says.
One thing all experts agree on
is that China is heading into
uncharted territory. And emerging
as a stable, economic super power
is not guaranteed.

“Operating a conglomerate
in China is incredibly
complex because of incoming
regulation.
“It’s looking at IKEA’s entire value
chain all the way from the raw
material to the end product to
ensure that the risk management
from a regulation perspective is
covered end to end”
Robert Zhang
IKEA China risk and compliance manager

November The Communist
Party delivers a far-reaching
reform agenda, with changes in
both economic and social policy

2014
September Drug maker
GlaxoSmithKline is fined $492m
for bribing doctors in China in
the biggest such penalty ever
imposed by a Chinese court
November The Chinese
government fines Microsoft
$140m for tax evasion

2015
January Chinese e-commerce
giant Alibaba is accused by
China’s State Administration
for Industry & Commerce of
doing little to combat the sale
of fake goods through its online
marketplaces Taobao and TMall
February Chinese authorities
impose a record fine of $975m
on US chipmaker Qualcomm for
violating antitrust laws
June “Made in China 2025”
initiative is launched to upgrade
China’s manufacturing industry
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Polarised politics
breeds risk in Thailand
The explosion that struck a major tourism hotspot in the heart of Bangkok on 17 August could have
significant economic and political implications. BMI Research Asia analyst Chan Jin Lai gives his
take of the country’s top risks
During the evening rush hour on
17 August, a deadly bomb went
off in Bangkok, killing 22 people
and injuring more than 100.
The bomb blast will add to
the country’s economic woes,
especially at a time when the
Thai economy is still recovering
from the impact of the political
turmoil that ended following the
military coup that was staged in
May 2014.
The latest data released by
the National Economic and
Social Development Board shows
that Thailand’s real GDP growth
came in at 2.8% year-on-year in
Q215, down from 3% the
previous quarter.
The acceleration in
government spending and the
recovery in the tourism sector
are among the few bright spots
in the economy. But the
explosion could cause a setback
to the government’s efforts to
bolster the ailing economy.

Political uncertainty

Overall, the political climate
in Thailand remains highly
volatile, and businesses and
investors are faced with
continued political instability
and the policy uncertainty.
The latest military coup that
was staged on 22 May 2014 to
end months of anti-government
protests underscores the
country’s turbulent political
past. Since the end of absolute
monarchy in 1932, the country
has experienced frequent cycles
of elections, government
collapses and military coups.
The political landscape in

30 |

Thailand since the early 2000s
has been characterised by the
military coup in 2006 that
ousted former premier Thaksin
Shinawatra. The biggest source
of instability during this period
has been the entrenched
political divide between
supporters of Thaksin, who have
styled themselves as ‘Red Shirts’
(mainly the rural poor), and the
‘Yellow Shirts’ (the middle and
upper classes in Bangkok).
Irreconcilable political
interests of the two factions
suggest that the gulf between
them is simply too wide to be
bridged in the near term, which
heightens the risk of renewed
political instability.

Policy uncertainty

Frequent changes of government
in Thailand has greatly impacted
policy making continuity and
created a huge element of
uncertainty, particularly for
companies with long-term
investment plans. A fitting
example is the delay in some
projects that were launched by
the Yingluck government under
the country’s eight-year master
infrastructure plan.
The military junta, which
seized power via coup in 2014,
initially planned to terminate
the master plan, only to reverse
its decision and call for new
feasibility studies of those
projects that had been approved
by the previous administration.
Last year, the proposed
amendment to the Foreign
Business Act by the Commerce
Ministry in a bid to limit foreign
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10%
Of risk managers
chose Thailand as
the top country for
political risk

Thailand could be
moving towards a
Myanmar-style
authoritarianism, where
the military will retain
huge political influence,
even if it is not in power”
Chan Jin Lai
BMI Research
control of joint venture
companies in the country (the
amendment did not materialise)
also raised concerns among
foreign investors.

Where is domestic
politics heading?

Thailand could be moving
towards a Myanmar-style
authoritarianism, where the
military will retain huge political
influence, even if it is not
formally in power.
In the event that a dictatorial
regime emerges, Thailand’s
economy could be significantly
undermined by potentially
heavy trade sanctions imposed
by western countries.
The military, which is
‘temporarily’ governing the
country, appears to be

tightening its grip on power.
Indeed, the generals have sought
to eradicate the Shinawatra
family from politics since
assuming power via coup.
The draft constitution that
has been written by the
Constitution Drafting Committee
also includes provisions that
dilute the power of governments.
The looming royal succession
could also lead to greater
political turbulence over the
coming years. King Bhumibol
Adulyadej, aged 87, is a revered
figure in domestic politics. But
his eventual passing will worsen
the schism between the ‘Red
Shirts’ and ‘Yellow Shirts’.

Terror attacks

Terror attacks by separatist
groups in Southern Thailand
(comprising the three Muslimmajority provinces of Pattani,
Narathiwat and Yala) also remain
a major threat to investors. The
current insurgency began in early
2004 and has claimed more than
5,300 lives.
Both our short-term and
long-term political risk indices
therefore stand at 57.9 and 59.8
out of 100, respectively,
underperforming the regional
averages of 69.7 and 63.0 and
reflecting the highly polarised
nature of politics in the country.
While political risks attached
to investing in Thailand are
high, there are still investment
opportunities in the country.
Accurate assessment of the
overall risk profile before
making an investment in
Thailand will prove to be crucial.

Follow us @SRAsia_editor

Uncertainty
in Indonesia

15%

Investing in Indonesia has been fraught with risk to date thanks to a highly
unpredictable operating environment. But is the tide finally starting to turn?
In Indonesia, political risk
experts warn that the closer
your business to the hand of the
government, the more
unpredictable your life becomes.
That has certainly been the
case for Churchill Mining, a
London Stock Exchange-listed
coal miner. In March 2013 the
Indonesian government revoked
its license and expropriated its
mine in East Kutai, one of the
largest coal reserves in the
world. The Indonesian
authorities claimed that
Churchill did not have the
appropriate licenses for the
Kutai site, but the mining
company claimed – in a
$1.315bn suit – that the
government altered the terms
after discovering the extent of
the site’s coal reserves.
Indonesia’s resource wealth
has been one of the key drivers
for growth in foreign investment
and trade. Net inflows of foreign
direct investment (FDI) have
seen a steady increase since
2009 through to the second
quarter of 2015.
Indonesian president Joko
‘Jokowi’ Widodo has also been
vocal in promoting the country
as a destination for FDI, going so
far as to say at the World
Economic Forum in Jakarta
earlier this year that investors
should just “call me” if they have
any problems.
But the Churchill case is just
one example of the potential
problems associated with doing
business in Indonesia.
Zurich credit and political
risk underwriter Dennis

Eucogco says optimism in
Indonesia has been fading in
recent months as investors have
become increasingly aware of
the country’s inherent economic
and political risks.
“The country’s growth has
started to slow: in the second
quarter of 2015, GDP only grew
4.67%, lower than the 5%
expected and significantly behind
the 5.8% it has averaged for the
previous five years,” he says.
“This slowdown has been
further complicated by
weakening consumer spending,
a major component of the
country’s income.”
Investment has also suffered
from the country’s poor
regulatory environment.
According to the World
Bank’s Ease of Doing Business
Index, Indonesia ranked 114th
in 2014, well below it’s
Southeast Asian peers like
Vietnam and the Philippines (78
and 95, respectively).
Widodo has made an effort to
streamline these processes,
Eucogco explains, by
implementing a “one-stop shop”
for investment licensing.
“While this has helped on
one end, local opposition, land
acquisition issues and intragovernmental conflict continue
to be problems and have
resulted, in some cases, to
massive delays and even project
derailment,” he says.
According the Berne Union,
the international organisation of
the world’s export credit and
political risk insurers, Indonesia
ranked eighth last year among

With the China
market downturn,
I would focus more on
Indonesia. Although the
political risk is high, the
effort by the current
government to mitigate
this is visible”
Malaysian risk
manager
the countries for which political
risk claims have been paid.
“Insurance alone, of course, is
not a sufficient mitigant,”
Eucogco says.
Aon Asia head of structured
credit and political risk Miles
Johnstone agrees. But he says
firms should consider political
risk insurance as a business
facilitation tool rather than a cost.
“We had a corporate client
with assets in Indonesia and the
reason they chose to buy cover
was because those assets were
publicly listed and they had an

Of risk managers
chose Indonesia as
the top country for
political risk

eye on a future IPO,” he says.
By purchasing political risk
insurance, the client was able to
improve the credit rating of
those assets, Johnstone says.
This improved its investor
prospects and ensured a
successful float at the higher
price than would have been
possible without insurance.
Johnstone says that Indonesia
and Vietnam are the top two
countries that the global broker
is seeing requests for political
risk insurance cover.
“Indonesia I do not think falls
into the category of a ‘very
difficult’ country but, having
said that, there are certain
sectors where there is a pretty
poor track record,” he says,
listing mining and energy and
two of the more problematic.

Want more?

Read Zurich credit and political
risk underwriter Dennis
Eucogno’s full article at:
http://goo.gl/sZz3eM

C
 ORRUPTION: WHO’S CHECKING WHO?
In Indonesia, several institutions
have the authority to investigate
corruption, including the Indonesian
police, the Public Prosecutor, the
Financial Transaction Reports and
Analysis Centre (Pusat Pelaporan
Dan Analisis Transaksi Keuangan)
and the Commission of Corruption
Eradication (Komisi Pemberantas
Korupsi - KPK). The most significant
of these is the KPK, which leads the investigation
and prosecution of public sector corruption and
oversees other investigatory bodies.
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Political risk
insurance: a
buyers’ market
Abundant capacity and strong competition are contributing to a favourable
marketplace for buyers of political risk insurance. But there are still some
common misconceptions affecting take-up rates
The marketplace for political risk
insurance is better than ever
before: capacity is in abundance,
competition is high and claims are
relatively low, despite the everpresent unpredictability of many
emerging economies. In a soft
market, clients are also securing
broader coverage at the same
competitive rates. Yet, despite all of
this, take-up of political risk
insurance remains relatively low.
According to the StrategicRISK
political risk survey, only 20% of
Asia-Pacific firms use political risk
insurance to mitigate their
exposure, despite it being a top 10
risk for 80% of firms. Instead, the
vast majority are opting for joint
ventures or collaborations with local
government organisations to
mitigate their risk (see page 24).
But the insurance market is
working hard to change this.

“And with pricing at an all-time
low, multinational companies are
increasingly purchasing political risk
insurance to protect shareholder
value, support growth in foreign
markets, and help secure financing
from lenders,” the report says.

‘Abundant capacity’

“[A claim event] has got to be
politically motivated. So if there’s
looting or theft where the cause of
it wasn’t politically motivated,
that’s not something we would
normally cover,” Chow says.

Political risk insurance has been
around for about 40 years, but has
evolved significantly over this time.
Today, capacity now exceeds
$2bn for a single policy – nearly
double the available capacity just six
years ago, according to Marsh’s
latest Political Risk Market Update.
“Despite growing concerns about
global political and credit risks and
a recent increase in loss notifications
– which will likely translate into
some losses for insurers later this
year – insurers generally view
political risk as an attractive line of
business in which to compete.
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Scope of cover

Zurich Asia-Pacific deputy regional
manager Bonnie Chow says the
intent of a political risk insurance
product is to protect a client’s
balance sheet in the event that a
catastrophic political peril happens
(see more, page 34).

Political risk insurance
is still a very new, or
virtually unknown, product
to many businesses in
Asia-Pacific”
Mark Thomas, Lockton

Misconceptions

Brokers that StrategicRISK spoke to
agree there are some common
misconceptions when it comes to
political risk insurance.
For example, clients often think
the product is for business
interruption, says JLT Asia
managing director – credit, political
and security risks Mark Wong.
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“The product is intended to cover
a cessation of activities where the
investor has been a victim of a
political risk event and generally
they have to decide if they want to
exit the investment,” he explains.
Marsh head of lenders solutions
group – Asia/structured trade credit
and political risks Lee Garvey adds
that clients need to be clear on the
limitations and purpose of a policy.
“It’s not going to be a back-stop
for an investment,” he says. “It
should also be viewed as a business
facilitation tool, rather than a cost.”

More marketing needed

Awareness of the product is also an
issue that need to be addressed.
Roland Teo, head of risk
management in a Singapore public
healthcare group, says many firms
may not be aware of how political
risk insurance can help mitigate
their exposure.
“The insurance industry has to
reach out to firms through neutral
platforms [such as] trade and
professional associations, related
government agencies and
academics,” he suggests.
Lockton Asia-Pacific head of
political and credit risks Mark
Thomas agrees that the insurance
industry needs to do more.
“We still meet companies where
political risk insurance has not been
investigated. The industry has gone a
long way to meet the needs of its
clients and more awareness of the
product and its advantages to all
types of businesses is essential.”

Follow us @SRAsia_editor

GROWING CAPACITY

POLITICAL RISK INSURANCE MARKET CAPACITY, 2003-2015 ($BN)
Source: Marsh’s Credit & Political Risk Practice
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What does
a basic
political risk
policy
typically
cover?
Confiscation, expropriation and
nationalization
Case example: the government in
Venezuela recently seized Nestle factories
without ‘just’ reason or compensation
Political violence
Case example: damage in Ukraine as
a result of Russia’s recent attack on
the country
Currency inconvertibility
Case example: Argentina recently
imposed a currency control which placed
limits on the amount of funds that could
be repatriate outside the country
Breach of contract
Case example: When a country’s
government breaches a contract that is
fundamental to a firm’s success

2007

2008

2009

What
are the
optional
extras?
Popular political risk sub perils
• License cancellation
• Forced abandonment
• Forced divestiture
• Terrorism
• Arbitration Award Default
• Selective discrimination
Insurers are also being
increasingly asked to consider
looting, theft and land owner
disputes in political risk policies

2012

2013

2014

2015

What
would the
industry like
to see?
Scentre Group chief risk officer Eammon
Cunningham says insurers should consider
combining terrorism and political violence
risks into one insurance product.
“Many risk managers seem to be
gun shy about simply buying political
violence insurance only as this is often
seen as a subsidiary risk to the more
dominant terrorism risk,” he said.
Another risk manager said: “I have only
heard about insurance on terrorism,
nationalisation of assets and war cover.
So, there is not sufficient cover to cover all
the top [political risks]. We are looking to
have more innovative products and active
communication from insurance companies
on the availability of the cover.”
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MANAGING AND MITIGATING POLITICAL RISK

Bonnie Chow
deputy regional manager,
Asia-Pacific, Zurich

Mark Wong
managing director –
credit, political and
security risks, Asia, JLT

Jason Rance
senior managing
director, Australia
Pacific, Control Risks

Lee Garvey
head of lenders solutions
group – Asia/structured
trade credit and political
risks, Marsh

The intent of a political
risk insurance product is
to protect a client’s balance sheet
in the event that a catastrophic
political peril happens – whether
it be through a government
expropriating assets or through
political violence, like the current
situation in Ukraine, for example.
It’s to give the shareholders, the
board, or the business owners,
protection of the balance of their
equity interests.
“The key thing for our
product is that [a claim event]
has got to be politically
motivated. So if there’s looting
or theft where the cause of it
wasn’t politically motivated,
that’s not something that we
would normally cover. In fact,
a lot of those things should be
covered in a property policy,
or, to an extent, a liability
policy depending on the
client’s industry.
“We are also seeing more
companies coming to us and
saying that land owners are
pushing them out and
requesting we broaden our
coverage to allow for some of
these events to be covered under
our policy.
“Political risk insurance cover
can be quite broad if the client
actually knows what events they
want to be covered and there is
political motivation behind
these events.”

Political risk insurance is
a discretionary product in
which different investors or
corporates may view the risk
differently. We need to
understand where the investor is
coming from as they may attract
different types of political risk
based on where they come from.
[For example], western investors
are at a higher political risk as
opposed to a south east Asian
investor with relation to a project
in the Middle East.
“In comparison to property
and casualty, political risk is a
relatively new [insurance]
product. It started off being a
public sector product as far back
as WWI and WWII where you
had the rebuilding of Europe.
“From a private market
perspective, there has been a
strong development of the
product. It started off with three
or four players about 40 years
ago and today you have about 50
different markets that provide
political risk insurance, with the
likes of AIG, ACE, Zurich and the
Lloyd’s market, getting involved.
“With that, you have
expansion of cover in relation to
providing more defined perils.
We now have things like inability
to export, license cancellations,
arbitration, and award default
covers, which are add-ons to
previous political risk products
that were offered to the market.”

As with any dynamic
market, there will be
winners and losers [in China].
For western multinationals,
those that take a proactive
approach to managing these
political risks will be at a
natural competitive advantage
to those that take a passive
approach and become victims
of the process.
“You can do a lot to
understand what are the
political risks and ramifications
for your business. But you can
also do a lot to proactively
mitigate those risks.
“The more enlightened of
our clients take a very
proactive approach to
identifying and managing their
political risks. Over the
mid-term that will give them a
big advantage as they get to
grips with a very fluid
regulatory environment and
they start taking a different
approach to how they look at
and evaluate new business
opportunities and actively
factor in regulatory risk to
their business plans.
“It’s those enlightened
companies that will naturally
be in a better position than
those who just shut their eyes
and hope for the best or
presume that they can do
business in the same way as
they did five years ago.”

When a company is
making an investment
[in a new country or territory]
there are a numerous factors
that they need to consider and
some of that will be political
risk and some of that will be
commercial risk.
“What political risk insurers
are looking to do is say: we
can’t cover everything – we’re
not providing a clear-cut
backstop for an investment or
a guarantee of the commercial
viability of an investment – but
we can help to manage clearly
defined and specific political
risks that the investment
may face.
“It’s important that the
insurance market, to some
extent, adapts to their clients’
needs. We are seeing insurers
look at countries and territories
that previously they may have
otherwise not considered.
“In Asia, we’re seeing clients
place a lot of focus on places
like Myanmar, Vietnam and
Indonesia. For the market here,
these are key markets.
“We are seeing insurers
take a greater interest and
actually get a better on-theground feel for some of these
countries and I think opening
up and considering some of
these new territories potentially
helps some of our clients
as well.”
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EXPERT VIEW
BY ZURICH ASIA-PACIFIC HEAD OF CREDIT AND POLITICAL RISK
TIM WARREN

MAINTAINING GROWTH AMID
ASIA-PACIFIC UNCERTAINTY
The results of the StrategicRISK political
risk survey are an interesting read but
not unexpected.
You don’t need to be a political risk
insurance underwriter to realise that the
world is becoming an increasingly volatile
place. Risk managers within multinational
corporates and banks based all over the
world are becoming less tolerant of political
risk, something that has historically not been
at the forefront of their minds.
This was demonstrated earlier this year
by geopolitical risk featuring heavily in the
World Economic Forum’s Global Risks
2015 Report for the first time, accounting
for three of the top five most likely risks
identified by the business leaders and other
decision-makers surveyed from around the
world. To put this in perspective, geopolitical
risks have been completely absent from
the top 10 risks identified by the report in
recent years, with economic risk concerns
prevailing since 2007.
Turning to the survey in question which
is focused closer to home in Asia-Pacific,
the region as a whole has typically been
perceived as lower risk compared to
Emerging Europe, the Middle East, Africa
and Latin America over the past decade.
It has grabbed the headlines primarily for
positive reasons, been relatively peaceful
and maintained a high GDP growth rate
during that time. Nevertheless, our political
risk insurance as well as trade credit
insurance claims have been notable in Asia
– prolonged low commodity prices being a
key part of that story.
Country highlights
The survey highlighted three countries of
particular concern, all of which have seen
much change in recent years.
Starting with Indonesia. We have long seen
demand from international investors and
lenders for political risk insurance in Indonesia,
notably expropriation, license cancellation and
contract frustration protection.

Much of the foreign direct investment
flowing into the country is directed towards
the resource and energy sector where our
market has seen numerous issues over the
years. Regulatory uncertainty surrounding
the 2009 Mining Law persists despite a new
administration coming to power last year
and historic issues in the power sector going
back to the Asian Financial Crisis of the late
1990s have not been forgotten.

‘In Thailand we have seen a
notable increase in requests for
all types of political risk
insurance, from political violence
to non-honouring of sovereign
payment obligation coverage’
Tim Warren, Zurich
Moving on to China. Most global corporates
and banks will have China firmly on their radar
at the moment, regardless of whether or not
they have direct operations in the country.
The international community has been
conscious of potential buried political and
economic risks for several years now but
these concerns have notably stepped up in
the past few months with the possibility of a
hard landing now back on the cards.
The government’s unexpectedly long list
of intervention measures to ease the stock
market collapse in recent weeks, including,
but not limited to, $485bn in stock purchases
by state-owned enterprises and a suspension
of trading of over half of listed stocks, has
lead to a reassessment of these hidden risks.
Furthermore, from an interstate conflict
standpoint, saber rattling in the South China
Sea in recent years has led to demand from
South East Asian and Japanese investors
for protection on their assets both within
the disputed area and mainline China
itself – notably political violence, war and
expropriation coverage – to safeguard against
government relations deteriorating further.

The most internally polarized country
highlighted by the survey is Thailand.
Many experienced international investors
and lenders will know that despite almost
continuous political instability dominating the
news headlines since Thaksin Shinawatra
was overthrown in 2006, each successive
government has largely stood by agreements
signed by previous governments and the
economy has held up well.
Bar a couple of political violence incidents
in Bangkok over the past five years it is a
country we have seen few claims in and, as a
result, seen little demand for. That has rapidly
changed over the past 12 months as the
strain of almost a decade of political instability
combined with the slowing economies of their
top trading partners is finally starting to impact
their own economic health. As a result, we
have seen a notable increase in requests for
all types of political risk insurance products,
from political violence to non-honouring of
sovereign payment obligation coverage.
The Asia-Pacific region has had a good
run for almost 20 years but is entering an
uncertain period with potential for significant
losses. At the same time, corporates and
banks based in the region are increasingly
venturing into new territories in other parts
of the world where their familiarity and
experience is limited.
One of the challenges of political risk is the
difficulty of predicting losses: in insurance
parlance, this is a low-frequency, highseverity line where actuarial data is of limited
use. It is critical for banks and corporates
to understand the political risks they are
taking on to the best of their ability, as well
as deploy methods to manage and mitigate
those risks. Failure to do so can result in the
end of a company’s presence in a particular
country as well as substantial damage to
their balance sheet.
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FORUM 2016

Risk in a connected world
19.05.16 Singapore

StrategicRISK’s third annual risk benchmarking forum
RISK FOCUS

Designed and developed by
StrategicRISK’s award-winning
editorial team, Strategic Risk
Forum 2016 explores the most
pressing risk management issues
impacting national, regional and
international corporates across
Asia-Pacific.

GLOBAL BEST PRACTICE

Strategic Risk Forum brings
together risk management
experts from around the
world to examine the key
issues impacting Asia-Pacific
businesses at home and abroad.

PEER BENCHMARKING

This year’s forum incorporates
interactive panel discussions
with live delegate voting helping
you benchmark your risk
management approach to your
peers in the audience.

riskforum.strategic-risk-global.com

INTER
NATIONAL
RISK
Operating across
multiple countries has
never been easier thanks
to today’s increasingly
connected world. But
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THE SURVEY

The risk
landscape
People risk, supply chain issues and regulatory
compliance are the top three risks for doing
business across international borders
People risk is the most pressing
issue for 50% of risk managers
operating in Asia-Pacific.
More risk managers in the
region said a people risk event
was ‘likely’ or ‘very likely’ to
occur within the next 12
months, ahead of other key risk
events such as cyber breaches,
supply chain issues or extreme
weather events.
This was one of the key
findings of the inaugural
StrategicRISK benchmarking
study that examined the risk of
doing business across
international borders.
More than 60 risk managers
from around Asia-Pacific took
part in the research, which
aimed to find out which
international risks are most likely
to impact businesses and how the
companies are managing these.
The results from the survey
are outlined on the following
pages and aim to provide risk
and insurance managers with
comparative data and additional
material to enable them to
benchmark their roles, internal
risk function and risk priorities.
According to respondents,
the top three risks to impact
international business are:
people risk, supply chain risk and
regulatory compliance.
A risk manager from a major
airline told StrategicRISK that this
came as “no surprise”.
“Today risk managers have to
look at managing risks across
many geographical areas,
involving diverse cultures and
regulatory operating
environments, and yet continue
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to be exposed to impacts such as
cyber attacks that are not bound
by any physical barriers.”
For Vincent Ho, safety
manager at MTR, the rapid
transit railway system in Hong
Kong, people risk was deserving
of its top spot on the list.
“As businesses go global,
many operations start to see their
workplace expand into unknown
territories and also in area where
skilful labour is a scarce resource.
We have seen a whole team of
staff jump from a company to
another overnight,” he said.
“People risk can significantly
affect the quality standard of a
company and cause immediate
effect on the bottom line.”
But InterContinental Hotel
Group, director of corporate risk
and reputation, greater China,
Rudi Wertheim said he was
surprised by the results.
“I’m not discounting the
people risk but my view is that
the single biggest threat that
could potentially have the most
catastrophic consequences [on a
company] is cyber,” he said.
“People can get at data so
easily, and clearly if you’re in
any industry where people have
to trust you in order to do
business with you and if a cyber
event breaks that trust then
you’ve got a huge problem.
“As I see it, people risk is
somewhere below cyber in
terms of its potential to ‘break’ a
company. But in terms of it
being something that we need
to be tackling on an ongoing
basis, it’s absolutely right
up there.”
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RISKY BUSINESS
IN ASIA PACIFIC
METHODOLOGY
Respondents were asked to rate 19 different
risks by the likelihood of a risk event occurring in
the next 12 months and the estimated financial
impact this would have on their business. They
were asked to rate each risk event by both
likelihood and financial impact on a scale of 1-5
(1 being very low, 2 being low, 3 being medium,
4 being high and 5 being very high).
To plot the scatter graph (right), the average
likelihood and financial impact score was
calculated for each risk and plotted along the
x-axis and y-axis, respectively.
The scatter graph also displays the average
likelihood (2.68) and financial impact (2.93)
scores across all risks. Those risks in the top
right hand corner of the graph were rated by
respondents as having above-average likelihood
of occurring in the next 12 months and were
deemed to have an above-average financial
impact if they were to occur.
To identify the risks of highest concern (that
is, those most likely to occur with the highest
financial impact) a combined average score
was calculated for both likelihood and financial
impact for each risk and ranked in order of size.
The higher the score, the more likely a risk is to
occur and have a high financial impact.

WHO TOOK PART?

Risk managers from around Asia-Pacific
took part in our survey. Here’s where
they were from:

26%
5%
9%
3%
2%
3%
27%
2%
9%
11%
5%

Hong Kong

	China
	Australia
	Other
	Vietnam

Thailand

	Singapore
	Republic of China (Taiwan)
	Philippines
	Malaysia
	Indonesia
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Cyber/technology risk

3.25

Bribery and corruption

2.89

Bribery and corruption

3.01

3.19

Extreme weather

2.97

Politically driven contract default/
license cancellation

People risk (i.e. finding skilled staff,
retention, absenteeism)

2.78

Bribery and corruption

3.12

Property maintenance

2.82

Crime

2.78

Extreme weather

3.03

2.75

Property maintenance

2.75

War and terrorism

2.95

2.69

Product liability

2.94

Product liability

(*combination of most likely and highest financial impact)

Employee liability
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The top five
risks in action
Risk managers, brokers and academics weigh in on the risks that came out on top of the first
annual survey about operating across international borders
“You can have the best machines, the best
methods (policy and processes) and
materials (resources), but when you do not
have the best manpower (right people in
place) it is the biggest risk.”
This is the reality for Roland Teo, risk
manager in a Singapore health care group
and board member of PARIMA (Pan-Asia
Risk and Insurance Management
Association) and RIMAS (Risk and Insurance
Management Association of Singapore).
Teo has articulated the key reason that
Asia-Pacific risk managers chose ‘people
risk’ as their top concern for operating in
the region.
“This risk is exacerbated by the current
war for talent in almost all sectors and the
shortage of qualified healthcare professionals
in Singapore and the region,” he said.
Myanmar Brewery head of risk
management, processes and internal
controls Jagath Guru said that the region’s
people risk was also owing to a
generational problem.
“The problem with Generation Y is that
they do not stay long in an organisation,” he
said, adding that many employees are also
pursuing opportunities outside of their home
countries in search of better living standards.
Similar to people risks, supply chain is the
lifeline for many businesses and its no
wonder it places second on the list.
“Unless [companies] have a robust,
diversified supply management system in
place, a ripple from a far side of the world
can cause major problems for a company,”
MTR China and international business
safety manager Vincent Ho says.
“The Fukushima accident has woken
many companies to the vulnerability of their
supply chain, even when most thought they
did not deal with Japanese suppliers.”
As stated on page 38, people risk, supply
chain and regulatory/compliance risk make
up the top three risks for Asia-Pacific,
according to our study; cyber and legal risks
round out the top five.
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1

People
risk

What is it: The costs and negative
implications that an organisation will incur
as a consequence of things that happen to
its people.
Example: Rates of sick leave, incidents of
accidents and levels of productivity are poor
compared to the industry average because
of a high average age of employees and
poor levels of physical fitness.
Impact: There is a drain on the ongoing
profitability of the business arising from the
characteristics of the workforce. There may
be serious consequences in relation to
health and safety because some employees
are not as alert as they should be. Sick leave
of key employees may be disrupting the
delivery of sales orders and impacting the
company’s reputation.
Risk manager view: MTR China and
international business safety manager
Vincent Ho says: “People risk can
significantly affect the quality standard of a
company and cause immediate effect on the
bottom line.”

2

Supply
chain risk

What is it: The risks of everyday and
exceptional events occurring along the
supply chain that threaten business
continuity
Example: Japan’s Tohoku Earthquake in
2011 caused major supply chain disruption
to companies in almost every industry
around the world.
Impact: Willis global head of forensic
accounting and complex claims Ken
Giambagno explains: “What ends up
happening is that large corporations can’t
get a minor component part in the supply
chain and therefore cannot manufacture
and sell the major products. It could be
high-end computers, for instance, but if
they can’t produce and sell as a result of
their ability to get a mechanical device that
turns the hard drive (as a result of the
damage that second, third or fourth tier
supplier) they are unable to get product
out to the customers.”
Academic view: Nanyang Technological
University assistant director Jeffrey Yeo says:
“Supply chain management is undoubtedly
one of the major concerns of [international]
businesses. Factors such as the political
climate, local labour conditions and
infrastructural conditions compound the risks
attributed to the supply chain.”

Follow us @SRAsia_editor

3

Regulatory
compliance risk

What is it: The risks and costs associated of
failing to adhere to local and industry laws,
regulations, guidelines and specifications.
Example: Since 2012 China has tightened
its regulatory environment to crackdown on
anti-competitive behaviour by introducing
measures that aim to promote local business
and curb corruption.
Impact: Many multinationals based in China
have lowered their growth forecasts
to comply with the country’s tougher
regulatory environment. Control Risks senior
managing director, Australia Pacific, Jason
Rance said regulators are targeting firms and
sectors with “super profit growth” and
perceived anti-competitive behaviour, which
are both red flags for potential corruption.
Broker view: JLT Strategic Risk Solutions
managing director Philip Ondaatje says:
“Good corporate governance and compliance
are key to business success in the modern
world. There are many nuances to building
and running a compliant global or regional
programme. My best advice – get the
professionals to advise you!”

4

Cyber/
technology risk

What is it: Any risk of financial loss,
disruption or damage to the reputation of an
organisation from some sort of failure of its
information technology systems.
Example: Last year in Japan, a rogue
systems engineer subcontracted by
education services provider Benesse leaked
the confidential information of 48.6 million
people - approximately one-third of the
country’s population.
Impact: The breach is expected to result in
the largest multi-plaintiff lawsuit ever seen
in Japan, with lawyers seeking Y100m. The
leak hit every area of the company’s
operations and resulted in a 25% reduction
customers in the year following.
Broker view: JLT broking executive Ronak
Shah says: “Do not underestimate the
financial and reputational damage a cyber
breach can cause to your firm, no matter how
isolated it is. Proper risk management,
business continuity planning, a robust IT
infrastructure, board oversight and other key
approaches is required at the very minimum
with a view to ring fencing all of this with the
appropriate cyber security insurance.”

5

Legal
risk

What is it: The risk of financial or
reputational loss arising from regulatory or
legal action for or against a company.
Example: In September 2014, the
Chinese courts found GSK China Investment
Co, the Chinese subsidiary of the UK drug
manufacturer GlaxoSmithKline, guilty
of bribery.
Impact: The company was fined nearly
$500m, the largest corporate fine in China
to date. Additionally, five of the company’s
managers, including its former top China
executive were convicted of bribery-related
charges and received suspended prison
sentences. GSK’s Chinese operations are
still the subject of investigations by US and
UK authorities.
Risk manager view: MTR China and
international business safety manager
Vincent Ho says: “This is can be a root
cause of many of the top risks listed [in
the survey]. Some subtle local unspoken
practice can also drive a company to
the ground.”
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Global insurance
programmes help
mitigate regional risks
If the price is right, Asia-Pacific firms will look to an international insurance programme as a way to
reduce local compliance and regulatory concerns that come with operating across borders

Reducing the cost of insurance and coverage gaps
are the two key benefits for influencing the decision
to set up an international insurance programme

1

Conducting business across
multiple countries has never
been easier, but doing so leads
to a unique set of insurance and
risk issues for organisations to
manage. Increasingly, insurers
are trying to ease this headache
through international insurance
programmes that coordinate
local policies and deliver
compliance under the one
global policy.
“Fundamentally, the unique
selling points for international
insurance programmes are
the reduction in cost and the
reduction of coverage gaps. The
so-called double ‘R’ benefits,”
says Jeffery Yeo, assistant
director, Office of Enterprise
Risk Management, Corporate
Governance, at the Nanyang
Technological University.
Respondents to the
StrategicRISK survey agree.
When asked to choose the
top three business benefits
for setting up an international
insurance programme, reduced
cost of insurance and reduced
coverage gaps came out in
equal first place (62.16% each).
The benefits of working with
one insurer rounded out the top
three, according to one-third of
respondents (see table, above).
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BENEFITS OF AN INTERNATIONAL INSURANCE PROGRAMME

What business benefits influenced,
or are influencing, your decision to
set up an international insurance
programme?
62%
62%
32%
27%
27%
19%
19%
19%
19%

Reduce cost of insurance

	Reduce coverage gaps
	Benefits with working with one
insurance partner (improved
customer service)
	Compliance with local
insurance regulation
	Access to a wider range of
insurance products
Reduce administration burden
	Simplification of policy
insurance
	Improvement of claims
process
	Directive from senior
management/board

“Risk transfer has always
been a pillar of risk responses,
and with the globalisation of
risks, international insurance
programmes become the default
means of protecting businesses
from residual risks that persists
after prevention and mitigation
controls,” a risk manager from
a major international airline tells
StrategicRISK.
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100
90

62%

Reduced cost
of insurance

80
70
60
50

62%

Reduced
coverage gap

32%

One insurance
partner

40
30
20
10
0

“While such programmes are
expensive, the ability to diversify
the exposures across many
sites allows for economies of
scale, and structuring/sharing
of insurance limits to achieve a
reduction in risk transfer costs.”
But Lazada Group head of
group risk and internal audit
Gordon Song offers a word of
caution to assuming that an

international programme would
reduce insurance costs.
“It is arguable and needs to
be studied and evaluated rather
than taken for granted,” he says.
“A company that operates in
many jurisdictions which do not
recognise global policies and
require local policies may find
that the cost advantage is not
that great.”

Follow us @SRAsia_editor

Competitive pricing and
a good understanding
of the global regulatory
landscape are key to selecting
an insurance partner

2

Price is the clear deciding
factor in choosing an insurance
partner for Asia-Pacific risk
managers, with 72.22% of
respondents choosing this
as their number one option
(see results, right). Insurers’
understanding of global
regulatory regimes came
in second, albeit with only
47.22% of responses.
Lazada’s Song believes price
will remain a primary factor for
insurance purchasing decisions
for “a long time to come”.
“The reason is intuitive: many
people (executives and risk
managers included) still hold
firmly to the belief that insurance
is paying for something that
may never happen. All else

equal, nobody would want to
pay more,” he says.
“However, coverage is also
important, so there is always a
need to balance risk with cost,
and that boils down to risk
managers having a meaningful,
quantified discussion with
the senior executives and the
board on ‘risk appetite’. In
many cases this is not a very
well developed competency
yet, which is where the
problem starts.”

There is a need
to balance risk
with cost ... that boils
down to a discussion
on risk appetite”

Understanding the
risk and insurance
requirements of regional units
remains the biggest challenge
when structuring an
international programme

3

In recent years, the legal and
regulatory environment in many
Asia-Pacific countries has
evolved. With this backdrop,
it is no wonder that 36% of
survey respondents chose
‘understanding the risk and
insurance requirements of
regional business units’ as
the biggest challenge when
structuring an international
programme.
“The understanding of the
local regulatory requirement is
without a doubt the first thing
business operators should
know and understand before
making the plunge. For certain
countries, the legal/regulatory

requirements could have
many shades of grey areas,”
Nanyang’s Yeo says.
JLT managing director
Philip Ondaatje agrees: “Good
corporate governance and
compliance are key to business
success in the modern world.
“Given the current macro
economic environment and
scrutiny placed on expense
controls, perceived intangibles
such as insurance, are right on
top of the list of savings.”
But this causes concern,
Ondaatje says, owing to the
many nuances to building and
running a compliant global or
regional programme.

CHOICE OF INSURANCE PARTNER

What factors influenced, or will influence, your decision to
select an insurance partner for your international insurance
programme?
100

47%

72%

90
80

Insurer’s
understanding of
global regulatory
regimes

Competitive
pricing

70

39%

60

High level of
customer
service/relationship
management

50
40
30
20
10
0

72%
47%
39%
36%
33%

27%

Competitive pricing

	Insurer’s understanding
of global regulatory regimes
	High level of customer
service/relationship
management
	Breadth of coverage on offer
	Speed and accuracy of claims
handling

	Size on insurer’s
international network

6%

	Ease of access to senior

6%

	Access insurer’s risk

6%
3%

	Other (please specify)
	Access insurers programme

decision makers

engineering expertise

management tools

CHALLENGES FOR INTERNATIONAL INSURANCE

What is the single biggest challenge you faced, or are
facing, in structuring an international insurance programme?
36%

17%

14%

11%
11%
6%
3%
3%

	Understanding the
specific risk/insurance
requirements of
different business
units/geographies
	Keeping up to date
and complying with
local insurance
regulations
	Embedding an effective
claims management
process across business
units/geographies
	Communicating the benefits
of an international insurance
solution to the business
Keeping up
	Obtaining accurate data
to date and
complying with
from different business
local insurance
units/geographies
regulations
Embedding an
Other (please specify)
effective claims
management
	Getting expert advice
process
from insurance partners
Understanding
specific risk/
	Understanding and
insurance
complying with local tax
requirements of
treatments
different business

17%

14%

36%
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Asia yet to
fully awaken
to cyber
exposures
High-profile data breaches in South Korea and Japan
and tightening data protection laws should drive
cyber liability up Asia’s risk management agenda
Last year a Japanese education
services provider hit media
headlines for all the wrong
reasons. A rogue systems
engineer subcontracted by
Benesse had leaked confidential
information of 48.6 million
people – about one-third of the
country’s population. The breach
sparked an investigation and
what is expected to be the
largest multi-plaintiff lawsuit
ever seen in Japan.
In another major cyber breach
last year, the data of 20 million
South Koreans was stolen. The
names, social security numbers
and credit card details of 40% of
the population was leaked by a
computer contractor working for
credit scoring firm the Korea
Credit Bureau.
But despite these huge data
breaches, cyber risk only ranked
24th in the Asia Pacific list of top
risks, according to Aon’s 2015
Global Risk Management Survey.
This suggests the region’s
corporates are not as alert to the
exposure as the global average,
which placed cyber risk in the
top 10 for the first time this year.
This could change in the
future if greater harmonisation
of data protection laws become
a reality. ASEAN has stated its
commitment to implementing
standardised rules across its
group of 10 countries.
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In response to its major data
breach, the South Korean
government issued new
amendments to existing data
protection laws, which came
into force on 30 December.
These include steep financial
penalties for companies that fail
to protect data, a move that
stands out in Asia where
damages are typically not
awarded to data breach victims.
The rules also place stricter
obligations on data handlers,
expressly including security
requirements for mobile devices.
Singapore and Malaysia have
also implemented new
‘European-style’ privacy laws,
while in China, consumer
protection laws were amended to
include data privacy principles.
Hong Kong and the Philippines
also have privacy legislation.
In part due to these changing
laws and recent high-profile
data breaches, cyber liability is
on risk managers’ radar, says
JLT Asia director for risk services
Craig Paterson. “If you are in the
service industry then the
concern is over cyber risks. Have
you the right protection in
place? Do your staff understand
their responsibilities? As
technology continues to develop
it is becoming increasing more
difficult to manage these types
of risks.”
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EVOLVING
INSURANCE
SOLUTIONS
INSURERS ARE SLOWING RESPONDING TO
THE CYBER RISK BUT PRODUCTS ARE OFTEN
LIMITED AND LACK STANDARDISATION
While the cyber insurance market is still in its
infancy, a range of products and services are
starting to emerge.
“Many of our clients have started to
put together some quite sophisticated
cyber crime blended programmes,”
says Aon Risk Solutions Singapore regional
director Nicholas Clarke. “Traditionally
financial institutions used to buy that
cover but now we’re seeing a lot of
non-financial institutions start to put
those types of programmes together.”
Most cyber insurance policies offer an
indemnification along with access to key
experts in the event of a breach, such as
forensic IT, legal and crisis management.
But while capacity is growing and
wordings are becoming broader, there
is still a lack of standardisation.
For the right risk transfer solutions to
exist, the exposures themselves need to
be properly understood, says Zurich Global
Corporate head of international sales and
distribution, Asia Pacific, Fernando Denes.
“At every event you go to everyone is talking
about cyber, but we don’t understand it
properly. We don’t truly understand how
connected we are and a lot of people today
think that cyber is only in relation to
customer data being stolen, because
those are the indicators we’re seeing in the
US. But we’re probably going to start
seeing variations in claims
going forward.”
“Cyber insurance is very topical
given the number of very high profile
events throughout the world,” adds
Marsh head of placement for Asia Pacific
John Donnelly. “The insurance market
is only beginning to develop and lots of
new capacity is entering the market. The
challenge is to get the cover to meet
the exposures, which need to be fully
understood by the buyer of the insurance
and the insurers. This market for cyber
insurance will no doubt develop
rapidly in the coming years.”

Follow us @SRAsia_editor

PERCENTAGE OF FIRMS THAT HAVE CONDUCTED A CYBER RISK ASSESSMENT
Source: Aon

39%
Europe

57%
North
America

33%
Asia
Pacific

37%

19%

Middle East
and Africa

Latin
America

42%
ALL

Purchase of cyber insurance coverage by region

Middle East
21
and %
Africa

All

7%
Latin America

10%

TOP 10 RISKS
Aon’s 2015 Global Risk Management Report
picked the following as the top risks in Asia

12%

Europe

Asia Pacific

7%

42%

Middle East
and Africa

North America

1 Increasing competition
2	
Failure to attract or retain top talent
3 Damage to reputation/brand
4 Business interruption
5	
Economic slowdown/slow recovery
6 Political risk/uncertainties
7	
Failure to innovate/meet customer needs
8 Regulatory/legislative changes
9 Cash flow/liquidity risk
10 Exchange rate fluctuation

n Insurance currently purchased
n Not purchased and no plans to purchase
n Plan to purchase

Source: Aon

BIG NUMBERS
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48.6m 20m
Number of Japanese whose
data was exposed in the
Benesse leak

Number of South Koreans
who lost data in the Korea
Credit Bureau breach

25%
Reduction in Benesse
membership in the year
following its data leak scandal

¥100m
Amount in yen lawyers are
seeking from education service
provider Benesse following its
data breach
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Franckly speaking
StrategicRISK spoke to Franck Baron, PARIMA chairman and group general manager, risk management
and insurance, International SOS, about the risks on his radar in Asia
How has the risk
landscape in Asia
evolved over the past
five years?
Some of the themes that
have emerged include superspreader risks and the greater
interconnection of risks.
Increased instability can’t
be washed away but should
be taken care of through
prevention, proactive risk
management and risk financing.
Risk is on the c-suite agenda,
but are we as risk managers?
We also face a density risk.
Growing concentrations of
activities take place in a small
number of world epicentres:
the global financial system is
effectively rooted in New York
and London, global electrical
manufacturing concentrated
in certain regions of China and
Hong Kong, Thailand produces
40% of the world’s hard drive
disks etc. When Tropical Storm
Nock-ten hit Thailand in 2011
it affected car and computer
manufacturers all over the world.
Profit-driven outsourcing had
led many firms to the same
cost-efficient location.

What are some of the
risks that you are
concerned about?
1. The lack of loss prevention
and health and safety focus.
We witness a wide range of
attitudes and knowledge about
health and safety, fire safety, risk
engineering and loss prevention,
with some owners and managers
being highly motivated to make
positive changes. Others still see
any change as a threat to their
status, livelihood or profit line.
The motivation ranges from those
who feel a moral obligation to
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make changes (duty of care), to
those who are doing it because
of external legal, social or
financial pressures.
2. The transmission of diseases.
Although one generally
thinks of globalisation as a
process involving a multiplicity
of locations, and thus a
geographical diversification
of risk, in practice it has also
resulted in a concentration of
risk and instability. By allowing
these nexuses to arise, the
world is literally putting all of
its eggs in one basket and
leaving itself vulnerable to highly
disruptive hazards.
Globalisation, population
growth, and urbanisation have
facilitated the transmission
of infectious diseases. The
complexity of global travel and
global integration means that
any ‘patient zero’ is now but a
few degrees of separation from
formerly isolated communities.
According to medical
experts, more than 30 new
disease-causing organisms have
appeared in just the past two
decades. These have included
such deadly pathogens as
Ebola, Hepatitis C and HIV.
In addition, diseases such as
cholera, malaria and the
plague, once believed
eradicated, have returned with
even greater virulence.
By 2025, the fraction of the
world’s population living in cities
is expected to rise to 70%.
This is important everywhere,
but especially in overcrowded
or unhygienic conditions, where
people live close to animals
and where water is easily
contaminated. Many ‘biogeographic barriers’ have been
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removed. Continual introduction
of pathogens to new regions
is inevitable in our globally
connected planet. In the 21st
Century, no disease can remain
a solely local or national problem.
3. Global warming, or, more
neutrally, climate change facts
include long time series for
global average temperature,
global carbon dioxide
concentrations, and sea level
rise. Considerable uncertainty
exists in many forward-looking
estimates but also highlight the
long timescales over which they
are expected to emerge.
This impacts both risk
management and insurance.
The insurance industry serves
the broader economy by bearing
unwanted volatility. The greater
the volatility the greater the
value that insurance can add to
the global economy. Let’s not
forget that 183 million Asians are
threatened by inundation due to
rising of sea levels.

The complexity of
global travel and
global integration means
that any ‘patient zero’ is
now but a few degrees
of separation from
formerly isolated
communities”

What are some of the
unique risks affecting
Asia’s megacities now
and into the future?

The majority of global urban
assets are not adequately
protected and insured and yet
cities are more at risk than they
should be. As economic growth
creates more assets which require
protection, the insurance industry
can move to the next level by
successfully demonstrating the
value of insurance to businesses,
governments and society at large.
2011 was a year of major
catastrophe losses from the
region. As insured values
increase, presumably such
events will become more
common. What are the
challenges from a natural
catastrophe perspective?
One area where insurance
plays a crucial role is in
mitigating the impact of business
interruption, which was well
demonstrated during 2011.
But a recent report by the Asian
Development Bank tells us that
only 7.6% of Asia’s economic
losses were insured last year,
compared with 67% in the US.
With low insurance penetration
rates, the burden to cover the
cost of catastrophes falls on
governments and taxpayers.
Insurance take the risks of
natural catastrophes off the
balance sheets of businesses
and the taxpayer. It is an area
where insurers can add very
clear value to society. Society
must strengthen the resilience
of urban areas through
both physical and financial
precautionary measures.
The nat cat exposure in Asia
is, first of all, a great opportunity
to raise the need for better risk

Follow us @SRAsia_editor

REGIONAL RISK
MOST VULNERABLE URBAN AREAS
URBAN AREAS WITH THE MOST PEOPLE
POTENTIALLY AFFECTED BY ALL 5 PERILS*

management, loss prevention
and insurance. This being
said, a lot still needs to be
done, including a more risk
management-minded dialogue
with local authorities to treat
catastrophe exposures as
critical ones.

As the economy in Asia
continues to grow and
develop, how do you
see risk challenges and
insurance demands
altering?
The challenges are twofold:
(a) ensuring that the proper
risk picture is provided to
the final decision makers: as
we witness still too much of
compliance-driven ERM which
does not provide enough
emphasis on entrepreneurial
risks/opportunities and the
operational risk exposures (b)
developing a more professional
insurance sourcing and
structuring to cope with the
real risk exposures and provide
organisations with a reliable
financial protection
Disasters have heightened
an urgency to strengthen risk
management across the region.
In the past decade, the region
has been blighted by several
deadly and economically
damaging catastrophes: the
Indian Ocean Tsunami (2004),
Cyclone Nargis (2008), the
Tohoku Earthquake (2011),

the Thai Floods (2011) and
Supertyphoon Haiyan (2013).
Asian cities are the most
heavily exposed to natural
catastrophes, both in terms of
the number of people potentially
affected and economic impact.
The Tokyo-Yokohama region
is the top ranked urban area in
terms of population exposed
(see table, right). Many cities
exposed in Asia and particularly
southeast Asia are in countries
where there is no developed
insurance market.
Increasingly, the distinction
between natural and
man-made disasters is being
blurred. Not only the causes, but
also the implications, of virtually
all disasters are the results of
human action, as the differential
impacts of hurricanes in Haiti
and its neighbour the Dominican
Republic (which shares the
same island) attest. This should
continue to encourage Asian
corporates to rethink and
improve their risk management
functions.
Asia requires more insurance
(given its low penetration in
a few countries) and more
understanding of its related
professionalism and expertise.
There is also a need for more
relevant products such as
cyber, business interruption and
executive protection. This is a
very key ambition and mission
of PARIMA.

57.1m

Manila (PHL)

34.6m

Pearl River Delta (CHN)

34.5m

Osaka-Kobe (JPN)

32.1m

Jakarta (IND)

27.7m

Nagoya (JPN)

22.9m

Kolkata (IND)

17.9m

Shanghai (CHN)

16.7m

Los Angeles (USA)

16.4m

Tehran (IRN)

15.6m

URBAN AREAS RANKED BY INDEX OF
WORKING DAYS LOST, BY ALL 5 PERILS*

Tokyo-Yokohama (JPN)

4.50

Osaka-Kobe (JPN)

2.71

Nagoya (JPN)

2.69

Pearl River Delta (CHN)

1.78

Amsterdam-Rotterdam (NLD)

0.96

Los Angeles (USA)

0.93

New York-Newark (USA)

0.62

San Francisco (USA)

0.47

Paris (FRA)

0.46

Taipei (TWN)

0.39

URBAN AREAS RANKED BY INDEX OF
WORKING DAYS LOST RELATIVE TO
NATIONAL IMPACT, BY ALL 5 PERILS*

Manila (PHL)

1.95

Amsterdam-Rotterdam (NLD)

1.31

Tokyo-Yokohama (JPN)

1.29

San Jose (CRI)

1.26

Guayaquil (ECU)

1.20

Taipei (TWN)

1.02

Ndjamena (TCL)

1.00

Nagoya (JPN)

0.97

Tainan-Kaohsiung (TWN)

0.90

Lima (PER)

0.90

Source: Swiss Re 2013

Risk is on the c-suite agenda,
but are we as risk managers?”

Tokyo-Yokohama (JPN)

* catastrophic floods, storms, storm surges, earthquakes or tsunamis
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THE CLAIM

The shop window
The growing complexity of supply chains and conflicts surrounding the
interpretation of wordings have drawn attention to claims in recent years
There is the common saying that claims are
the shop window by which the insurance
industry is judged. When a loss occurs, the
speed and fairness with which a claim is
settled affects the insured’s perception of
that insurer and the wider industry.
Major events in recent years have put
many international insurance policies to the
test, and shown the importance of getting
the right cover and wordings in place.
For example, there were disputes over
policy wordings and claims during the 2010
Bangkok Riots when insurers were deciding
whether to classify the event as a ‘terrorism’
or ‘riot’ incident.
Multinational claims are often some of
the most challenging to process given their
inherent complexity and issues surrounding
local compliance. These difficulties are often
exacerbated in the aftermath of major
catastrophes where sites are more difficult
to access and claims and loss adjusting
resources are stretched.
The complexity of supply chains in
today’s globalised world is one reason why
multinational claims are more of a
challenge, according to Ken Giambagno,
global head of forensic accounting and
complex claims at Willis.
He points to the Thai Floods and
Tohoku Earthquake in 2011 as two recent
examples of major events that not only
caused widespread property damage but
also business interruption and supply
chain disruption.

“In Japan, there was an issue with the
auto industry where they couldn’t get
certain colours of paint, and that
manufacturer couldn’t get the pigment from
a local manufacturer in Japan that was
flooded as a result of the tsunami,” he says.
“That had a major impact across the
supply chain.
“What ends up happening is that large
corporations can’t get a minor component
part in the supply chain and therefore
cannot manufacture and sell the major
products,” he continues.
“It could be high-end computers, for
instance, but if they can’t produce and sell
as a result of their ability to get a
mechanical device that turns the hard drive
(as a result of the damage to a second, third
or fourth tier supplier) they are unable to
get product out to the customers.”

“There is an increasing
awareness of customers
requiring specific language
and very clear definitions”
Fernando Denes, Zurich
“What becomes difficult and complex is
many contingent business interruption
policies typically have sublimits,” he adds.
“So they may have a sublimit for a tier one
supplier. They will have a lesser sublimit for
a tier two supplier and it get less and less

the further away you get from the
manufacturing process. However the impact
on operations could be catastrophic. So
there is coverage available but you have to
be very careful in determining what those
sublimits are.”

LOCAL COMPLIANCE
The 2011 floods in Thailand were also an
eye-opener from a compliance perspective.
“Compared to other markets like China and
Japan, Thailand is quite flexible from an
non-admitted insurance perspective,” says
Zurich head of international sales and
distribution for Asia Pacific Fernando Denes.
“For most lines of business, you can cover
risks in Thailand without having to place a
locally admitted policy. Unfortunately, that
was the solution sought by most customers
with exposure in Thailand”.
“Once the floods hit, brokers and
insurers were confronted with the fact that
while non-admitted risk cover was allowed,
the performance of loss-adjustment
activities was not. ”
Denes says “this became quite a problem,
creating a lot of uncertainty in a time where
most customers were in need”.
“Such catastrophic events always teach us
a few lessons. This was a clear case where
more attention to understanding customer
needs and service requirements was critical.
Customers who made a proper assessment
and opted for the issuance of a local policy
had an advantage. Compliance in

CHECKLIST OF POLICY GOVERNANCE QUESTIONS - CLAIMS NOTIFICATION/PROCESSING
• Are there any established provisions,
statutory or otherwise, governing the
notification of claims or circumstances
under the local policy?
• In relation to third party covers, are there
any prohibitions on the ultimate carrier
paying settlement proceeds direct to the
claimant, plaintiff or third parties?

• In relation to policies of indemnity,
is it standard market practice for
insurer consent to be provided prior
to settlement?
• Are there requirements of local law that
require the local insurance carrier to
pay third parties direct and/or permit
the insurance carrier to be a party in the
litigation proceedings?

•A
 re there any specificities regarding
establishing claim reserves, or the timing
of said reserves? Are there prescribed
rules relating to the currency in which
claims must be paid?
•T
 he extent to which, if at all, the direct
payment of claims (direct indemnity
provisions/cut through provisions)
is permissible?
Source: Airmic
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international insurance goes beyond
risk coverage.”
Tools such as Zurich’s Multinational
Insurance Application can be useful in this
regard, helping to keep policyholders
updated on changing insurance laws and
regulations, tax environments as well as
rules surrounding claims payment and loss
adjustment among others.
Shutterstock

“What becomes difficult and complex is
many contingent business interruption
policies typically have sublimits”

LESSONS IN CLAIMS

THAI FLOODS 2011

Disputes over claims arose following extensive flooding
in Thailand, which reached its peak in December 2011.
Seven major industrial estates were inundated, affecting
numerous industries including computing and automotive,
with a number of critical suppliers out of action for weeks.
Disputes arose surrounding ‘hours clauses’ and whether
the floods should be deemed more than one event as
well as the inability to mobilise loss adjusters under
non-admitted policies.

Events such as the catastrophes in
2011 have helped to highlight the value of
having broad and tailored coverage and
thinking carefully about wordings before a
loss occurs. “There is an increasing
awareness of customers requiring specific
language and very clear and precise
definitions,” says Denes.
“There is increased awareness that you
need to care about claims payment when
you’re structuring an insurance solution,” he
continues. “A lot of times we tend to go
towards whatever is easier and not fully
thinking through, where will I have my
claims paid? How can I make a $10m
payment into Venezuela – is that easy?”

Shutterstock

Ken Giambagno, Willis

BANGKOK RIOTS 2010

Confusion arose after government officials described the riots
as a terrorism event, but later retracting that definition. It led
to great confusion as insurers were uncertain whether claims
should fall under terrorism policies or property policies that
contain cover for “strikes, riots and civil commotion”.

Broker
compliance

Insurer
compliance

Insurance
contract and
claims payment
Buyer
compliance

Shutterstock

OVERLAPPING
COMPLIANCE
RESPONSIBILITIES

TOHOKU EARTHQUAKE AND TSUNAMI 2011

On 11 March 2011 a magnitude 9 earthquake struck off the
coast of Japan, immediately followed by a devastating tsunami.
The natural catastrophe triggered a man-made catastrophe
when it caused a nuclear meltdown at Fukushima. Organisations
that experienced business interruption (BI) as a result of
supply chain interruption were not all indemnified for damage
to suppliers’ premises and the nuclear exclusion zone around
Fukushima introduced a non-damage element to contingent BI.
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THE VALUE OF INTERNATIONAL PROGRAMMES

Phil Ondaatje,
managing director for
strategic risk solutions,
JLT Specialty Asia

Nicholas Clarke,
regional director,
Aon Risk Solutions

John Donnelly, head
of placements for
Asia Pacific, Marsh

Fernando Denes, head
of international sales and
distribution, Asia Pacific,
Zurich Global Corporate

As Asian companies
increasingly venture
overseas and expand into new
markets, the need to ensure that
insurance programmes are
seamless, while complying with
increasingly vigilant insurance
and tax authorities, is becoming
far more relevant.
“For businesses with risks in
territories outside their home
country, the time comes when
they must consider whether
their interests are best served by
a global insurance programme.
The benefits for global insurance
programmes typically include:
uniform level of cover applied
across companies/countries;
elimination of gaps or costly
overlaps in cover; economies of
scale and leverage in negotiating
with insurers; and streamlined
administration, including
coordination of claims.
“In most cases the overriding
objective in establishing an
international insurance
programmes is the cost saving
potential. Those unfamiliar with
these type of programmes are
generally unaware that localised
coverages are also required for
compliance reasons and thus the
economics of setting up, may
not necessarily be more efficient.
“Establishing a regional or
global insurance programme
requires detailed knowledge of
local markets and practices.”

The attitude used to be:
Find me the cheapest
insurance policy you can get and
the specifics don’t matter a great
deal. The proportion of buyers
like that are on the decline and
it takes one claim that doesn’t
work for that mindset to change.
“The priority is now to
getting the right wording at the
right limits for the best price.
Our global clients definitely have
that mindset and look at how
they integrate their risk
management information – so
their risk registers, engineering
reports and all of their analysis
– to really make sure a policy
covers all of the knowns as well
as many of the unknowns you
can think of.
“They are using things like
nat cat modelling and scenario
modelling to come up with the
right limits and sublimits of the
programme, and then looking at
who is the best partner and how
can we design that in the lowest
cost way, optimising the total
cost of insurable risk.
“Because we are in a soft
market it’s a great time to really
broaden your cover ... and in a
hard market you’re likely to keep
that cover. Normally in a hard
market your price goes up, but
it’s sometimes impossible to get
more cover. Soft markets are a
great time to broaden what your
wording can respond to.”

The Asian insurance
market reflects a buyers’
market and premiums have
reduced in many countries. The
standout exception to this was
Indonesia, where a tariff was
introduced in February 2014
and, as a result, many clients
have increased premiums in
that market.
“The major account space has
seen a lot of increased capacity
over the past 12 months,
intensely fuelling competition.
“The lack of catastrophe
losses throughout the world is
seeing insurers making record
profits and shareholders and
analysts expect this to continue.
“The reinsurance market, of
course, is contributing greatly to
pricing: $20bn of new capital
has entered the market in the
past two years. It’s entering the
market because of the
profitability and lack of other
alternative investment
opportunities for that capital.
The capital, when it comes into
the market, must be serviced
and reinsurers are providing
their capacity to direct insurers
at reduced rates. Those insurers
are passing on those savings to
their customers.
“There are going to be plenty
of opportunities in 2015 – lots of
new capacity and new entrants
coming into the market.”

Asian companies operating
overseas are increasingly
concerned about both the
certainty of local claims payments
and regulatory compliance. This
trend is also seen with smaller
companies as the awareness of
non-admitted coverage
restrictions in key markets like
China and Japan increases.
“To address these concerns,
customers are looking for
international programme
solutions so as to obtain access to
expertise and, also, convenience
and control. Through a single
point of contact, customers and
brokers can place policies and
cover risks in all continents
without having to leave their
offices. Significant investments in
technology allow them to have
online access to data such as
premium payment, claims and
risk engineering.
“This means that while there’s
greater concern on the ability to
have local service and claims
payment in the countries where
they operate, customers buy an
international programme for
additional benefits as well.
“For example, subsidiaries
often have different risk appetites
and look for lower deductibles.
But with a centralised solution,
customers can ensure that local
needs are met while balancing
cost and a higher risk appetite at
the group level.”
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EXPERT VIEW
BY ZURICH SINGAPORE CHIEF EXECUTIVE JONATHAN RAKE
AND ZURICH GLOBAL HEAD OF INTERNATIONAL SALES AND
DISTRIBUTION PETRA RIGA

BUILDING A HARMONISED
ASIAN INSURANCE MARKET
The ASEAN Economic Community’s bid
to create a more harmonised regulatory
environment across Southeast Asia will be
a process of evolution and not revolution.
But there is much to be gained from such
a move.
Growing international investment in
emerging markets has created a new
generation of multinationals looking for
comprehensive insurance programmes
to cover all their global risk management
and insurance requirements. This puts
pressure on the insurance industry to
develop international programmes that are
capable of covering the full range of risks
across different industry sectors in
emerging markets.
But this isn’t always an easy task. It
is estimated that about 140 countries
currently do not allow ‘non-admitted
business’: insurance written by issuers that
are not licensed in the country. This can
create a significant barrier to running an
international programme.
An international programme supported
by a global insurer with a large geographic
footprint should be able to ensure that
policies are issued in a timely fashion,
claims are paid and services are provided
at a local level in all the countries where
a multinational customer operates. Such
programmes provide multinationals with
more consistent coverage. They remove
uncertainty about what is covered in
insurance contracts and by offering
economies of scale, they should prove more
cost-effective.
As emerging markets mature, insurance
rules inevitably change. Insurers need
to stay ahead of local requirements so
they can advise customers and react
appropriately to developments. Efforts are
being made to create globally acceptable
cross-border covers that can cater for local
difference in conditions (DIC) and difference
in limits (DIL) insurance issues. However,

this requires changes to international
insurance standards, as well as altering
multi-lateral trade agreements.
While there is still a long way to go, the
ASEAN Economic Community (AEC) has
taken the first step towards the creation
of a harmonised approach to international
insurance. AEC’s goal of regional economic
integration is centred around the following
four main pillars:
• A single market and production base;
• A highly competitive economic region;
• A region of equitable economic
development; and
• Integration into the global economy.
Within the first pillar – the creation of
a single market and production base –
significant progress has been made in the
trade of goods. But from an insurance
perspective, there is still some way to go
and financial services is currently lagging
behind other priority sectors.

‘It is estimated that about 140
countries currently do not allow
‘non-admitted business’:
insurance written by issuers that
are not licensed in the country’
Jonathan Rake and Petra
Riga, Zurich

In October 2014, the ASEAN Insurance
Council (AIC) organised its first ASEAN
Insurance Summit. The need to better
integrate insurance markets is taking on a
greater urgency, according to the Singapore
MAS deputy chairman and minister for trade
and industry Lim Hng Kiang at the inaugural
AIC Summit.
“As ASEAN economies develop, cities
expand and populations prosper, we
have more at stake: more at stake not
just in each other’s success, but also
more at stake should things go wrong,”

he told delegates at the summit. “As we
have witnessed in the past decade, our
shared prosperity has become increasingly
vulnerable to natural calamities and external
shocks. Yet we have not correspondingly
taken up better protection for the economic
assets at risk.”
Through discussions at the AIC Summit
it was clear there are many challenges to
overcome in the journey towards a more
harmonised insurance market. This includes
conflicting regulation standards, uneven
regulation capability, barriers to cross
border investment and differing Foreign
Direct Investment requirements among
others. But progress on these fronts should
help create a more level playing field across
the region.
In the future, a more consistent approach
to regulation will make it possible to provide
the same international insurance solutions
across ASEAN, as opposed to disparate
local solutions that differ from one country
to the next. Insureds will benefit from a
greater breadth of services and products
and more tailored and sophisticated
coverage, as is already the case in market
such as Europe where such harmonisation
already exists.
While there are many benefits to be
gained by insureds and insurers – local,
regional and international – the road to
harmonisation is not an easy one. There are
various stumbling blocks along the way,
such as the actions of local regulators,
which currently may not be facilitating
progress towards AEC targets. Clearly
some governments will feel the need to
protect their local companies and be
reluctant to open up their markets to
competition, and this needs to be
carefully managed.
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