
THE FUTURE p8
Could the rise of robots lead 
to mass layoffs and violence 
in the streets?

THE SURVEY p2
Why hiring and keeping  
good staff is a headache for 
almost every risk manager

Welcome to the fourth 
issue of The Knowledge 
– StrategicRISK’s new 
insight supplement that 
surveys Asia-Pacific risk 
managers. Here we look 
at key risks involving 
workers and contractors 
By Jessica Reid, StrategicRISK editor (Asia-Pacific)
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1 Where does ‘people risk’ rate on 
your risk register in the major jurisdiction 
that your business operates? 

54%  Top five risks
31%  Top 10 risks
 15%   Outside of your  

top 10 risks

The people issues that 
APAC companies dread
A StrategicRISK survey of senior Asia-Pacific risk managers shows that attracting and hanging on  
to talented employees, and millennials in particular, is a constant headache for nearly everyone

THE SURVEY

Whether it’s keeping staff safe, 
managing an ageing workforce, 
dealing with the ever-increasing 
costs of employee benefits or 
ensuring ethical behaviour (from 
suppliers through to the chief 
executive), people risk 
encompasses many elements. 
But which elements are keeping 
Asia-Pacific risk managers  
awake at night?

According to the 
StrategicRISK Asia-Pacific 
Advisory Panel, made up of a 
select group of senior risk and 
insurance professionals, 
retaining a talented workforce is 
by far the most challenging 
people risk to mitigate. In the 
survey, risk managers were 
presented with a series of people 
risk issues and asked to rate their 
top three (see graph, below). 

Almost all respondents 

Source: StrategicRISK Asia-Pacific Advisory Panel

2 What are the three biggest 
people risk issues to your business? 

(96.15%) chose attracting and 
retaining a talented workforce. 
This was followed by injury to 
workers (physical and mental) at 
42.31% and unethical or 
fraudulent activities of staff or 
contractors, chosen by 40.38%. 

Risk managers in Asia 
consistently cite people talent 
issues as one of the top risks to 
their business. In the 
StrategicRISK Asia Risk Report 
2015, these were second only to 
economic conditions. 

“It’s one of our most 
complicated risks to manage,” 
says Telstra chief risk officer Kate 
Hughes (see more, page 14). 

“We talk about building a 
global brand and identifying 
growth businesses, [but] the 
only way those things are going 
to come into effect is if you’ve 
got the talent to enable it.”

In transforming itself from an 
Australian telecommunications 
business to a global technology 
company, Telstra is creating a 
shift in the skill set required of 
its current and future employees. 

“How do we compete with the 
Googles, the Yahoos and Apples 
of the world?” asks Hughes. 
“What can [employees] find with 
us that they can’t find there? 
Because if we can’t solve for that, 
then the ultimate risk of not 
executing on our strategy will be 
absolutely realised. 

“Also, how do you keep your 
employees engaged when the 
world around them is shifting as 
quickly as ours is, and how do 
you build a resilient workforce 
when you’re constantly going 
through cost-cutting pressures, 
major transformational reforms, 
and asking people to do more 

with less and absorb 3% inflation 
into their budgets every year?” 

On-the-job training
It’s a common challenge raised 
by risk managers around the 
region. As one manager told the 
survey: “Some roles require 
niche and specialised skill sets 
that take months and years of 
on-the-job training for employees 
to become proficient. 

“These skillsets are unique to 
the landscape, environment and 
culture of the country and 
therefore cannot be easily 
imported or acquired externally. 

“When these employees leave 
the company, they take the years 
of on-the-ground experience 
with them and leave behind a 
competence gap in the 
organisation.”

Another explained: “Our 

8% 
Absenteeism

2% 
Seasonal workers

23%
Ageing workforce

19% 
Other

17% 
Travel risk 

(terrorism and 
geopolitical 

violence, kidnap 
and ransom)

15% 
Merging work 

cultures  
during M&A activity

42%
Injury to workers 

(physical and mental)

40%
Unethical or 

fraudulent activities 
of staff or contractors

33%
Increased cost of 
employee benefits 

programmes

96% 
Attracting and  

retaining a talented 
workforce
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“Retaining excellent staff  
is expensive”

“Any careless act on the 
part of an employee(s) may 
potentially put the organisation 
in a bad light, causing 
unnecessary fines and 
reputational damage”

“Attraction and retention 
is tough, especially with 
government controls over 
foreign labour”

“Physical injuries are inevitable, 
but medical costs and other 
related expenses have 
increased drastically”

 WHAT THEY SAID

Risk managers 
set out their 
people risks

Other:
•  Core management 

capability
• Succession planning
• Creating service culture
•  Government foreign 

employment policies
•  Medical malpractice  

legal suits
•   Engagement and adapting 

to business transformation
•  Lack of personal interest 

in safety and proper risk 
management practices

•  Increase in demand, with 
more companies venturing 
into Myanmar looking for 
experienced employees

• Conduct risk
• Capability building

3 How would you rate your board’s 
commitment to addressing people risk? 

4 In the past two years, has 
people risk at your business: 

31%  Excellent
46%  Good
23%   Average

growth plans rely on attracting 
the right talent at the right time, 
and then keeping them in 
competitive labour markets.”

A third risk manager wrote: 
“Attracting and retaining talent 
is a constant challenge due to 
the ‘war for talent’ and also the 
changing needs of generation Y.” 

Indeed, a recent report by 
Deloitte said businesses must 
adjust how they nurture loyalty 
among millennials or risk losing 
a large percentage of their 
workforces. 

According to the report, 44% 
of millennials say that, given the 
choice, they expect to leave their 
current employers in the next 
two years. 

That figure increases to 66% 
when the timeframe is extended 
to 2020. 

Millennials’ loyalty to their 
organisations is connected to 
leadership development 
opportunities, workplace 
flexibility and a sense of 
purpose beyond profit. 

Unfortunately in South East 
Asia, more than 70% of 
millennials (globally, the figure 
is 60%) feel that their 
“leadership skills are not being 
fully developed” to ensure the 
creation of a new generation of 

business leaders. This has a 
direct impact on short-term 
attrition, since seven in 10 
respondents who are unhappy 
with how their leadership skills 
are being developed are likely to 
leave in the next two years. 

Verbal praise
Jason Seng, Singapore leader of 
Deloitte’s South East Asia human 
capital practice, says: 
“Millennials generally need to 
feel valued or they’re likely to 
lose interest in their work, even 
if they are paid well. 

“Local managers also say that 
it helps to give encouraging 
comments to keep them 
motivated, but agree that 
Singaporeans, and Asians in 
general, are less likely to pay 
compliments to employees even 
when duly deserved. Local 
leaders should be encouraged 
and reminded to give due verbal 
recognition for a job well done.” 

He adds: “Local managers 
should also be more open to, and 
accepting of, flexible working 
hours, work patterns and virtual 
working; as well as respect the 
individual’s perspectives on 
work-life balance instead of 
expecting them to respond ‘on 
demand’.”

14% 
Decreased

33% 
Stayed  

the same

53% 
Increased
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If your supply 
chain is morally 
suspect, this  
is how you 
should react
No major corporate condones unethical labour practices.  
So why are firms still getting caught up in scandals at the  
more opaque ends of their supply chain?

ETHICAL STANDARDS

In January, Apple, Sony and Samsung made 
headlines for all the wrong reasons. Human 
rights organisation Amnesty accused them 
and others of failing to ensure minerals in 
their products are not mined by children. 
Though all three have stated zero tolerance 
for child labour, the incident highlights the 
potential financial and reputational impact 
of unethical activities in a supply chain. 

In the survey for this report, risk 
managers were asked how confident they 
were that their supply chain was acting 
ethically, on a scale of one (where unethical 
behaviour is non-existent) to five (where it is 
rife). The overall score was 3.44, indicating 
an above-average confidence in the supply 
chain, but with clear room for improvement. 

One respondent said: “We engage a wide 
variety of suppliers, all with varying cultures, 
systems and values. While we have a 
comprehensive vendor assurance programme 
to mitigate risk, there is likely to be isolated 
incidents of unethical behaviour occurring.” 

Cultural issues were highlighted too: “The 
organisation has set the tone from the top 
with a ‘zero tolerance’ on this issue. [But] 
the implementation of this policy defers 
between mature markets e.g. Hong Kong/
Australia (which are intolerant to unethical 
practices) to China (where unethical 
practices seem to be an accepted norm).”

Lockton Singapore’s CEO, Peter Jackson, 
agrees there are problems with local 
regulatory body enforcement. But ignorance 
of wrongdoing is no excuse: “Your ultimate 
aim is to have visibility all the way down 

ABUSE OF CHILD WORKERS IS A GLOBAL ISSUE
BANGLADESH, CHINA,      INDIA, NIGERIA AND PAKISTAN ARE AMONG 68 COUNTRIES AT AN ‘EXTREME RISK’

[the supply chain]. In the food industry, for 
example, it’s a ‘field to fork’ mentality.” 

Control Risks associate director, global 
issues, Jonathan Wood, says supplier 
networks’ locations are also significant. “If 
you’re dealing with contract manufacturing 
in South East Asia, [the issues] might be 
human rights-related, but if you’re dealing 
with contract manufacturing in Europe, they 
might be product diversion and organised 
crime-related,” he adds. Approaching these 
issues “from a due diligence perspective and 
from a supplier chain auditing perspective 
are often quite similar skill sets”.

Millions of children
The scale of unethical labour is huge, with 
168 million children – almost 13% of 
youngsters globally – engaged in child 
labour, according to Unicef. In addition, 
modern slavery affects 36 million people, 
the Global Slavery Index estimates. 

RL Expert managing partner Leesa 
Soulodre says multinationals have long 
profited from lax labour standards: “Even 
after tragedies like the Foxconn suicides or 
the collapse of the textile factory in 
Bangladesh, the tolerance for systemic child 
labour violations or the lack of a living wage 
suggests that the price being paid is not high 
enough, despite the reputation risks.” 

But new regulation could see that change. 
The UK’s Modern Slavery Act 2015 is 
designed to consolidate previous offences 
relating to trafficking and slavery. The EU is 
said to be considering similar regulation. 

Soulodre wants to see “a collaborative 
process, with all stakeholders taking on 
responsibility. Company directors must 
demonstrate their fiduciary responsibility. 

“Companies can do this through ramping 
up their commitments and holding suppliers 
accountable to a set of standards. 

“Governments need to enforce the law. 
NGOs must continue to be the watchdog, 
reporting company breaches of child labour 
to communities. Media need to responsibly 
report it. Employees need to be the 
whistleblower and vote with their 
employment choices, and workers, consumers 
and investors need to vote with their cash.”

Jackson agrees that firms should use their 
clout. He says: “Large customers can use the 
fact that they’re buying millions of dollars of 
materials to make people change because of 
the economic hulk grip that they have. 
Having said that, if that’s the stick, then 
there’s got to be a carrot as well to reward 
people for doing the right things.”

   Extreme Risk
   High Risk
   Medium Risk
   Low Risk
   No Data
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 HOW COMPANIES CAN STAMP OUT THE PROBLEM

RL EXPERT GROUP MANAGING 
PARTNER LEESA SOULODRE 

1 Implement an early warning system to 
increase transparency and monitor risks 

and issues in all tiers of the supply chain.

2 Get the chief executive onboard. 
Use them to help actively propagate 

an organisational culture around the 
importance of a responsible supply chain 
and corporate social responsibility (CSR) 

ABUSE OF CHILD WORKERS IS A GLOBAL ISSUE
BANGLADESH, CHINA,      INDIA, NIGERIA AND PAKISTAN ARE AMONG 68 COUNTRIES AT AN ‘EXTREME RISK’

Source: Maplecroft’s 2014 Child Labour Index

programme. Without this, it will clearly fail.

3 Ensure all staff are educated on the 
programme and understand the 

individual consequences of using a factory 
that has not gone through the CSR audit 
process prior to any orders being placed. 

4 Zero tolerance of the use of child 
labour in all tiers of your supply chain 

should be clearly articulated as part of 
the signed supplier code of conduct and 
checks for breaches must form a critical 
part of the ongoing factory audit process 
by a specialised independent third party. 

5 Factor ‘outrage’ into your 
assessment. Implement a rating 

system and rate the supplier inside-out, 
based on their audit result (what they told 

you) and what your stakeholders have 
published (what others say about them). 
Understand their sensitivity to this topic 
as gauged by your risk intelligence. For 
example, a ‘red rating’ could be assigned 
when any one of the audit requirements 
have not been met for critical risk issues 
and when stakeholder outrage is low. In 
this case, it would require a completed 
corrective action plan to be submitted 
within a short timeframe, with a follow-
up visit within 30-60 days to evaluate 
remediation of issues. 

6 Make sure a regular audit cycle forms 
part of the ongoing programme and 

records and results are maintained in a 
central place, easily accessible by frontline 
staff. Ensure outrage is factored into the 
hazard and probability risk assessment.
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As political risks grow, 
staff safety takes on  
a whole new urgency
Businesses expanding into new markets may find that terrorist-influenced criminality has moved  
in just ahead of them. In major Western cities, meanwhile, the threat of a lone-wolf attack is very real

TERRORISM

A shooting at the offices of a 
French satirical magazine kills a 
dozen employees and spills on to 
busy city streets. Three gunmen 
attack tourists at a museum in 
Tunisia. Armed militants storm  
a university in Kenya, targeting 
students. Targeted terrorist 
attacks in Paris kill 130 people. 
These incidents are but a sample 
of recent acts of terrorism and 
terrorism-related violence, 
which continues to increase 
worldwide (see table, right).

“Over the last 12 months,  
we have increased the terrorism 
risk rating in a number of 
jurisdictions globally,” says 
Jonathan Wood, global issues 
analyst at Control Risks. “That 
includes at the national level 
and also down to the city level: 
key capital cities, for example.”

Much of terrorism’s evolution 
is linked to the emergence of 
Islamic State, initially as a rival 
to Al Qaeda, but increasingly as 
the pre-eminent transnational 
terror network. Competition has 
spurred more aggressive 
approaches to fundraising and 
recruitment, attracting fighters 
from around the world to the 
conflict in Iraq and Syria and 
using them to evangelise and 
train others back home.

“What Islamic State is  
doing via social media is 
unprecedented,” Wood says, 
pointing to its effectiveness in 
inspiring homegrown threats 
around the world. “The level of 
propaganda and incitement to 

carry out these types of attacks 
has increased dramatically.”

Industries used to difficult 
environments – oil and gas, for 
example – have well-developed 
security practices. But firms 
expanding into new markets 
– like South East Asia, where 
threat levels in Malaysia and the 
Philippines are rising to match 
Indonesia’s – may find terrorist-
influenced criminality has 
moved in just ahead of them.

Peter Jackson, chief 
executive officer of Lockton 
Companies in Singapore, says: 
“If you’re starting to work in 
locations which are more 
remote or further afield, going 
to advisers who can help 
explain the political and 
security situation is important.” 

Jackson cites a food retailer 
that closed down operations in 
southern Thailand when it 
found “terrorists were attacking 
their outlets because they saw 
them as a representation of the 
US. For them, terrorism was a 
new experience.”

In Western nations, security 
forces act as a brake on large-
scale threats. This has led Aon 
and Control Risks to rate the 
terror threat to businesses in 
Australia, for example, as “low”.

But the Australian 
government says an incident is 
“probable”, citing the likelihood 
of an attack by an individual or 
a small group inspired by – but 
not necessarily connected with 
– terrorists overseas. The 

Source: Country Reports on Terrorism 2014, US Department of State

81% 

Increase in the 
number of lives lost 
to terrorist attacks

35% 

Increase in the 
number of terrorism 

incidents
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Terrorist attacks and casualties worldwide
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emergence of these ‘lone wolf’ 
attacks is connected with the 
increased number of shootings 
in busy public spaces globally.

“If you are in a high-profile 
location, be that a CBD, a city 
centre, a major airport as 
examples, then you’ve got a 
particular risk,” Jackson says.

Businesses are realising that 
attacks in traditionally low-
threat jurisdictions pose a 
genuine threat to staff – whether 
they are mobile workers or 
leisure travellers – and to 
business continuity. Companies 
are increasingly looking to 

  IS CYBER TERRORISM A RISK  
TO YOUR BUSINESS?

DON’T WRITE OFF THE TERRORISTS YET 
– THEIR TACTICS ARE STILL EVOLVING

Sony, eBay, JP Morgan, the United States Office 
of Personnel Management... Cyber attacks 
continue to compromise state and private 
sector information technology assets, costing 
businesses up to $400bn annually, according to 
Lloyd’s of London. 

For the modern terrorist, such attacks offer 
anonymity, psychological impact, high visibility 
and the potential to inflict serious damage. 

But has cyber terrorism  
really arrived?
FBI special agent Mark Pollitt defined cyber 
terrorism as a “premeditated, politically motivated 
attack against information, computer systems, 
computer programs and data, which results 
in violence against non-combatant targets by 
sub-national groups or clandestine agents”. So 
far, most reported hacks have been one or two 
ingredients short of that brew.

According to Control Risks global issues 
associate director Jonathan Wood, cyber 
terrorism fears are exaggerated. “Right now it’s 
not really a credible threat, and I wouldn’t say 
that most businesses are devoting a great deal 
specifically to cyber terrorism as opposed to 
general cyber-risk management,” he says. 

“Terrorist groups would be very interested in 
cyber terrorism, but at the moment they don’t 
have the intent or capability to do something of 
that nature. We see most activities in the online 
space geared towards recruitment, facilitation 
and propaganda output.”

That pattern prompted the US National 
Security Council’s Richard Clarke to offer an 
alternative term – ‘information warfare’ – to 
describe online terrorist activity. But even if most 
IT security subversion is better defined as cyber 
crime or cyber espionage for now, Wood warns 
that terrorist groups are adapting rapidly and 
have the ability to inspire sympathisers to act. 

He adds: “Groups like Islamic State are 
prioritising the recruitment of individuals with 
those types of skills, and of course they’re trying 
to radicalise as many people as possible.”

Cyber attacks are starting to evolve. Last 
December, for example, thousands were left 
without electricity after hackers hit substations in 
Ukraine. This was the first known power outage 
caused by a cyber attack and was thought to 
originate from a Russian state-sponsored source. 

So while cyber terrorism in its purest definition 
may be some way off, cyber attackers’ methods 
are evolving and businesses’ defences must too.

introduce ‘active shooter’ 
scenarios into risk planning and 
staff training programmes.

“The attacks in Paris have 
been a very significant factor in 
shaping how companies think 
about this type of risk,” Wood 
says. “The type of thing that you 
might have done in the past only 
for a higher-threat jurisdiction, 
we’re now seeing move into 
some other types of jurisdiction.”

Hostile environment training 
isn’t necessarily the best way to 
prepare employees for a 
terrorist attack in a major city 
– nor would it be cost-effective 
organisation-wide. Most critical 
is the ability to ascertain staff 
whereabouts and establish 
effective communications, both 
with employees and with the 
authorities.

“When we had 7/7 happen to 
us in London, I had staff all over 
the place,” says Jackson, 
referring to the bombings on 
public transport in 2005. “We 
benefited from two things. One 
was we had everyone’s mobile 
phones. The other was full 
access to people’s diaries.”

He points out that neither of 
these measures is infallible. 
With mobile networks tending 
to overload during an incident, 
communications may be better 
co-ordinated from outside the 
city, while a degree of discipline 
is needed to ensure diaries are 
kept up to date.

Along with internal processes 
establishing communication 
channels within the company 
and designating responsibility 
for co-ordinating incident 
response, digital tools are 
available for tracking travelling 
employees and managing crises 
across jurisdictions. The best 
response plans will include 
ample redundancy, creating 
layers of protection for both 
staff and business continuity.

“Terrorism is a moving feast,” 
Jackson says. “Fortunately, it 
doesn’t happen every day. But 
underlying concern over the 
issue is growing.”

If you are in a 
high-profile 

location – be that a 
CBD, a city centre or  
a major airport, as 
examples – then you’ve 
got a particular risk”
Peter Jackson, Lockton
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THE FUTURE

The idea of machines replacing 
workforces has been a concern 
since the beginning of the 
Industrial Revolution. Indeed, 
the Luddites notoriously went to 
the extreme of smashing textile 
machinery they saw as a threat 
to their jobs.

When new jobs with better 
wages and conditions emerged, 
the fear of machines died away. 
So, does this imply that the 
initial concerns about the ‘rise of 
the robots’ was wrong? 

“Some research suggests that 
at least 20% of the workforce is 
going to be replaced by 
automation in the next five to 10 
years,” says Zurich Hong Kong 
head of proposition, corporate 
division, Hassan Karim. 

“Companies need to ask what 
this could mean not only for 
their business models, but also 
for their workforce. Could it lead 
to an employee backlash if they 
are replaced by machines? [And] 
what other elements of their 
business could be outsourced or 
become automated in the next 
five to 10 years?”

Already the substitution of 
capital for labour is moving 
beyond manufacturing to the 
service sector. 

A simple example is in the 
supermarket: that of checkout 
staff replaced by a single 
employee to monitor a bank of 
self-service machines. 

This kind of increased 
automation of service-based jobs 
could lead to an increase in 
employee strikes and corruption, 
says Karim. 

 VEHICLES THAT DON’T NEED DRIVERS

Nearly 1.3 million people die in 
road crashes each year; that’s 
3,287 in an average day. An 
additional 20-50 million are 
injured or disabled, according 
to the Association for Safe 
International Road Travel. But 
despite efforts to reduce these 
figures, such devastation has 
become a regular part of the 
narrative of our societies.

But autonomous vehicles 
– cars, planes and ships – 
are capable of sensing their 
environment and navigating 
without human input. They 
provide a unique risk migration 
measure capable of dealing 
with a danger that, until now, 
has been viewed as one of 

the prices we have to pay for 
using vehicles in the first place. 

Peter Jackson, chief 
executive of Lockton in 
Singapore, says there are 
key risks associated with 
autonomous vehicles.

“As the vehicles are totally 
computer-controlled, with 
no local manual intervention, 
you’re completely in the hands 
of the software,” he says. 
“This means that cyber risk 
prevention is critical, so that 
these cars, planes, ships and 
their contents arrive safely 
where you want them to.”

Jackson says that as the 
technology is not yet fully tried 
and tested, it’s difficult to plan 

And it’s not just lower-skilled 
jobs that are at risk, says Martin 
Ford, author of Rise of the 
Robots: Technology and the 
Threat of a Jobless Future.

“People with college degrees, 
even professional degrees, 
people like lawyers, are doing 
things that ultimately are 
predictable. A lot of those jobs 
are going to be susceptible [to 
being replaced by robots] over 
time,” he says. 

Lazada Group’s head of group 
risk and internal audit, Gordon 
Song, offers a word of warning 
about robotics and automation.

“[Virtual reality], like any 
form of analytical tool or 
technique developed in the last 
two decades, will certainly be 
useful – but as with all tools, 
they will only be as useful as the 
people who created them.

“To be more precise, all 
models and tools require 
assumptions and variables, and 
these have proven to be limited 
in the complex world we live in. 
The ‘risk’ lies in over-relying on 
these tech-enabled tools, and 
moving too far away from 
human judgement which, in my 
opinion, is not replaceable.”

Ryan Tan, head of strategy 
and enterprise risk management 
at Singaporean public transport 
operator SMRT Corporation, 
agrees. He says a key risk is 
around the introduction of 
robots and other autonomous 
technology in an environment 
and infrastructure built for 
non-autonomous vehicles. 

Regulatory bodies will play a 

key role in mitigating risks, he 
adds: “What sort of policies are 
they going to set up, and when 
are they going to do so in 
relation to the fast-evolving 
technology curve?” 

Electronic caregivers
But it’s not all bad news. 

Aon Risk Solutions Singapore 
chairman Geoffrey Lambrou says 
that the ability of robots to take 
on some jobs could prove a 
blessing, particularly for ageing 
populations. 

“In Japan – one of the 
countries likely to be hit hardest 
by a greying population – the 
rise of the robot caregiver is 
already beginning, sponsored by 
the country’s health ministry. In 

Sweden, the GiraffPlus robotic 
system involves installing sensors 
throughout a home to monitor 
everything from falls to blood 
pressure,” he says. 

In respect of the robotic 
revolution, a breakthrough 
moment will be the ability  
of robots to work together 
through connected systems, 
Lambrou adds. “Add the ability 
of all these machines – from 
manufacturing robots in factories 
to kitchen utensils in homes, 
fitness-monitoring wearables to 
driverless cars – to communicate 
with each other to the emerging 
ability of robot learning to adapt 
and improve, and we could be on 
the cusp of a new technological 
revolution,” he says.

Who’s afraid of the 
big, bad robots?
The rise of machines threatens the jobs of manual workers and professionals alike, and could 
conceivably lead to widespread civil unrest. But among the experts, not everyone is pessimistic
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WILL THE FOURTH 
INDUSTRIAL 
REVOLUTION DRIVE 
GLOBAL ECONOMIES 
– OR ELIMINATE 
MILLIONS OF JOBS?

The talk at the World Economic Forum’s (WEF) 
annual meeting in Davos, Switzerland, focused 
on the impact of new technologies on jobs and 
society at large. In the WEF Global Risks Report 
2016, unemployment is a ‘top five’ risk over 
the next 18 months. Over the next 10 years, 
major social instability enters that top five, with 
joblessness being a key driver. History tells us 
that past industrial revolutions have created great 
economic and social opportunities overall, despite 
job losses and civil unrests stemming from outgoing 
technologies. But can the same be said of this 
fourth revolution? 

There is every chance that this time, things 
could be different. While previous revolutions 
eliminated manual jobs in heavy manufacturing 
industries, things such as automation, robotics, 
blockchain technology and quantum computing 
could eliminate a vast number of jobs in the service 
sector, leading to potential civil unrest.

Fiercer competition will, of course, benefit 
consumers. But for businesses to stay ahead, they 
will need to adapt to new technologies or enter 
the brand graveyard with the likes of Kodak, which 
failed to move with the digital world. Businesses 
will benefit from new technologies if they remain 
relevant to their customers, and they can only do 
this by understanding the demographics of their 
customers and how they will be impacted by 
technology. For example, we know that people 
are living longer, so questions have to be asked 
in terms of what human longevity means for 
your business. How does that impact what your 
business sells and how it is sold? 

The fourth revolution brings many uncertainties, 
including the need to protect against civil unrest 
and the impact of breakdowns in the supply 
chain. Despite this, opportunities will be created 
for businesses ready to adapt. Risk management 
stands to be elevated to a core strategic function 
that scans the horizon for emerging risks, while 
helping to prioritise these risks and enabling the 
business to become more resilient.

James Myerscough 
chief risk officer, Zurich 
General Insurance, APAC

SPONSORED WORD

 VEHICLES THAT DON’T NEED DRIVERS

Which emerging risk do you believe will have the 
biggest impact on the people in your business?

 THIS FEELS OMINOUS

26%  Internet of Things (IoT)
24%   Other (please specify)
20%   Cyber terrorism, theft 

and extortion
16%   Robotics and automation
 8%   Super nat cats
 2%  Nanotechnology
 2%   Water shortage
 2%   Food system shock
 0%   Drones, solar storms 

and wildfires

Cyber 
terrorism, theft 
and extortion

20%

24%
Other

30%

25%

20%

15%

10%

5%

0%

Internet of 
Things

26%

for what could go wrong. 
“Malware could be embedded 
and theft going on for months 
before it’s noticed,” he says. 

“Multiple parties are likely 
to be involved in delivering 
the service, so understanding 
who is responsible for what is 
important.” 

The emergence of such 
vehicles means risk managers 
will need to look at their 
business continuity planning in 
a different way, he says.

“What happens if the 
autonomous system fails? 
Can you revert to manually 
operated? Risk managers will 
need to map the supply chain 
of hardware and software 

to manage the autonomous 
vehicles to understand each 
party’s role and how they 
manage risk.”

Jackson adds that it will 
be important to learn from 
previous experiences, both 
in terms of automation and 
of taking business activities 
online or becoming internet 
and cloud-enabled.

“We must also learn from 
other industries, such as how 
the military manage drones 
and how metro networks 
manage driverless trains.

“Close liaison with insurers 
will be needed to help them 
understand the risks and how 
they are being managed.”

Other (please specify):
Political risk
Terrorist-related events
Economic factors
Infectious diseases / pandemics
Uncertainty of Trans-Pacific Partnership 
Agreement (TPPA)
Medical malpractice legal suits
Business change and evolution that is 
required to adapt changing markets and 
technology
Expectations of Gen Y
Automation
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The rise of the 
grey society 
A mushrooming global population is heralding a new era for risk. How individuals 
and businesses react to longevity risk now is of crucial importance

AGEING POPULATIONS

Global demographics are 
shifting in a manner never  
seen before. According to  
UN estimates, the number  
of people aged 65 or older will 
exceed the number of young 
people by 2050. 

To take an extreme example, 
adult nappies are forecast to 
outsell baby nappies in Japan  
by 2020.

From such a significant 
swing, key risks emanate. 
Longevity risks concern the 
population’s life expectancy 
exceeding expectations, 
resulting in greater-than-
anticipated cashflow needs  
in retirement.

This impacts individuals and 
businesses in different ways.  
For individuals, longevity risk 
involves outliving your assets 
and suffering a considerable 
reduction in your standard of 
living. When it comes to 
businesses and other 
institutions, they are exposed to 
greater liabilities providing 
covered individuals with 
guaranteed retirement income. 

“An ageing workforce is truly 
a double-edged sword,” says 
David Ralph, head of risk 
management & compliance at 
PCCW Limited.

“On the one hand, the ability 
to retain and continue to exploit 
the significant knowledge base 
and experience built up over the 
many years of a person’s career 
is an invaluable asset for any 
business.

“However, we are also faced 
with the need to use and 
maintain significant amounts of 
‘legacy’ technology, and to do 
this we must have the first-hand 
experience of those who have 
been most familiar with it 
throughout its life-cycle, as 
often the younger generation 
have no knowledge and less 
inclination to learn about such 
ageing technology.”

Michael Sherris, professor of 
actuarial studies at UNSW 
Business School, says longevity 
risk has obvious implications for 
labour supply.

“An ageing workforce will 
require more flexible 

approaches to retirement and 
ways of taking advantage of 
more flexible working hours 
that older aged workforce will 
most likely want,” Sherris says.

“Health and financial services 
for older people will be new 
business opportunities and this 
will impact demand for younger 
employees. 

“There is also the issue of 
increased cost from defined 
benefit pensions. Many 
businesses have shifted to 
defined contribution schemes 
already, but that leaves the 
problem of ensuring the right 
financial and insurance products 
are available when these 
individuals retire,” he says.

Drastic changes
Jeffrey Yeo, assistant director  
at Nanyang Technological 
University, says the most 
immediate impact on any 
business will come when its 
ageing workforce starts to 
hinder its impetus for growth 
and productivity significantly.

“From a profit-and-loss angle, 

 MANAGING LONGEVITY RISKS

PCCW’s David Ralph says his biggest 
concern is the extent to which the 
increasing number of people working 
past the traditional retirement age is 
contributing to youth unemployment. 

UNSW’s Michael Sherris says as far as 
the pension liability goes, firms are already 
switching from defined benefit plans to 
defined contribution or hybrid plans. 

“The issue of a smaller pool of new 

talent does not seem to have had such an 
impact, and this may reflect the increased 
use of technology and switches in 
business opportunities.”

Jeffrey Yeo of Nanyang Technological 
University says human resources 
departments should also consider a 
buddy or partner system, where senior 
staff (in terms of age and experience) can 
partner new staff as their mentors.

Shifts in social 
demographic 

factors such as declining 
birth rates, ageing 
populations and longevity 
are the current trends 
globally. They are the 
challenges faced by 
corporate entities and 
governments worldwide”

Jeffrey Yeo 
Nanyang Technological 
University
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depending on the services and 
goods that the businesses are 
providing, the spending and 
consumption pattern would see 
a drastic shift from its current 
trend due to changes in the 
global demographics. 

“While coming from the 
perspective of the company or 
business entity, the risk of 
succession planning, knowledge 
and expertise losses are 
something that can be of 
detrimental impact to its 
continuity and day-to-day 
operations.”

But PCCW’s Ralph says an 
ageing workforce provides 
significant stability and 
continuity as opposed to the 
highly mobile and volatile 
nature of the younger 
generations.

“Most people in the 
workforce today approaching 
emerging technologies and 
changing lifestyles have in fact 
been very much a part of 
probably the most dynamic and 
revolutionary and evolutionary 
period in the history of 
mankind,” Ralph adds. 

There needs to be flexibility 
in retirement age, says Sherris, 
who points out that not all 
65-year-olds share the same 
health status or the same 
prospects for longevity. 

“Different industries will 
have a workforce that will have 
health status and retirement 
needs that are not the same as 
the average,” he says.

“Treating everyone the same, 
as in having a common 
retirement age, may not be best 

and especially when healthier 
individuals will most likely wish 
to work longer, even if only 
part-time.”

Yeo adds: “The shifts in 
social demographic factors such 
as declining birth rates, ageing 
populations and longevity are 
the current trends globally. 
These are the challenges that 
are faced by corporate entities 
and governments worldwide.”

Succession planning
Ralph notes that longevity risk 
also raises the issue of 

consideration for companies. 
“Having the right leaders in  
a business, in a changing 
environment that will have 
longer-term effects, is critical,” 
he says. 

“The tenure of chief 
executives is quite short 
compared to the timeframe 
[that] these ageing issues will 
impact, so it’s important to have 
a long-term vision and 
continuity in the business. 

“This is better achieved  
with appropriate succession 
planning.”

NEXT GENERATION
A SUCCESSION PLANNING BREAKDOWN

20% 
We have a comprehensive 
succession plan in place 
for all our key executives 
that is regularly reviewed 

and updated

41% 
We have a succession 

plan in place for most of 
our key executives that is 

updated annually

25% 
We have a partial 

succession plan in place, 
but improvements need  

to be made

14% 
We do not have/I am  

not aware of a  
succession plan

succession planning from two 
perspectives: “The first being 
that there is less emphasis being 
paid to this as there is an 
expectation that people will just 
continue to work and so there is 
less requirement to train 
replacements, and the other 
being that there is a growing 
dependency on knowledge and 
abilities of a shrinking number 
of individuals.” 

UNSW’s Professor Sherris 
adds that, regardless of an 
ageing population, succession 
planning is an important 

Source: StrategicRISK People Risk Survey 2016

Please select which statement best 
demonstrates your business’s approach 
to succession planning
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How data analytics 
can help close the 
healthcare gap
As the cost of medical care skyrockets around the world, employee benefits 
programmes are becoming increasingly costly. But experts say there are ways to create 
sustainable schemes that also help attract and retain staff

COSTS

The year is 2065 and healthcare has 
moved on enormously. 

“Shoes will adapt their insoles for 
the perfect arch support to correct an 
individual’s gait as he or she goes,” 
predicts Deloitte. “Cappuccinos will 
be served in a smart cup that 
calculates the calories of its contents, 
while ordinary-looking earrings track 
heart rate, noise levels and air 
quality. The information collected 
will be sent to tele-medical centres 
dotted across the globe.”

Combine these developments 
with the needs of ageing and 
growing populations, the rise in 
chronic diseases, emerging market 
expansion and infrastructure 
improvements, and it’s no wonder 
global healthcare costs are soaring.

In fact, in Singapore, healthcare 
expenditure is projected to rise to 
$12bn in 2020 from a lofty $9bn in 
2015, according to finance minister 
Tharman Shanmugaratnam. It is 
now one of the five most expensive 
healthcare markets, according to the 
World Health Organization, along 
with Hong Kong and China. 

So, what does that mean for 
firms, when many in Asia are 
increasingly using employee health 
and benefits programmes to manage 
one of their top risks: the attraction 
and retention of quality staff? 

Many risk managers have tended 
to view employee benefits as a 
human resources domain, says Joan 
Collar, Mercer-Marsh Benefits’ 
employee health and benefits Asia 
regional leader. “But as the cost of 
medical care in some Asian countries 

rises at rates of up to 30%, chief 
executives and chief financial officers 
are becoming much more involved in 
the negotiation and structure of their 
firms’ healthcare packages.” 

Unfortunately, she says most 
organisations in Asia “don’t have a 
good grasp of the key leverages and 
drivers of their healthcare costs”.

“They will probably know what 
their loss ratios are; they’ll probably 
know that their healthcare premium 
the following year is going to go up 
by another 5%, 10% or 15% because 
that’s what their insurer or broker 
says. But what’s getting it there?”

Collar says firms can better use 
data and analytics to understand 
issues such as the yearly spend on 
treatments and services, the main 
hospital groups people are going to 
and the illnesses affecting them. 
Armed with that knowledge, they 
can look at channeling money “into 
things like prevention programmes”.

In the US, the cost savings and 
return on investment for prevention 
programmes is well accepted, says 
Patrick Graham, Asia-Pacific chief 
executive at Cigna. But in Asia, 
“nobody wants to pay upfront. Our 
approach has been to partner with 
forward-thinking employers and 

basically give it to them for free to 
essentially build credibility and build 
a dataset.” 

In the war for talent especially, 
firms are wising up. Indeed, 
voluntary or ‘pick and mix’ schemes 
that allow employees to choose 
specific benefit programmes are 
becoming increasingly popular.

Employers offer “base-type covers 
and then essentially a pot of dollars” 
to spend on specific benefits, says 
Graham. This both meets their 
employees’ needs and controls costs. 
“In theory, everyone wins.” 

He thinks firms must get better at 
analysing their employee benefits 
programmes and assessing where the 
gaps are. “Ultimately the people that 
win in the broader health ecosystem 
are going to be the ones that leverage 
their data best,” he says. 

At hotel group Shangri-la, director 
of human resources Timothy Wright 
says he regularly reviews the use of 
the group’s medical benefits.

“Usually it relates to particular 
types of illnesses,” says Wright. “It 
helps us try to set some strategies 
around better working conditions or 
activities that we can offer.” 

He cites Chinese air pollution as 
an example: “That’s not necessarily 
in our direct control, but we can use 
our analytics to see if there’s a 
correlation between respiratory 
illnesses or visits to the doctor in that 
regard for our employees in China.” 

Given the rising cost of medical 
care, the group has yet to see any 
benefits. In the long term, however, 
Wright is confident that it will. 
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We can use analytics 
to see if there’s a 

correlation between 
respiratory illnesses or visits 
to the doctor in China” 
Timothy Wright, Shangri-la
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PROJECTED GROWTH 
IN GLOBAL HEALTHCARE 
CHARGES  
ASIA, AFRICA AND THE MIDDLE EAST SET FOR SHARP RISES

Annual growth in 
global healthcare 
spend, up to 2018

COUNTING THE COST

10.6%

4.9%
North 

America

4.6%
Latin 

America

8.7%
Middle East 

Africa

Healthcare spend 
globally as a 

5.2%

2.4%
Western 
Europe

8.1%
Asia

Companies in Asia spend as much as 
30% of the insurance budget managing 
employee benefit costs. Even though this 
is a significant component of insurance 
spend, it is not given much attention or 
thought by any of the C-suites other than 
the HR director community. 

But with medical inflation increasing 
every year by double digits (which 
impacts medical premiums), healthcare 
reform (which affects the way benefits 
are offered) and changes in healthcare 
technology, the C-suites can no longer 
afford to ignore one of the key areas of 
people risk – the employee health and 
benefit risk and the healthcare gap. 

Post-retirement healthcare 
In markets with an ageing population, 
there is growing concern around the 
adequacy of post-retirement savings 
and the funding gap in post-retirement 
healthcare. Financial stress about 
retirement is one of the top three stresses 
impacting baby boomer and millennial 
employees today. Governments are 
doing little in terms of savings/annuity 
plans for when employees retire. 

Global mobility
The demand for global mobility of talent is 
also increasing, as assignments become 
more fluid and short-term. Employers 
fighting to win the war on talent often 
struggle to provide competitive employee 
benefit schemes that are compliant, 
easy to administer, and meet the needs 
of mobile employees. They increasingly 
seek competitive healthcare programmes 
that are choice-based to fit the changing 
needs of their mobile employees. 

Access to data for innovation
Data and analytics is a key component in 
helping employers manage costs, and in 
the design and development of products 
to meet the changing and growing needs 
of the market. Protecting the privacy of 
employees, while having access to all 
aspects of health data, is critical for the 
industry’s future health. 

Joan Collar 
Mercer-Marsh Benefits 
employee health and benefits 
regional leader, Marsh Asia

In 2008, 63% of 
deaths were from 
non-communicable 
diseases

63%
Deaths from 
diabetes are 
projected to rise by 
more than half in 
the next 10 years

50%
Tobacco will kill  
7.5 million people 
a year by 2020, 
accounting for  
10% of all deaths

7.5m

 PEOPLE RISKS AND THE OFT 
OVERLOOKED HEALTHCARE GAP



 14 |  | People Risk 2016

Read more online at www.strategic-risk-global.com/asia

THE KNOWLEDGE

PEOPLE

We have a set of risks 
that we talk to our 

board about, which we 
consider our most material 
risks to Telstra achieving its 
strategic objectives. This is 
the ‘will we survive’ type of 
risk. People risk is one of 
them and it’s a balance of two 
things. As we try to reform 
from a telecommunications to 
a technology company, how 
do we reform our workforce... 
and then how do we attract 
the talent that will enable us 
to execute the strategy of 
growing globally, which is a 
very different set of skills to 
the skills that we necessarily 
have today? 

“None of [our strategy] is 
achievable if we don’t have 
the right people in the right 
roles and we don’t equip 
them with the right tools. So 
whenever I talk about 
executing on our strategy and 
the biggest long-term risks 

for Telstra, we’ve very much 
got our eye on the people. 

“When we sit with the HR 
team and look at the data, 
what we’re actually seeing is 
shifts in the way people are 
remunerated, so we need to 
think about how our HR 
policies attract and retain 
talent. We’re also seeing shifts 
in the expectations of how we 
engage employees and how 
they are delighted by the 
experience of working here. 

“This next wave of talent 
we’ll be looking to is looking 
for mobility, flexibility and 
interesting opportunities [in 
a role]. They don’t want to be 
in a job for 40 years; they 
want to be in a job for two 
[years] and beyond that, they 
want to see an opportunity 
for growth. The risk of that is 
that we get too high churn … 
but all that does is say we 
need to get better at 
succession planning.”

TACKLING PEOPLE RISK HEAD-ON – WITH  
A LITTLE HELP FROM HUMAN RESOURCES

Grant Katz,
general manager,  
risk and assurance,
Woolworths

Kate Hughes,
chief risk officer,
Telstra

I have assisted human 
resource departments 

many times in utilising risk 
management techniques to 
improve performance.

“[At Woolworths] we’re 
still rolling out the new 
system for continuous 
controls monitoring and key 
risks indicators, but we’ve sat 
down with HR and had a 
conversation about what’s 
really useful to them from a 
people risk perspective. 

“We’ve asked them how 
they’re attracting staff and 
looking at the data to see how 
effective the avenues are. For 
example, if you use an agency, 
are those people [that you 
hire] better performers than 
those you’ve hired through 
Seek.com, and what roles are 
we talking about? You’ve also 
got to know how quickly 
you’re getting people on 
board, so you can ask 
questions around why some 

roles are taking longer than 
others to fill. 

“To attract people here, we 
have to offer a flexible work 
environment. So one of the 
questions then is, is that 
being embraced and what 
does it look like? Most 
managers probably won’t 
have a good sense of how 
many people are working 
from home and how 
frequently, so what we do is, 
we capture and report on the 
swipe card access to the 
building and then you know 
how people are utilising the 
flexible work environment.

“We can also see retention 
trends, so if you’re losing 
people within a three-month 
period, then that’s a good 
sign that you’re over-
promising or overselling a 
role, for example. 

“Then another question 
you might ask is, ‘Are we 
losing any people who are 
high performers?’ HR can see 
by themselves if we’re losing 
anyone who’s rated a high 
performer, but where we 
really help is where it’s 
information that’s not all 
sitting within the payroll  
or HR system. So we can 
combine the data from  
the various [systems] and 
that’s the real win.

“It all comes down to 
having the data and the 
ability to extract it and report 
it in a palatable manner.”

BIG NUMBERS:

Source: StrategicRISK

of risk professionals 
would like their 
involvement with 
HR to increase

70%
As a risk professional, please choose  
the statement that most accurately reflects 
your relationship with human resources 
with regards to mitigating people risk

 FRUITFUL COLLABORATIONS

68% 

16% 

16% 
No involvement

Some involvement

Significantly involved
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In today’s rapidly changing and globalised 
world, risk managers have more to worry 
about than ever before when it comes to 
the risks facing their businesses. One of 
the most challenging facets of modern risk 
managers’ roles is managing the exposures 
of increasingly complex supply chains. 

Over the past 30 years, the main focus in 
respect of supply chains has been around 
cost optimisation and efficiency gains. But 
actions taken to reduce costs and drive 
efficiencies have, on occasion, inadvertently 
driven more risk in. 

Take, for example, the high-tech 
electronics sector. 

In order to meet the seasonal demand 
spikes for new electronic products, such 
as the latest smartphone or tablet, many 
companies employ workers on a seasonal or 
temporary basis before letting them go once 
demand normalises. The same employment 
practices can be seen in other industries 
which also have demand spikes, such as the 
food industry. 

This contract manufacturing model is 
typically carried out by a third-party firm 
that operates out of a lower-cost, emerging 
country environment. 

When it goes to plan, this employment 
model provides a cost-effective method  
for firms to produce products on time and  
to budget. 

But what guarantees are there that these 
temporary workers will be available in future? 

While the opportunity of well-paid 
temporary work is welcome to low-paid 
or underemployed communities in the 
rapidly changing emerging markets, it is 
not inconceivable that new industries and 
companies may set up in the same areas and 
offer more permanent or stable employment. 
This, in turn, could reduce the availability 
of seasonal workers, which would have a 
significant impact on global supply chains. 

There are a variety of other potential 
factors that could cause a reduction in 
the availability of seasonal workers, such 

as competition from other companies, a 
change in government policy or general 
migration trends. 

In order to boost supply chain efficiencies, 
there is often a ‘clustering’ of companies 
within an area or region operating in a similar 
or connected industries. This presents an 
opportunity in reducing supply chain, logistics 
and manufacturing costs, but also a threat in 
that workers may be poached by competing 

firms, thereby reducing the number of 
available workers. 

Another threat to the availability of 
temporary or seasonal works is a change 
to government policy. For example, it 
is well documented that the high-tech 
manufacturing industry in China utilises large 
numbers of interns from vocational colleges. 
But what if there is a change in industry 
support to the service industry instead of 
manufacturing? What position would that 
leave a firm in that relies on these workers?

There is also the risk of employees – be 
it temporary or permanent – conducting 
strikes and walkouts. The risk is heightened 
in emerging countries where there may be 
a perceived unequal treatment between 
contract workers and permanent employees, 
or a lack of employee benefits, which can spill 
over into unrest, as has been seen recently in 
China and other parts of Asia. 

A reliance on temporary workers in the 
supply chain has the potential to lead to 
significant disruptions if such workers are no 
longer available. 

There could be interruptions along the 
supply chain, which could lead to delays 

in product launches, reputational damage, 
loss of profits and potentially even a negative 
impact on the share price. 

Consumers today have become 
accustomed to getting what they want, when 
they want it, so a failure to deliver a product 
on time due to a supply chain disruption also 
increases the risk of consumers switching to 
alternative brands. 

As global supply lines stretch, competition 
stiffens and customers demand faster 
responses and more choice at lower cost, 
many companies have increased their 
security efforts and updated their business 
continuity plans.

One of the key strategies for managing 
disruptions to the supply chain, whether that 
disruption is caused by the unavailability of 
temporary workers or otherwise, is creating 
a mitigation plan with alternative suppliers 
and redundancy plans. But how many of 
those scenarios have actually been tried and 
tested? Many risk managers may find that it 
is not as easy as they think to jump from one 
supplier to another during a time of crisis, 
with significant costs, regulatory burdens 
and other barriers preventing a timely and 
effective switch. 

Increasingly, firms are looking to supply 
chain insurance, which covers both non-
physical and physical disruptions such as 
the unavailability of skilled labour and strikes. 
Typically, under a traditional property and 
business interruption policy, it is only physical 
damage and business interruption relating to 
such damage that is covered, and, in most 
cases, only in respect of direct suppliers. 

So whether it’s a risk transfer option or 
a tried-and-tested business continuity plan, 
mitigation strategies for the risks posed by 
seasonal and temporary workers must be 
considered to ensure survival in today’s 
rapidly changing global environment.

EXPERT VIEW

ATTENTION, RISK MANAGERS: IF CONTRACT 
WORKERS DRY UP, WHAT DO YOU DO?

BY ZURICH HONG KONG HEAD OF PROPOSITION,  
CORPORATE DIVISION HASSAN KARIM

One of the key strategies for 
managing disruptions to the 

supply chain is creating a mitigation 
plan with alternative suppliers. But 
how many of these scenarios have 
actually been tried and tested?”
Hassan Karim, Zurich




