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Marsh’s new 2% charge couldn’t have 
come at a worse time for beleaguered 
insurers, and could spark a reappraisal  
of the role brokers play in the industry

Close to breaking point

L
ast month, StrategicRISK Asia-Pacific 
broke the story about a new charge 
Marsh has introduced for its insurer 
partners in Australia. 

The broker has asked some insurers 
to pay an additional 2% ‘distribution 

brokerage’ for business that they write for Marsh’s fee-
paying clients. 

Marsh says that the fee is fully disclosed to  
clients and has been introduced “in order help  
them navigate this rapidly-evolving landscape and  
to invest in current and future client offerings”. Exactly 
what specific offering this charge will contribute to  
is unclear. 

So why don’t insurers just refuse to pay it? After all, 
what extra benefit or service will they as the carrier get 
by paying the charge? 

Some may feel that they don’t have much choice 
but to pay it, for fear that Marsh will take their clients 
to another insurer who will. 

Insurers are already bleeding, and they’re  
bleeding hard. 

You only have to look at the recent expense ratios 
of some of the major carriers like AIG and Zurich to 
confirm that. 

To be hit even further, with a swipe at their top line, 
albeit only 2%, can’t have been welcome news. 

Insurers that I spoke to confirmed they may need 
to incorporate the distribution brokerage into their 
pricing. Of course they will. In a soft market, what 
choice do they have?

To balance their books and improve expense 
ratios, insurers have a number of potential routes: 
they can increase premiums, stop paying claims, 
refine their underwriting appetite, merge with  
another player or reduce their staff numbers and 
operating costs. 

The latter two options have already been playing 
out in the market over the past 12 months. 

But in all of those alternatives, one of the key 
stakeholders to be impacted is the client. Will there 
be less claims certainty? Will they have to pay more 
for risk transfer? Will service levels drop because staff 
have been laid off? Will they still play in the same lines 
of business?

Because you can bet that the smart insurers will 
have no choice but to take one of the options above as 
they look to make up the margin across their books.

But back to the brokers. 
What of Marsh’s competitors? One can only assume 

they are waiting in the wings to see how the new 
charge plays out. And if it’s successful in Australia, 
does this open the floodgates to other markets? Only 
time will tell. 

Insurance is a fascinating industry, especially the 
tripartite relationship between the broker, the insurer 
and the client. 

 But it’s not really a three-way relationship. In fact, 
it’s far from it. 

You can have a reinsurer, reinsurance broker, 
primary insurer, insurer agent and broker, before you 
actually get to the customer. 

So just how much of every $100 in insurance that 
a client pays is actually risk premium? And how much 
is simply feeding the mouths along that insurance 
‘value’ chain? 

In today’s world of operational transparency and 
efficiency, where wholesale disintermediation is rife 
and any inefficiencies in the supply chain are being 
extinguished, this is a question that insurance buyers 
should be asking. 

How are your carriers and their carriers creating 
value for you? 

Because if they can’t answer that, then surely 
the insurance industry is setting itself up for 
disintermediation and change. 

EMAIL > jessica.reid@nqsm.com
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Unchecked climate change 
tops the WEF risk rankings

 A failure to address climate change is the number-one 
risk to global businesses in the next 10 years, according 
to the World Economic Forum’s (WEF) annual Global 
Risks Report 2016.

This is the first time since the 2006 debut report that 
an environmental risk has topped the rankings. 

Failure to mitigate and adapt to climate change was 
considered potentially more damaging than weapons 
of mass destruction (2nd), water crises (3rd), large-
scale involuntary migration (4th) and severe energy 
price shock (5th). The WEF defines a global risk as “an 
uncertain event or condition that, if it occurs, can cause 
significant negative impact for several countries or 
industries within the next 10 years”. 

But this long-term and macro view of risk causes 
some corporates to “dismiss” the report, Scentre 
Group chief risk officer Eamonn Cunningham told 
StrategicRISK. He said most risk managers were 
concerned with “immediate, known risks”, or those risks 
where exposure could be managed through insurance. 

“Risk managers should look at the WEF Global 
Risks Report and think what gems of information they 
can use from it to assist in their thinking and reports. 
We use it to deploy our (enterprise risk management) 
update; we look at the economic, technological and 
environmental risks (from the WEF report) and put 
those through our pragmatic lens to see what’s relevant 
to us,” Cunningham added. 

“The WEF report should be just one of the tools risk 
managers use.” 

INTERCONNECTED
A lack of mitigation around climate change could also 
exacerbate a subset of risks such as geopolitical threats, 
the report said.

Speaking at the report’s launch, Zurich chief risk 
officer Cecilia Reyes said: “The more political conflicts 
there are, the more difficult it is to meet the challenge 
of finding globally co-ordinated solutions to resolve 
climate change and therefore mitigate climate risk. 
The [potential consequences] of climate change, 
including food crises and the withdrawal of clean water, 

The looming threat overshadows weapons 
of mass destruction, water crises, large-
scale involuntary migration and severe 
energy price shocks, a report concludes

“THE MORE 
POLITICAL 
CONFLICTS THERE 
ARE, THE MORE 
DIFFICULT IT IS 
TO MEET THE 
CHALLENGE OF 
FINDING GLOBALLY 
CO-ORDINATED 
SOLUTIONS TO 
RESOLVE CLIMATE 
CHANGE”
Zurich chief risk officer 
Cecilia Reyes

exacerbates geopolitical risks and the security [threats].
“A study by the Proceedings of the National Academy 

of Sciences in the US points to strong evidence that 
the 2007-10 Syrian drought was actually one of the big 
triggers of the conflict that we see in Syria today.”

She added that, more than ever, climate change is 
triggering more risks, such as water crises and threats 
to economic growth, societal cohesion, and peace 
and security. “Mitigation is, therefore, necessary but 
[adapting to climate change] is more vital, because 
we are already feeling and experiencing the effects of 
climate change today.” 

In terms of the likelihood of risk occurrence,  
large-scale involuntary migration was cited as the 
number one risk this year, followed by extreme weather 
events, failure to mitigate and adapt to climate change, 
interstate conflict with regional consequences and 
major natural catastrophes. A number of risks are 
projected to increase in likelihood, from environmental 
threats to societal risks, geopolitics and technology.

It is the first time that four out of five categories 
(environmental, geopolitical, societal and economic) 
feature among the top five risks with the greatest 
impact. The only category that did not feature in this 
particular ranking is technological risk, where the 
highest-ranking risk is cyber attack, which featured in 
11th position in terms of likelihood and impact.

But technological risk could be a potential black 
swan event. 

Although cyber attacks has risen slightly in terms of 
likelihood and impact in 2016, others, including failure 
of critical information infrastructure, have declined as a 
risk in the eyes of experts.

Technological crises have yet to affect economies 
or securities in a systemic way, but the risk still remains 
high, something that potentially may not have been 
fully priced in by experts. This would appear to be the 
view of a growing number of business leaders. The 
World Economic Forum’s separate survey of business 
leaders found cyber attacks to be the top risk in no 
fewer than eight countries, including the US, Japan, 
Germany, Switzerland and Singapore.

Another finding is the increased interconnectedness 
of risk. Data suggests a convergence may be occurring 
with a small number of key risks. All five of the most 
interconnected pairs of risks in 2016 accounted 
for more interconnections than in 2015. At the top 
end of the scale, 2016’s two most interconnected 
risks – profound social instability and structural 
unemployment or under-employment – account for 5% 
of all interconnections.

4  StrategicRISK  ASIA EDITION Q1 2016 > www.strategic-risk-global.com

ANALYSIS >



Cyber criminals ‘to target critical 
infrastructure in 2016’

Targeted cyber attacks on critical national infrastructure 
are expected to rise “significantly” this year, according 
to a political and security risk consultancy.

By the end of 2016, Control Risks forecasts a 37% 
rise in the severity of cyber attacks targeting industrial 
control systems (ICS), such as those relating to power, 
transport, water, gas and other critical infrastructure.

In December, a cyber attack on a power network in 
Ukraine resulted in a blackout for thousands of energy 
customers for more than six hours. The outage, which 
Ukrainian authorities blamed on Russia, was caused by 
a sophisticated attack using malware.

In another worrying trend, Control Risks forecasts at 
least 45 nation states will be actively conducting cyber 
attack operations in 2016. It predicts that the impact of 
those attacks will increase by more than 15%.

Not all countries will be targeted equally, however. 
According to Deloitte’s Asia-Pacific Defense Outlook 

2016, the ‘Cyber Five’ – South Korea, Australia, New 
Zealand, Japan and Singapore – are nine times more 
vulnerable to cyber attack than other Asian economies.

“Attackers will also increasingly focus on 
manipulating data, affecting its integrity rather than its 
confidentiality or availability,” Control Risks Hong Kong 
managing director Ben Wootliff added. 

SHOULD THE GOVERNMENT INTERVENE?
The boss of the largest Lloyd’s of London insurer 
has called on governments to cover the risk of cyber 
attacks, arguing that the potential liabilities are too 
large for insurers to cover alone. Stephen Catlin, 
founder of Catlin Group, said cyber security presented 
the “biggest, most systemic risk” he had encountered 
in his 42-year career, in part because a vulnerability in 
widely-used software or internet architecture can affect 
systems globally, putting the industry on the hook for 
simultaneous, multibillion-dollar payouts.

At a StrategicRISK event last year, Zurich Singapore 
chief executive Jonathan Rake mooted a public-
private partnership: “By bringing the public and private 
sectors together, enforcing regulation and bringing in 
companies like ourselves to advise and provide some 
capacity, you’re creating a new industry, effectively.” 

XL Catlin financial lines underwriting manager, Asia, 
Ralph Sherbahn agreed. “The effort to mitigate and 
safeguard against cyber attacks has to be shared by 

both industry and government to be truly effective,” 
he said. “This is especially relevant in Singapore where 
the government most recently unveiled its blueprint to 
develop Singapore into a ‘Smart Nation’.” 

Governments have established schemes to provide 
cover for events such as terrorism and floods – such as 
Pool Re in the UK and the Australian Reinsurance Pool 
Corporation – when the insurance market was unwilling 
to do so independently. But FireEye Asia-Pacific chief 
technology officer Bryce Boland said: “We must be wary 
of using public funds to pay for the failings of duty of 
care and diligence in operating private institutions.” As 
with bailing out banks, such a plan risked privatising 
benefits and socialising losses.

Lockton Singapore chief executive Peter Jackson 
said governemts should be doing more. “But how 
much can a government do when the criminals are in 
central Europe, west Africa or North Korea? It’s a global 
problem and co-ordination among governments is 
notoriously slow and inconsistent.” 

The recent power blackout in Ukraine, widely blamed on 
Russia, may well be the start of a chilling new era

TOP FIVE MOST IMPACTFUL CYBER  
ATTACK TECHNIQUES OF 2016
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Don’t be too scared, but do 
make sure you’re prepared

On 1 February, the World Health Organization 
announced that Zika virus had evolved from “a mild 
threat” to one of “alarming proportions”. One month 
on, the virus had spread to 52 countries, 31 of them in 
the Americas. 

In adults, the mosquito-borne virus has mild  
flu-like symptoms, similar to that of dengue fever and 
malaria, that last about a week. But a growing body 
of evidence has linked it to birth defects, including 
auto-immune diseases and microcephaly, where a 
baby is born with a smaller head than normal. This 
has caused great concern, with some authorities 
recommending people reconsider non-essential travel 
to infected countries and that women abstain from 
falling pregnant until more research has been done. 

As StrategicRISK went to press, four countries in 
Asia had ‘indirect evidence’ of Zika virus transmission, 
including Cambodia, Indonesia, the Philippines and 
Malaysia. “Thailand is the only country [in Asia] where 
the disease is considered an ongoing risk, with several 
cases identified,” said International SOS Asia medical 
director Dr Philippe Guibert. “[But] why would it be 
just limited to Thailand? We have to anticipate the fact 
that we may see more confirmed cases.”

Guibert says the “world was caught by surprise 
with Zika” and any vaccine is at least three years away. 

Risk managers in Asia-Pacific should use the 
outbreak to demonstrate their value in dealing with 
a crisis, according to Pan Asia Risk and Insurance 
Management Association general secretary Steve 
Tunstall. He urged risk managers to relook at their 
crisis communication and business resilience plans, in 
case Zika virus should increase in severity in Asia. 

“It’s very important that risk managers work with 
their internal teams to see how you can allay any 
unnecessary fears within the organisation,” he said. 

Tunstall recommends risk managers work closely 
with human resources and communications teams 
to ensure the information given by the organisation is 
delivered effectively and consistently. 

“Risk managers can really add some value by 
making sure that there’s not an alarmist response 

As concerns grow about the outbreak of 
Zika virus in the Americas, a prominent 
Asia-Pacific risk manager stresses the 
need to avoid an alarmist response

in the organisation and not a knee-jerk response 
for communication,” he said. “We want to give our 
employees the right information; we don’t want our 
people to be unnecessarily scared, but we also want 
them to be prepared.

“The other issues here is the organisational 
resilience stream – so what are we doing in our own 
organisation to be prepared not only for Zika but for 
any other of these viruses that come up? How are we 
thinking about business continuity planning and how 
are we thinking about [the] speed of communication 
in the event that something like [Zika] becomes a 
more real and pressing issue here in Asia?”

He recommended asking questions such as: “How 
prepared are we? What do we need to do to upgrade 
our systems, to revise our systems, to make sure that 
we’re ready for [Zika], or any other threat?” 

Some authorities have recommended businesses 
postpone non-essential travel to countries where the 
Zika virus is present, but Tunstall said this presents 
its own difficulties. “If you talk about non-essential 
travel, how do you define that? People don’t travel for 
fun on business, it’s always important. So you need 
to present a considered view as to whether people 
should travel or not and I think the risk managers has 
got a really good role to play in making sure that the 
teams in the organisations present a considered view.”

• Zika virus is an emerging 
mosquito-borne illness, 
transmitted through the 
Aedes mosquito.

• Common symptoms include 
fever, rash, muscle and joint 
paint, conjunctivitis and 
headache. Only one in five 
people will get symptoms. 
Symptoms of Zika virus are 
similar to other mosquito-
borne diseases such as 
dengue and malaria and 
most people recover in about 
a week without any other 
complications. 

• Agencies investigating 
Zika are finding increasing 
evidence that links the 
virus and babies born with 
auto-immune diseases and 
microcephaly, a birth defect 
where a baby’s head is 
smaller than expected.

• The disease was first 
discovered in Africa in 1947.

• There is no specific 
treatment available, and 
no vaccines. 

WHAT IS ZIKA VIRUS?
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The way of the gun

It’s a buyer’s market for terrorism and political 
violence (PV) insurance cover, despite the perceived 
increase in high-profile incidents. 

According to Aon’s 2016 market report, corporate 
clients achieved reductions of at least 10% on their 
terrorism and PV insurance premiums last year. 
In some cases, savings of up to 20% or 30% were 
realised.

“This high level of competitiveness has affected 
the profitability of underwriters, but is also widening 
the potential customer base given the increased 
affordability of the product,” the report said. 

Key buyers of cover in Asia, according to the 
report, are Chinese, Korean and Japanese companies 
involved in infrastructure and construction projects 
in the Middle East, Africa, Afghanistan and Pakistan. 
Lenders to such projects typically require insurance 
coverage under standard terms and conditions.

“Demand [for insurance] is closely correlated to the 
level of investment in such projects, which continued 
to fall during 2015 as global economic growth slowed,” 
the report said. 

A low claims environment and lack of insurable 
losses from high-profile events in Paris and Bangkok 
are also contributing to soft prices. This is despite an 
increase in the threat of terrorism-related events. 

“Over the last 12 months, we have increased the 
terrorism risk rating in a number of jurisdictions 
globally,” says Jonathan Wood, global issues analyst 
at political and security consultancy Control Risks. 

“That includes at the national level and also down 
to the city level – key capital cities, for example.”

Businesses expanding into new markets – like 
South East Asia, where threat levels in Malaysia and 
the Philippines are rising to meet Indonesia’s – may 
discover that terrorist-influenced criminality has 
moved in just ahead of them.

Threats of terrorism and political violence are on 
the rise in some parts of the region, with increased 
levels of radicalisation in Indonesia, highlighted by 
the arrest of several plotters at the end of 2015 and 
an attack in Jakarta in early 2016. The proximity 
to Singapore has also led to a heightened state of 
readiness there. 

Presidential elections in the Philippines this year 
are a potential flashpoint, as are disputes over the 

South China Sea, which are growing in intensity. 
In Australia the threat remains low, but the 

government says an incident is “probable”, citing the 
likelihood of an attack by an individual or a small 
group inspired by terrorists overseas. 

The emergence of these “lone wolf” attacks is 
connected with the increased number of shootings in 
busy public spaces around the globe.

“If you are in a high-profile location, be that a CBD, 
a city centre, a major airport as examples, then you’ve 
got a particular risk around those types of locations,” 
said Peter Jackson, chief executive officer of Lockton 
Companies in Singapore.

“Terrorism is a moving feast,” he said. “Fortunately, 
it doesn’t happen every day. But underlying concern 
over the issue is growing.”

A recent XL Catlin report compared terrorism to 
natural disasters: “Both tend to occur with some 
regularity and cause significant economic impact 
as well as injury and death,” it said. Like natural 
catastrophe risks, however, a single major terrorism 
loss event can change everything very quickly.

Why premiums are falling for terrorism  
and political violence insurance cover

Control Risks, the global political and 
security risk consultancy, has raised the 
Malaysian capital’s terrorism risk rating to 
the same level as that of its Indonesian 
counterpart, Jakarta.

Singapore consultant Lauren O’Neil said 
Kuala Lumpur’s rating was raised from ‘low’ 
to ‘medium’ in February.

The last terrorist attacks on Malaysian 
soil were in the 1950s. But O’Neil said 
over the past six months, there had been 
a “significant increase” in the number of 
foiled plots, arrests and explosive finds.

“Most worryingly, a number of those 
arrested in recent weeks on suspicion 
of returning from Syria and Iraq or just 
supporting ISIS have come from serving or 
retired members of the Malaysian armed 
forces,” O’Neil said.

Control Risks’s terrorism risk rating 
for Jakarta remains at ‘medium’. But the 
focus of terrorism activity has started to 
shift, O’Neil added. “Since the 2009 hotel 
bombings in Jakarta, terrorism in Indonesia 
has largely focused on religious minorities, 
police and bureaucrats. 

“The most recent attack [in Jakarta] 
on 14 January saw a return to the anti-
Western palette of the early 2000s. It’s 
also straight out of the ISIS playbook.

“For [international firms] operating 
there, that unfortunately means you’re 
back in the crosshairs.”

KUALA LUMPUR’S 
TERROR RATING RISES 
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Why men aren’t happy 
with flexible working

Women are more likely than men to progress in their 
careers and recommend their employer to others 
when offered flexible working conditions, according 
to a new Australian study. 

The survey of 1,030 employees of large businesses 
found that, because of the stigma attached to men 
taking time off to look after their families, there has 
been a low uptake of flexible working arrangements 
in large businesses across Australia. 

The study, conducted by Bain & Company and 
Chief Executive Women, also found that women who 
set their own hours, work from home or are part-time 
are much more likely to recommend their employers 
to others. But those ‘benefits’ have the opposite 
effect on men, who feel unsupported and harshly 
judged when they work flexibly. 

Their careers take a hit because they are regarded 
as ‘anomalies’ in the work environment, so they are 
much more likely to give their employer a low net 
promoter score (the rating applied in recommending 
an organisation to others).

One male respondent said: “While opportunities 
exist, the environment that management creates 
makes it difficult to participate.”

“The arrangements worked as agreed, but I have 
felt judgement for using them,” said another.

The impact on career progression is also stark: 
“My boss told me I wouldn’t be able to get promoted 
working part-time,” said another male respondent. 

Recent research by the Australian Human Rights 
Commission backs this sentiment, finding that 27% 
of fathers and partners have reported experiencing 
discrimination related to parental leave and return to 
work, despite taking very short periods of leave.

The report said employers that are serious about 
creating a flexible working environment have to 
make it work for both genders.

“It is only by ensuring that flexible arrangements 
work for men and women that we will change 
entrenched gender norms in Australia, retain the 
best talent in our workforce and increase our overall 
productivity,” it added. 

As far as male Australians are concerned, 
taking time off work for their families  
carries a stigma that could stunt their 
careers, a new study finds
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Only 48% of non-public-sector organisations with 
more than 100 employees have a formal policy in 
place on flexible working arrangements, according to 
Australia’s Workplace Gender Equality Agency. Bain’s 
study found that just 38% of females and 28% of 
males surveyed used flexible work arrangements.

GENDER-NEUTRAL
Australian telecommunications and technology 
company Telstra was one company praised in the 
report for its flexible work environment. 

The company’s chief risk officer, Kate Hughes, told 
StrategicRISK that all jobs at Telstra are flexible. 

“If you don’t believe that, then you have to explain 
why,” she said. “The reason it’s a great policy is that if 
you don’t want to work flexibly, then you don’t have to.

“Remuneration’s always been important but, in 
fact, the talent that we’ll be trying to attract into the 
future are looking for global opportunities, they’re 
looking for mobility and they’re looking for flexibility.”

AMP chief executive Craig Meller added: “The need 
for flexible work is gender-neutral – it has significant 
advantages for men, women, organisations and 
economies alike. Normalising flexible work opens up 
new sources of talent and new ways of operating, and 
this is key to being an innovative and agile business.”

“REMUNERATION’S 
ALWAYS BEEN 
IMPORTANT BUT, 
IN FACT, THE 
TALENT THAT 
WE’LL BE TRYING 
TO ATTRACT INTO 
THE FUTURE 
ARE LOOKING 
FOR GLOBAL 
OPPORTUNITIES, 
MOBILITY AND 
FLEXIBILITY”
Telstra chief risk officer 
Kate Hughes

THE NINE-TO-FIVE ADVANTAGE: MEN WHO WORK REGULAR HOURS ARE 
MORE CONFIDENT AND AMBITIOUS THAN THOSE WHO WORK FLEXIBLY

“ “I AM CONFIDENT I CAN BECOME 
A SENIOR BUSINESS LEADER

I ASPIRE TO BE A SENIOR BUSINESS 
LEADER OR EXECUTIVE

Currently using 
flex models

Currently using 
flex models

Have not used 
flex models

Have not used 
flex models

Note: Percentage of respondents who agree (a response of 4 or 5 on a scale of 1 to 5) 
Source: Bain & Company and Chief Executive Women (CEW) Gender Parity Surveys, 2015 (n=1,030)

60% 50%64% 56%
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O
n the morning of 8 March 2014, 227 
passengers and 12 crew boarded 
a Malaysia Airlines flight in Kuala 
Lumpur. MH370 was bound for Beijing, 
China, and scheduled to land at 
6.30am. Two years on, the aircraft and 

its passengers are still unaccounted for. 
Disaster struck again on 17 July 2014, when 280 

passengers and 15 crew boarded a Malaysia Airlines 
plane in Amsterdam. En route to Kuala Lumpur, flight 
MH17 was shot down by a missile in eastern Ukraine. 

Two planes, and 534 lives, lost in four short months. 
Speaking exclusively to StrategicRISK just days after 

the second anniversary of MH370’s disappearance, the 
crisis director for MH370 and MH17 and head of the 
Malaysia Airlines post-accident office, Fuad Sharuji, 
explains what the past two years have been like for him 
and what he has learned. 

In 2014, Malaysia Airlines’ Fuad Sharuji 
was thrust into a nightmare scenario – 
twice. Here, he speaks for the first time 
about what the twin crises taught him
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Still counting the losses
FIRST RESPONDER
As the first point of call for operational issues such 
as flight delays and groundings, Sharuji was used to 
getting calls from his operations manager at all hours of 
the day and night.

But the significance of the phone call he received 
at 2.30am on 8 March 2014 was unlike any other. 
Even now, he describes those first few moments with 
disbelief – but also with clarity. 

“Immediately I opened my laptop, accessed the 
flight systems, and saw there were four other aircraft 
that were in the vicinity of where MH370 was supposed 
to be, but 370 was not in the picture at all,” he says. 

After several attempts to contact the plane through 
satellite communications, air traffic control centres and 
nearby aircraft, the severity of the situation became 
quickly apparent. Just before 3am, 30 minutes after 
that first call, Sharuji declared a code red emergency. 

“You really need three people to agree to declare 
code red because that is the most serious crisis for us. 
But because my CEO was not available and the director 
of operations was not immediately contactable, I had 
to make the big decision by myself,” he explains. 

Within an hour, most members of the airline’s 
emergency operations committee had assembled 
at the airport, followed soon after by an emergency 
response working group, ‘go teams’, and a special 
assistance team. 
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“We didn’t expect it to be that many because China 
had a one-child policy, so it was quite overwhelming for 
us,” Sharuji says. 

By way of comparison, there were 192 Dutch 
passengers onboard flight MH17. So when that plane 
went down, Sharuji briefed his team to expect about 
600-700 next of kin at Amsterdam Schiphol Airport. 
Instead, only 50 required assistance and all of those 
returned home within a week. 

As the search for MH370 continued and new 
information was received, experts eventually agreed 
that the most likely place that the plane went down 
was in the South Indian Ocean off western Australia. 

“I know it’s a bitter pill to swallow, but this is the 
truth and we’ve just got to accept the fact that we have 
lost the aircraft and there’s no possibility at all, under 
the harsh condition of the ocean, that there is any 
possibility of any survivors,” Sharuji says. 

While many have accepted this explanation, there 
are still those who, without concrete evidence, refuse 
to believe it. “We still receive letters from [Chinese] next 
of kin to ask me to ask the government to return their 
loved ones back to them alive,” he adds.

“We also lost our friends and relatives onboard the 
flight, we lost the aircraft, we lost our business, we lost 
our reputation; we lost a lot. So we also want to know 
where the aircraft is, we want to know why it happened. 
We want to know what went wrong, we want to know 
who is behind all of this; we are just like them.”

The certainty of what happened to MH17 made 
the second crisis “much easier” for Sharuji and his 

“WE ALSO LOST 
OUR FRIENDS 
AND RELATIVES, 
WE LOST THE 
AIRCRAFT, WE LOST 
OUR BUSINESS, 
WE LOST OUR 
REPUTATION. WE 
LOST A LOT”
Malaysia Airlines’ head of 
the post-accident office 
Fuad Sharuji

At 7am, half an hour after the plane was scheduled 
to land, Sharuji received a phone call from CNN, asking 
where MH370 was. After that, news spread almost 
instantly that the aircraft was missing. 

“We told them (CNN) that we couldn’t confirm what 
had happened to the aircraft because we just did not 
know where it [was], but we confirmed that we had lost 
contact with the aircraft,” Sharuji says. 

This is where one of the key challenges for 
responding to the crisis stems: in Malaysia, the 
Department of Civil Aviation, not the airline, is 
responsible for any search, rescue and repatriation 
efforts for a crisis of this kind. 

“The airline has no control over these functions 
except to communicate with [the government] and to 
provide any assistance that they want from us,” Sharuji 
says. “Our concentration at that time was to search 
for the aircraft that might have gone down. It was like 
groping in the dark.” 

On the information Malaysia Airlines had to hand, 
the team members’ best guess was the South China 
Sea. They later found out this was wrong, but only after 
the government had moved its search efforts, owing 
to new flight signals that indicated the plane had made 
a U-turn. 

“By morning we were told that the search mission 
had been launched, but we didn’t know exactly how 
many ships or planes [had been] deployed,” he says. 

All the while, Sharuji’s team was receiving tips on 
possible sightings of the plane. From oil riggers in 
Vietnam who said they saw a ball of fire falling from 
the sky to beachgoers around South East Asia who 
reported hearing a loud explosion, the reports were 
many and varied. 

“We tried to respond to every single thing that we 
heard and every time, we relayed that to the RCC – the 
rescue command centre – run by the government.” 

But it seems the communication was not two-way. 
“From the public’s perspective, they thought that 

there was a lot of cover-up and we were withholding 
information, which is actually not true because we also 
didn’t know,” Sharuji says. 

FAMILY TRAGEDIES
As the hours turned into days, and days into weeks and 
months, the team’s priority was looking after the next of 
kin. There were more than 1,000 in Beijing alone. 

For almost two months, the airline paid for 
accommodation, meals, counselling and other basic 
living expenses of those who claimed next-of-kin status 
for the 153 Chinese nationals onboard MH370. 

< ALERT Sharuji called code red for flights MH370 and MH17
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team to handle from a crisis management perspective. 
That, and the efficiencies of the Dutch government’s 
response plans, Sharuji says. 

“I want to put on record my appreciation to all of 
the governments involved in MH17, in particular to the 
Dutch Safety Board,” he says. “I also want to thank the 
Chinese government and the Australian government 
who helped us on the search for MH370. And, of course, 
the Malaysian government as well, who helped us in the 
search-and-rescue effort.”

Sharuji, now 60, has been with Malaysian Airlines for 
his entire career. 

He joined the country’s national carrier straight 
after high school and was sent to England in 1976 to 
complete an engineering degree. 

For more than two decades, the Kuala Lumpur 
native worked in the aircraft’s engineering team, before 
moving to the operations department in 2005. In 2009, 
he became the group’s vice-president of operations. 

Last year, when the airline went into administration, 

<  COMMITMENT Sharuji’s whole career has been with the airline

Sharuji decided to stay with the old company, rather 
than move to the new airline, to continue focusing on 
the two crisis events. 

RESPONDING TO CRITICISM
In the aftermath of both crises, several media reports 
suggested that the airline did not have tried-and-
tested crisis plans in place. But this is incorrect. 

In fact, just three weeks prior to MH370’s 
disappearance, Sharuji had conducted a full 
emergency response exercise; and the similarities 
between the ‘practice’ event and MH370 are not lost 
on him. 

“The [practice] scenario was a 737, departing Kuala 
Lumpur, which then had an engine failure and crashed 
in the Strait of Malacca and we lost contact with the 
aircraft,” he says. 

The Malaysia Airlines emergency response team 
conduct one major crisis scenario event every year. 
Every second year, they also involve the airport 
authorities. 

“Even though our [emergency operations centre] 
is not sophisticated … our emergency response plans 
are very comprehensive and very detailed,” he says. 

Overall, Sharuji says he was “very happy” with how 
his emergency response teams reacted to both crises. 

“We made a few mistakes here and there and we 
corrected those mistakes almost immediately. But on 
the whole, we handled the two crises extremely well,” 
he says. 

That’s not to say that Malaysia Airlines’ response 
was perfect, however. 

8 March 2014
Malaysia Airlines flight 
MH370 departs from Kuala 
Lumpur International 
Airport, en route to 
Beijing. On board are 227 
passengers and 12 crew. 
An hour after the flight is 
scheduled to land, Malaysia 
Airlines releases its first 
statement confirming that 
the flight had lost contact 
with air traffic control. 

9 March 
A full-scale international 
search-and-rescue operation 
begins to find the aircraft, 
with attention focusing on 
waters between southern 
Vietnam and Malaysia.

10 March 
An investigation is launched 
regarding two passengers 
who boarded the plane with 
stolen passports and are 
linked to a stolen passport 
syndicate.

16 March 
Malaysia calls for help from 
25 countries as the search 
for missing flight MH370 
expands across a vast area 
of land and ocean covering 
11 countries.

6 April 
Multiple signals are detected 
that could have been 
emitted from the black 
box of the missing flight. 
Australian prime pinister 
Tony Abbott says searchers 
are confident they are 

picking up the right signals, 
and have narrowed down 
the search area to “within 
some kilometres”.

30 April 
The intensive aerial search 
for surface wreckage of 
MH370 officially ends, with 
ships also moving out of the 
remote Indian Ocean area 
where the plane is believed 
to have gone down.

1 May 
Preliminary report released. 
It took authorities four hours 
to activate a search-and-
rescue operation after they 
lost contact with flight 
MH370, according to the 
report, made public by the 
Malaysian government.

VIEWPOINTS >
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corporate emergency operations manual after MH370 
and MH17,” Sharuji says. 

“The structure of the go team is also slightly 
changed: we changed some templates, and we 
changed some of the training programmes to include 
diversity and cultural handling. 

“We also changed our process in dealing with the 
government, or government relations.”

One of the main challenges in terms of responding 
to the 370 crisis was its unprecedented nature. 

“In modern aviation history, we haven’t [had] any 
other airlines that have lost an aircraft for as long as 
MH370 and because of this, we were handicapped,” 
Sharuji explains. “We were also handicapped 
by government intervention and government 
bureaucracy.” 

The key lesson he has learned is that airlines must 
always be prepared. “We cannot be prepared for 
every single conceivable scenario, but you have to be 
prepared to react to any given situation,” he says. 

The importance of good government relations is 
another key lesson. 

“My next step is actually trying to work very closely 
with the government in helping them bridge the gaps 
that we had before,” he says. 

“That is to me the most important thing in my  
wish list right now – to bridge a gap that we have in  
the crisis management programme between us and  
the authorities.”

“WE STILL RECEIVE 
LETTERS FROM 
THE CHINESE NEXT 
OF KIN TO ASK 
ME TO ASK THE 
GOVERNMENT TO 
RETURN THEIR 
LOVED ONES BACK 
TO THEM ALIVE”
Malaysia Airlines’ head of 
the post-accident office 
Fuad Sharuji

Sharuji says the events highlighted some 
“loopholes” in its response plans. 

“There were quite a number of assumptions that 
we made and we realised that the assumptions were 
wrong,” he says. “For example, we thought that the 
way we would handle the Malaysian Chinese next 
of kin [in Kuala Lumpur] would be the same as the 
Chinese Chinese [in Beijing], but we were wrong 
because the culture and the behaviour is extremely 
different.”

The importance of choosing the right crisis team 
leader – known as a ‘go team’ leader at Malaysia 
Airlines – also became apparent in the crises. 

“You can have a person who walks like John Wayne 
and talks like Tom Cruise during peacetime, but during 
war he can become like Mr Bean,” Sharuji says. “That 
person must be very strong and very level-headed, 
and very composed and calm even under extremely 
stressful conditions, and it’s not easy to find.”

HANDICAPPED
A few days into the MH370 crisis, Sharuji’s ‘go team’ 
leader in Beijing had to be replaced as he was unable 
to cope with the stress. 

“One of the things that we have done is put in what 
we called management advisers – this is in addition 
to the go team leader, who actually manages the 
crisis teams, the handling of the next of kin, the family 
assistance centres, support and so on,” he says. 

The role of the management advisers is to act as a 
liaison between the airline and the government during 
a time of crisis. “We made quite a lot of changes in our 

Fuad Sharuji, head of the Malaysia Airlines post-accident 
office and crisis director for MH370 and MH17, will be 
the one of the key speakers at this year’s StrategicRISK 
Forum in Singapore. Held on 17 May at the InterContinental 
Hotel, this third annual event is free for risk and insurance 
managers to attend by pre-registration. For more 
information about the event, or to apply to attend, visit 
http://riskforum.strategic-risk-global.com 

FORUM TALK

17 July 
Disaster strikes Malaysia 
Airlines for the second time 
in a year when flight MH17, 
flying from Amsterdam to 
Kuala Lumpur, crashes near 
the village of Grabove in 
eastern Ukraine. The plane 
is carrying 280 passengers 
and 15 crew. The suspicion 
is it was shot down by a 
Russian-made Buk missile. 

18 July
The blame game for MH17 
begins. Ukrainian president 
Petro Poroshenko calls 
it a “terrorist act”. Pro-
Russian rebels claim the 
airliner was shot down by 
a Ukrainian military jet. 
Russian president Vladimir 
Putin says Ukraine “bears 
responsibility” for the crash.

31 October 
A Malaysian family sues the 
government and Malaysia 
Airlines for negligence in 
the disappearance of flight 
MH370, in what is believed 
to be the first lawsuit filed 
over the disaster.

29 January 2015
The Malaysian government 
announces all 239 
passengers and crew 
onboard missing flight 
MH370 are presumed dead.

13 October 
Dutch newspaper 
Volkskrant, quoting sources 
close to the investigation, 
says the inquiry of MH17 has 
concluded that a Russian-
made Buk missile fired from 
rebel-held eastern Ukraine 
shot down the plane.

3 March 2016
Debris washes up in 
Mozambique and is 
tentatively identified as a 
part from the same type of 
aircraft as MH370, the only 
known missing Boeing 777. 
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“I’m getting quite good at this blind dating thing – 
meeting strangers in coffee shops. I must’ve done it 
hundreds of times over the last 18 months.”

This is the opening line of Berkshire Hathaway 
Specialty Insurance (BHSI) Australasia regional 
president Chris Colahan. 

It’s quickly followed by an explanation: “We’ve 
been doing a lot of it with our hiring. We’ve started up 
a business from scratch and that just means getting 
out there and meeting lots of people.”

Colahan has agreed to an interview with 
StrategicRISK to discuss his year in the job so far and 
his plans for the future.

Safe to say, it’s been a busy 12 months since he 
officially started in the role on 23 February last year. 
And a big focus has been his recruitment drive.

“We’ve all been at companies in the past where 
there’s legacy [issues] – legacy IT, or processes, 
or people issues – and so we’ve been incredibly 
thorough about making sure we get the right people 
from the outset,” Colahan explains. 

He himself moved from RSA, where he was most 
recently the insurer’s Asia chief executive.

“In order to hire for any individual role, we would 
meet at least five people and we’ve hired 53 people 
[to date], so 53 times five means we’ve met a lot of 
people,” he says.

Some 265, in fact.
That’s more than one recruitment interview 

Colahan has done every working day since he started. 
It’s no wonder he’s getting good at them.

THE BUFFETT BRAND
So, has Colahan had to lure staff from the more 
established players with big salary promises from 
the legendary Warren Buffett, BHSI’s multi-billionaire 
American investor parent?

“WE’VE ALL BEEN  
AT COMPANIES IN 
THE PAST WHERE 
THERE’S LEGACY 
[ISSUES], SO WE’VE 
BEEN INCREDIBLY 
THOROUGH ABOUT 
MAKING SURE WE 
GET THE RIGHT 
PEOPLE FROM THE 
OUTSET” 
BHSI Australasia  
regional president 
Chris Colahan

StrategicRISK sat down with Australasian 
boss Chris Colahan to find out what the 
insurer’s report card looks like 12 months 
in and its plans for the year ahead

Berkshire Hathaway 
Australasia: one year in, 
what’s the verdict?

VIEWPOINTS >
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“WE’VE OPENED 
MORE OFFICES 
AND HIRED MORE 
PEOPLE THAN WE 
INTENDED, AND 
ALL OF THAT IS 
IN RESPONSE TO 
CUSTOMERS AND 
BROKERS WANTING 
TO SEE MORE  
OF US” 
BHSI Australasia  
regional president 
Chris Colahan

(“It’s better to hang out with people better than 
you,” Buffett said once, adding to his long and 
quotable list of aphorisms. “Pick out associates 
whose behaviour is better than yours and you’ll drift 
in that direction.”)

“We’ve not given pay increases to anybody to 
come here,” We’ve been able to get the best people 
[by offering] the opportunity to come and build 
something from scratch,” he says.

It seems the Berkshire brand opens doors – not 
just for employees, but for brokers and clients too.

“We’ve opened more offices and hired more 
people than we intended, [and] all of that is in 
response to customers and brokers wanting to see 
more of us,” Colahan says.

“If you had asked me [a year ago] what 2015 would 
look like, we probably would have said: a few lines 
of business, two offices in Sydney and Auckland, and 
around 20 or 25 members in the team.”

In fact, BHSI has secured 500 clients across 
Australia and New Zealand, opened four offices – in 
Sydney, Auckland, Melbourne and Brisbane – set up in 
six lines of business and employed 53 people from 20 
different companies.

“Compared to any initial expectations that we had, 
we’ve done a lot more,” Colahan says.

That’s not to say the past 12 months have been 
without challenges.

“The power of incumbency in our industry 
is incredibly strong: incumbency of broker 
relationships, incumbency of people, and 
incumbency of insurer relationship with the end 
customers,” he says. 

“If I look at that through a positive lense, I’d 
say that’s great because customer loyalty is 
important and it takes time for insurers to earn 
that relationship with their customers.

“If I put a more negative lens on it, I’d 
say that people are resistant to change and 
there’s an inertia that means there is not 
much change in our industry. But, either 
way, incumbency is very powerful and we 
have had to deal with that.”

RELENTLESS
With its lean business structure, backed  

by an impressive balance sheet, the BHSI 
model stands out in today’s corporate 

insurance world, .
Colahan says that by “setting up with no 

legacy and by being relentless about the way we 

prioritise simplicity over complexity, we should end up 
with the lowest expense base in the industry”.

One only needs to look at the recently announced 
annual results of AIG and Zurich to see that expense 
ratios are proving the downfall of some of the 
industry’s longstanding players.

“By having less complexity, we’ve got more 
empowered people who can be more responsive  
to the needs of our customers, who can make 
decisions more quickly [and] who can genuinely 
create bespoke solutions to respond to the needs of 
customers,” he says.

“You end up with clearer ownership and 
accountability.”

THE FUTURE
So, what’s in store for the next 12 months?

For one thing, more staff and more products within 
its six core lines of business: 
• property; 
• casualty; 
• financial lines (known within BHSI as executive and 
professional lines); 
• marine, transport and logistics; 
• healthcare; and 
• accident and health.

In terms of BHSI’s offering in Australasia, the last 
of these divisions is the most recent, with a new team 
starting in March.

Within each line of business, the plan is for new 
products to come online, including a cyber product 
early this year and an M&A insurance product that 
hails from its New York office.

In addition to new products, BHSI, along with 
many of its competitors, is looking to grow its book of 
mid-market client business.

“We go into it with our eyes open … We’re very 
respectful for the long-term relationships that are 
there already, but we think we’ve got something 
different to offer,” Colahan says. 

“We think that our broad product offering and our 
highly responsive way of deploying it is going to be 
attractive.”

Colahan wouldn’t disclose his premium targets for 
the year ahead, insisting that the business was taking 
a more long-term view. “We certainly don’t want any 
of our team chasing GWP because of targets that were 
set,” he says.

It might be line from Colahan’s blind dating 
playbook, but it’s certainly a refreshing take on the 
often staid world of Australian insurance.
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How Eamonn 
made his mark

After 30 years at Scentre Group, chief 
risk officer Eamonn Cunningham is 
retiring. StrategicRISK looks at why the 
insurance world is so fond of him

N
ot too many people can lay claim to 
working for a company through three 
decades of evolution and growth. But 
one of Australia’s most respected risk 
professionals, Scentre Group chief risk 
officer Eamonn Cunningham, can do 

just that as he celebrates his retirement.
Cunningham announced at the end of last year that 

in March, he would be stepping down from his post with 
the group, which now manages and develops Westfield 
shopping centres in Australia and New Zealand. He will 
be missed not just by those at Scentre Group, but by 
the many that have worked with him to advance risk 
management in Australia and around the world. 

One person who has worked with Cunningham for 
almost his entire career at Westfield, and now Scentre 
Group, is Marsh multinational client service global 
leader David Bidmead. 

He says Cunningham has been “a major catalyst for 
redefining the role and value of the risk management 
function in Australia and elsewhere around the world”. 

“Eamonn moved Westfield along the risk continuum 
from simple procurement of insurance to a truly 
holistic, enterprise-wide view of risk,” says Bidmead. 

“He is curious, taking time to empathise with the 
diverse views of others as he seeks to aggressively 
represent the requirements of a company that he has 
served well for 30 years.”

Cunningham’s boss agrees. 
“Eamonn established a reputation not only within 

our business, but across the broader risk community, 
as being one of the most respected practitioners in his 
field,” says Scentre Group chief executive Peter Allen. 

INQUISITIVE NATURE
It all began in 1986 when Cunningham left his role as 
an accountant at PricewaterhouseCoopers to take up 
a position at Westfield as the group’s internal audit 
manager. His job as an administrator was “just to buy 
the insurance”. But his inquisitive nature led him to 

ask fundamental questions about why the group was 
purchasing a particular insurance policy and whether 
there were other ways they could protect themselves. 

This kind of attitude and dedication saw 
Cunningham quickly move up the corporate ladder to 
become vice-president global risk management for the 
group, with responsibility for risk management in the 
New Zealand, US and UK businesses. He was appointed 
chief risk officer in 2005.

Fast-forward to the attacks on New York in 
September 2011, when Cunningham experienced 
one of the most formidable challenges of his career. 
Westfield had purchased its interest in the World Trade 
Center just a few weeks before 9/11, and Cunningham 
played a pivitol role from an insurance perspective in 
ensuring the group was not financially impacted. 

Cunningham’s work in the risk and insurance 
management field has not gone unnoticed. 

In 2010, he won the Risk Manager of the Year Award 
at the Australia and New Zealand Insurance Industry 
Awards, and in 2014 his name was added to the global 
Risk Management Honor Roll, announced at the Risk 
and Insurance Management Society (RIMS) annual 
conference. Cunningham’s legacy extends far beyond 
his professional remit, however. 

“Eamonn is, without question, one of the most 
considered and thoughtful people I’ve had the pleasure 
of working with. He’s the reliable ‘cool head in a crisis’ 
and the embodiment of our DNA,” Allen says. 
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“EAMONN IS ONE 
OF THE MOST 
CONSIDERED AND 
THOUGHTFUL 
PEOPLE I’VE HAD 
THE PLEASURE OF 
WORKING WITH. 
HE’S THE RELIABLE 
‘COOL HEAD IN A 
CRISIS’ AND THE 
EMBODIMENT OF 
OUR DNA” 
Scentre group chief 
executive 
Peter Allen

“‘Tough but fair’ is a term I’ve heard repeated many 
times over the years – Eamonn’s role as a trusted 
advisor, innate sense of what’s right and how to best 
represent Westfield and Scentre Group from a risk 
perspective is unrivalled.”

Bidmead says: “Eamonn is extremely detail-
orientated, data-driven in this decision-making and 
uncompromising about successful execution. He values 
key relationships and has invested much time in the 
development of key relationships with some of the 
world’s leading risk and insurance professionals.”

STRONG COMMITMENT
Indeed, as of 2012, Cunningham was instrumental in 
building a local RIMS chapter from scratch, creating 
what is the region’s most recognised risk association. 

“He can be proud that he has made RIMS Australasia 
what it is today,” says the group’s Australasia president, 
Brad Tymmons. 

“He understands the importance of value and 
commitment to our members and industry partners. 
Importantly for them, he has been a part of a board 
that has, from the very start, maintained a very high 
level of corporate governance, commitment and open 
engagement. 

“What members and industry partners don’t see 
is his constant work behind the scenes, meeting 
with RIMS executives and board members in the US 
to deliver solutions and continuously improve the 

experience for our members and industry partners.”
Tymmons adds that Cunningham “is relentless, he  

is challenging, he operates with 100% integrity and  
he has an innate ability to navigate through complexity 
to clarity”.

“Without doubt he is one of the best mentors I have 
met for those aspiring to be a successful CRO,” he says. 

And it’s not just in Australia that Cunningham has 
made his mark. In the UK, Association of Insurance 
and Risk Managers in Industry and Commerce (Airmic) 
technical director Julia Graham says “distance and time 
zones have not been a barrier” for Cunningham in a 
professional or personal sense. 

“Mentor to young professionals and senior 
managers, active in risk management associations, 
and an opinion-former in broker and insurer advisory 
councils, Eamonn has extended his professional 
influence across Australia, Asia-Pacific and globally,” 
she says. 

 “If I’ve needed someone to sound out on a problem, 
a favour to ask when writing a book, an opinion to 
seek on a technical subject, Eamonn has always been 
interested and found the time to help.

“He is one of the greatest examples of a risk 
professional and a true risk leader. It has been my 
privilege to call him colleague and friend.”

Or as Bidmead says: “We are better risk and 
insurance professionals because of Eamonn 
Cunningham.”

< LEGACY Eamonn Cunningham has helped redefine Australia’s risk management landscape
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The case for – and against –
having the chief executive in 
your crisis management team 

The composition of any crisis management 
team (CMT) and its operation are an interesting 
phenomenon. They are usually designed so that 
they shine as expected when the company is facing a 
dark moment. Absent of that dark moment, it will be 
business as usual for the enterprise.

During this business-as-usual period, any good CMT 
structure would undertake regular exercises. It is not 
just a case of exercising for the sake of it, but, rather, 
planning exercises where there are clear objectives in 
mind. During the debrief, you can demonstrate that 
the fundamental objectives were met.

So, back to the question of the role of the chief 
executive in the CMT during a period of crisis. Best 
practice suggests that while the chief executive will 
have a key role to play, it would not be in the context 
of being the leader, or even a member, of the CMT. 

The CMT should not be viewed as a substitute 
for the normal managerial organisational structure 
functioning within an enterprise; rather, it is simply an 
important aid to that structure when a crisis looms. 
Once activated, the CMT chair should report directly 
to the chief executive. This structure gives the chief 
executive a greater ability to manage his/her time 
when time itself is a very precious commodity in the 
middle of a crisis. 

The time-consuming CMT work that can be done 
without the chief executive’s constant and direct 
involvement includes:
• identifying and activating information sources;
• gathering, verifying and evaluating data;
• assessing possible impacts;
• developing alternative courses of action; and
• forming recommendations. 

All chief executives expect to be kept up-to-date, 
with this being a particular imperative as a crisis is 
unfolding. As such, the CMT chair should interact 
with the chief executive and provide periodic updates 
on either a predetermined frequency, as key events 
unfold, or as circumstances otherwise warrant. 

Ultimately, the goal is to provide the chief 

Normally, a company’s CEO would 
play a key role in a crisis – but not 
necessarily as a member of the CMT

EAMONN CUNNINGHAM CHIEF RISK OFFICER, SCENTRE GROUP
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executive, in a concise manner, with relevant 
commentary on deliberations, details of alternative 
courses of action and a recommendation. The chief 
executive can then make a determination and give 
the head of the CMT the authority to proceed. At this 
juncture, the CMT would invariably use the normal 
organisational structure to action the decisions 
throughout the enterprise. This interaction with the 
chief executive may be repeated a number of times 
depending upon the nature of the crisis.

The position described above relates to significant 
decisions where chief executive-level authority is 
required, otherwise the chair of the CMT would 
activate responses through the normal organisational 
hierarchy. The above structure assists a ‘time-poor’ 
chief executive in the midst of a crisis to focus not 
only on relevant information and potential outcomes, 
but other matters related to the crisis, such as 
communications with key stakeholders. 

Not having the chief executive in the room 
during this process facilitates greater discussion and 
debate. More views should produce better solutions. 
If your chief executive has a particularly strong or 
overbearing personal style, this approach also avoids 
conversations being potentially stifled.

My personal view is that enlightened chief 
executives (which I am accustomed to) get this and let 
the CMT get on with the job they were selected for and 
trained to do.

“ULTIMATELY, 
THE GOAL IS TO 
PROVIDE THE 
CHIEF EXECUTIVE 
WITH RELEVANT 
COMMENTARY ON 
DELIBERATIONS, 
DETAILS OF 
ALTERNATIVE 
COURSES OF 
ACTION AND A 
RECOMMENDATION” 
Scentre Group  
chief risk officer 
Eamonn Cunningham

TOP TIPS IN RELATION TO A CMT

01 Get your membership structure right and ensure that this includes 
alternatives for members and multiple back-ups for the role of chair.

02 Exercise regularly, exercise often, always with a clear and objective in mind.

03 Make exercises realistic and remember that no matter how much stress is 
introduced, the real-life crisis will be 10 times worse.

04 Develop an aide memoire for each of the members of the CMT depending 
on what function in the business they represent.

05
Don’t take shortcuts during exercises. If someone says, “In a real-life crisis, 
I would now go and do this,” the response from the chair should be, “Leave 
the room, do it and come back to us with the result.”
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W
orkplace injuries can change 
people’s lives forever. Workers 
can see their careers end and 
their families’ lives destroyed. 

People should always 
return home in good health. 

As such, worker safety resonates as one of the most 
tangible and vital areas of risk management. 

From Google Glass to Apple’s iWatch, wearable 
technology has garnered headlines for its consumer 
appeal. However, its utilisation in the corporate world 
is cause for considerably greater elation.

“Innovative technologies, like wearable devices, 
have the potential to improve worker safety,” says 
Sheri Wilbanks, head of casualty risk consulting for 
AIG Asia-Pacific. “That’s why we invested in Human 
Condition Safety, a start-up that uses wearables, 
artificial intelligence and building information 
modelling to create a safety ecosystem that enables 
workers to reduce injuries and employers to improve 
operational efficiency.”

The technology from Human Condition Safety can 
detect when workers carry too much weight, make 
a ‘bad bend’, or enter an area that puts them at risk 
of injury because of environmental conditions or 
getting too close to dangerous equipment. As such 
developments unfold, it is incumbent on the risk 
manager community to understand the powerful 
capabilities on offer. So, what do risk managers need 
to know about wearables and worker safety? 

“Wearable technologies will enable risk managers 
to gain a more complete understanding of their 
company’s risk profile,” says Human Condition Safety 
chief executive Peter Raymond. “Sensors embedded 
in wearable devices will provide them with actionable 
intelligence that can assist them in preventing and 
mitigating risks more effectively than ever before. 

“More importantly, wearables could help risk 
managers predict and avoid dangerous situations by 
correlating risks with observed behaviours.”

The International Labour Organization says every 
15 seconds a person is killed, and 153 are injured, 

From the hard hat to the steel-toed boot, 
there’s always been a safety aspect to 
what workers wear. Wearable technology 
is about to take that to the next level

“WEARABLES HOLD 
THE PROMISE OF 
MAKING EVERY 
INDUSTRY SAFER 
BY HELPING 
WORKERS AND 
EMPLOYERS 
IDENTIFY RISKS 
MORE QUICKLY 
AND PROVIDING 
INSIGHTS THAT 
CAN HELP PREVENT 
ACCIDENTS” 
Human Condition Safety 
chief executive 
Peter Raymond

in a workplace accident. “That’s not acceptable,” 
Raymond says. “Wearables hold the promise of 
making every industry safer by helping workers and 
employers identify risks more quickly and providing 
insights that can help prevent accidents from 
happening in the first place.”

The benefits are particularly acute in construction, 
which accounted for more than 20% of worker 
fatalities in 2014, according to the Occupational 
Health and Safety Administration (OSHA).

“For example, if a worker using Human Condition 
Safety’s technology enters a blind spot around a piece 
of heavy machinery, the system can warn the worker 
to move to a safer location or automatically shut 
down the machine,” Raymond adds.

Goodman Group head of risk Tony Sothmann 
agrees that wearables may help risk managers 
measure employee performance and trends to 
identify areas where training or remediation is 
needed: “Wearables would provide an additional layer 
of support to those workers wearing it, but it won’t 

20  StrategicRISK  ASIA EDITION Q1 2016 > www.strategic-risk-global.com

You wear it well  
(and safely) 

SPECIAL REPORT > THE FUTURE OF RISK >WORKER SAFETY P20 >VIRTUAL REALITY P22 >AUTONOMOUS VEHICLES P23



“WILL THE USE 
OF WEARABLES 
INCREASE PRIVACY 
ISSUES AND 
THE THREAT OF 
‘BIG BROTHER’ 
WATCHING STAFF?” 
Goodman Group 

head of risk 
Tony Sothmann

SPONSORED WORD

HOW THE 
INTERNET 
OF THINGS IS 
RESHAPING 
INSURANCE

There has never been a more exciting time to 
be in the insurance industry. New innovative 
technologies, including the Internet of Things 
(IoT), hold the promise of making the world a safer 
place. We believe that they have the power to help 
insurers improve the safety of our policyholders 
and their employees. This is why we are optimistic 
that these technologies could help decrease the 
frequency and severity of accidents.

How could these technologies make the 
world a safer place? 
By 2020, there will be 40-50 billion connected 
devices, up from 10-20 billion today. Due to the 
proliferation of these objects, insurers will be able 
to measure an infinite number of data points to 
paint a more complete risk profile of their clients. 

The use of IoT devices and other technologies 
will generate data-driven insights that will help 
insurers tailor unique safety solutions. In addition, 
the information collected by these sensors could 
enable insurers to more accurately price risk and 
further incentivise policyholders to adopt safer 
behaviours or practices. 

What is the role of risk managers?
Risk managers are crucial to the implementation 
of these technologies. We believe they will further 
strengthen our ability to partner with risk managers 
to prevent and mitigate risk. Moreover, they will 
enable risk managers to better understand the 
leading and lagging indicators that could lower 
their cost of risk. Innovative technologies will help 
risk managers strengthen the importance of their 
role as leaders in safety, efficiency and cost savings 
within their organisations.

As with any technology there will be risks to 
mitigate and prevent. But we shouldn’t be fearful. 
By working together, insurers and risk managers 
can maximise the benefits to improve safety.

ROY WILMOTH
Head of casualty, Asia Pacific, AIG

replace the need for workers to exercise judgement 
and apply training in situations,” he says. 

“Will the use of wearables increase privacy issues 
and the threat of ‘Big Brother’ watching staff? The 
use of GPS, for example, or other data collection may 
create trust issues with staff, who could be sceptical 
about how an employer would use the device and the 
data collected.”

Lazada Group head of group risk and internal 
audit Gordon Song is also concerned about the data 
implications. “Risk managers will need to deploy 
analytical tools, and learn new skills, to be able to 
competently and efficiently analyse and make sense 
of this ‘Big Data’. To do this effectively also requires 
some amount of medical knowledge or at least a very 
good medical partner,” he says.

But Nick Blismas, a professor at RMIT University’s 
Centre for Construction Work Health & Safety 
Research, says the university is excited. “The wearable 
technology is both powerful and strangely seductive. 
Some work has commenced in intelligent fabrics 
that can incorporate sensors into textiles, making the 
technology less intrusive,” he says. 

“The current ‘obvious’ and sometimes large 
sensors [on the wearable technology] will need a little 
more development for easier adoption. However, 
I don’t believe the technology is going to be the 
challenge. The two main challenges as I see them 
are resistance by workers and Big Data, plus making 
sense of it for safety,” he says.

Blismas points to three types of safety-related 
sensing: “Firstly, physiological monitoring, which are 
sensors to monitor basic physiological indicators such 
as blood pressure, heart rate, temperature, alertness 
and fatigue. Secondly, ergonomic monitoring, which 
involves monitoring the movement of the spine, 
limbs and joints, stress of joints and lifting. Thirdly, 
behavioural monitoring and geo-positioning, which 
involves monitoring movement on site, type of 
activity, such as sitting, standing, walking, driving, 
performance in activities such as speed of driving, 
erratic driving, efficiency and productivity, location on 
site and proximity to hazards.”

He says the monitoring will create two challenges 
in particular. “It is important to understand the 
safety implications from this massive stream of data, 
particularly if we add the Internet of Things, in which 
objects are sensored and connected, into the mix. 
Then there are personal privacy concerns. The idea 
of this level of monitoring will be a great challenge. 
Resistance from workers will be significant.”

 In association with

> For more information please visit www.AIG.com
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The new vision of risk

The visualisation of exposures plays a pivotal role in 
risk mitigation. Now virtual reality (VR) is promising to 
bring new detail and precision to risk forecasting. 

“The use of virtual reality will help underwriters 
and risk managers visualise risk in new ways by 
enabling them to experience risk scenarios that can’t 
be recreated in the real world because they are too 
dangerous or too expensive,” says Dan Cunningham, 
regional account engineer of AIG, who partnered 
with research and engineering institution Clemson 
University on this area.

“Virtual reality will also help improve risk prevention. 
Imagine being able to visualise a building or product 
before it is created and identifying elements that, if left 
unchanged, could cause bodily harm.”

Cunningham says risk managers will better 
understand risks by experiencing them in a safe 
environment. “These insights will make them more 
aware of risk factors and enable them to address 
them before they can become an issue. For example, 
in a training environment, like at Clemson University, 
virtual reality can be used to educate engineers and 
underwriters about fire risks without exposing them to 
hazardous situation or materials.”

Innovative technologies such as wearables, virtual 
reality and drones will become an indispensable part 
of a risk manager’s toolkit, he says. 

Jeremy Bailenson, a founding director of Stanford 
University’s Virtual Human Interaction Lab, is just as 
enthusiastic. “VR is an amazing tool for visualising crisis,” 
he says. “For risk forecasting, the magic of course lies in 
setting the modelling parameters to generate scenarios 
which are most likely to be valid, which largely occur 
outside of VR. Where VR comes in is to transport the 
forecaster into a visceral experience of the future, 
so that he or she can perceptually experience future 
scenarios to make the outcomes less abstract.” 

“VR, LIKE 
ANY FORM OF 
ANALYTICAL TOOL 
OR TECHNIQUE 
DEVELOPED IN 
THE LAST TWO 
DECADES, WILL 
CERTAINLY BE 
USEFUL – BUT, AS 
WITH ALL TOOLS, 
THEY WILL ONLY 
BE AS USEFUL AS 
THE PEOPLE WHO 
CREATED THEM” 
Lazada Group 
Gordon Song

Harald Scheule, associate professor at UTS 
Business School, says: “I believe simulation-based 
forecasting is very valuable in risk forecasting. 
Simulations are able to provide scenarios based on 
model parameters estimated with historic data, but 
result in different, possibly more adverse realisations 
than those actually observed.”

Bob Stone, director of Birmingham University’s 
Human Interface Technologies Team, says that, as 
with all things implemented using VR, augmented 
reality or mixed reality technologies, it all depends on 
how well the content and interactivity is designed and 
how well the end users’ needs are taken into account. 

Lazada Group head of group risk and internal audit 
Gordon Song agrees. He says: “VR, like any form of 
analytical tool or technique developed in the last two 
decades, will certainly be useful – but, as with all tools, 
they will only be as useful as the people who created 
them. To be more precise, all models and tools require 
assumptions and variables, and these have proven to 
be limited in the complex world we live in. The ‘risk’ 
lies in over-relying on these tech-enabled tools and 
moving too far away from human judgement, which, 
in my opinion, is not replaceable.”

But Stone says VR will be useful in risk forecasting 
for ‘what-if’ scenarios: “We have been using what is 
referred to as mixed reality, where we can develop 
future interactive command stations which present 
the end user with a range of carefully formatted and 
selectable media sources – social network feeds, 
live video streaming from the BBC, Sky News, and so 
on, live video from remote systems, such as drones 
and related technologies, weather predictions – all 
supplementing a central interactive 3D representation 
of an emerging scenario. In our case, the scenarios are 
very much based on insurgent activities, but others 
could be modelled.” 

Virtual reality’s forecasting abilities could 
change our perspective of risk forever
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Autonomous vehicles:  
when risk gets out of hand

Globally, nearly 1.3 million people die in road crashes 
each year; on average, 3,287 deaths a day. Another 
20-50 million are injured or disabled, according to the 
Association for Safe International Road Travel.

Despite efforts to reduce these figures, such 
devastation has become a regular part of life.

But by sensing their environment and navigating 
without human input, autonomous cars, planes and 
ships could neutralise the danger. 

“Autonomous vehicles have the potential to make 
transportation safer, faster and more efficient,” says 
Roy Wilmoth, AIG’s head of casualty, Asia-Pacific.

“While the benefits outweigh the risks, risk 
managers need to be asking how autonomous 
vehicles will impact cyber, liability and privacy risks.”

Wilmoth says at this stage, autonomous vehicles 
raise more questions than answers. “Regulators 
and the courts have yet to weigh in, but it’s not 
unreasonable to assume that liability may eventually 
shift from vehicle operators to manufacturers.”

The most effective way for risk managers to 
mitigate the risks created by new technologies such as 
these, says Wilmoth, is for them to connect with their 
R&D departments early in the development process. 

“As a result, risk managers will be able to address 
risks in the design phase and possess enough 
information to ensure that they purchase adequate 
insurance coverage,” he says.

Peter Jackson, chief executive of Lockton in 
Singapore, says: “As the vehicles are totally computer-
controlled, with no local manual intervention, you’re 
completely in the hands of the software. 

“Cyber risk prevention is critical so that these cars, 
planes, ships and their contents arrive safely where 
you want them to.”

It’s difficult to plan for what could go wrong, he 
adds, as the technology is not fully tested. “Malware 
could be embedded and theft going on for months 
before it’s noticed.”

Wilmoth agrees that modern vehicles are already 
increasingly vulnerable to cyber attacks, from tracking 
their location to disabling steering and braking. “Cyber 
risks will grow exponentially as vehicles rely more on 
connected technologies to operate autonomously,” 
he says. “Risk managers will need to help vehicle 
manufacturers design vehicles that are not only safe in 
a collision, but are secure from hackers too.” 

Liability issues will become increasingly important, 
he says. “Risk managers should be asking questions 
like: ‘Who is responsible if an autonomous vehicle 
injures a pedestrian while avoiding another vehicle?’ 

or ‘Who is to blame if a proximity sensor fails, causing 
an accident?’”

Wilmouth notes the issues manufacturers have to 
contend with. “Two liability scenarios are currently 
playing out. For example, Tesla states that the drivers 
of its vehicles are responsible for accidents while using 
autonomous features. On the other hand, Volvo has 
stated that it will take full responsibility for accidents 
involving its autonomous vehicles.”

Ryan Tan, head of strategy and enterprise risk 
management at Singaporean public transport 
operator SMRT Corporation, says a key risk is around 
introducing autonomous vehicles into the regular 
vehicle environment. “These [risks] could of course 
be mitigated through the right measures,” he says, 
“such as dedicated lanes, adequate education of all 
stakeholders, including the public, plus pilot periods 
to socialise all actors to autonomous vehicles-related 
variables before full implementation.”

Tan says risk managers need to understand current 
and future technology, looking at projects in the 
pipeline and how quickly they will come to market. 
“This would allow for an adequate assessment of the 
velocity of disruption.” Regulatory bodies that govern 
autonomous vehicles will play a key role in mitigating 
risks, he adds. “What sort of policies are they going to 
set up, and when are they going to do so in relation to 
the fast-evolving technology curve?”.

Jackson says risk managers will need to look at 
business continuity planning in a different way. “What 
happens if the autonomous system fails, can you 
revert to manually operated? Risk managers will need 
to map the supply chain of hardware and software to 
manage the autonomous vehicles to understand each 
party’s role and how they manage risk.”

He adds that it will be important to learn from 
previous experiences, both in the automation sphere 
and in terms of taking business activities online or 
becoming internet and cloud-enabled. 

“We must also learn from other industries, such 
as how the military manage drones and how metro 
networks manage driverless trains. Close liaison with 
insurers will be needed to help them understand the 
risks and how they are being managed.”

The future of many vehicles is 
driverless. While the safety advantages 
are vast, so are the risk concerns

“RISK MANAGERS 
WILL NEED TO HELP 
MANUFACTURERS 
DESIGN VEHICLES 
THAT ARE NOT 
ONLY SAFE IN A 
COLLISION, BUT 
ARE SECURE FROM 
HACKERS TOO”
AIG head of casualty,  
Asia-Pacific 
Roy Wilmoth
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Going for broke

I
n an exclusive last month, StrategicRISK Asia-
Pacific revealed that Marsh is introducing a 
new charge for Australian insurers that could 
force corporate insurance premiums to rise. 

Marsh introduced a 2% charge in 
December, called a ‘distribution brokerage’, for 

insurance placements for its fee-paying clients. 
On a $1m policy, for example, the broker will stand 

to pocket an additional $20,000 from the insurer, in 
addition to its client fee for placing the business. 

In an email seen by StrategicRISK, Marsh explained 
that the charge had been introduced because it has 
an “unusually high percentage” of fee business in its 
portfolio compared to its competitors. 

The distribution brokerage excludes insurance 
placed through Marsh’s trading platform, MMA, and 
where client service agreements (CSAs) specifically 
prohibit Marsh from earning brokerage in addition to 
the fee that the client pays. But Marsh said it would be 
asking those clients to reconsider the CSA in “some 
circumstances” to allow the new charge. 

A spokesman for the broker told StrategicRISK 
that the “charge is fully disclosed to clients and is 
consistent with structures applied in other parts of 
the world”.

According to the email, captive placements are 
excluded from the distribution brokerage, as are life 
and health placements and workers’ compensation 
insurances. Reinsurance is in scope, however. 

The case reignited the debate among the industry 
over the remuneration of insurance brokers. 

KPMG Australia financial services partner Scott 
Guse said he expects other brokers to follow Marsh’s 
lead. “If there’s not much fallout [from Marsh’s new 
charge], then I’d put money on it that the other major 
brokers will start to implement a similar sort of charge 
within the next 12 months,” he says. 

“They won’t jump in straight away – it’s not like the 
banks with interest rates where once one goes, all of 
them follow straight away. But if the big [brokers] do 
it, it’s only a matter of time before the medium players 
do it as well.”

StrategicRISK approached major Australian brokers 
about this story, including Aon, JLT, Willis Towers 
Watson and Arthur J Gallagher. 

All declined to comment. 
But Guse described Marsh’s distribution brokerage 

as “innovative”. 
“It didn’t surprise me greatly because I know the 

whole industry – every component of the industry – is 
struggling for additional margins,” he said. 

Marsh’s shock decision to slap an 
additional 2% charge on Australian 
insurers has reignited the debate about 
how to remunerate insurance brokers
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“[Brokers’] margins really haven’t changed over the 
years [while] the prices of premiums have dropped 
recently, so if you get a percentage of the premium, 
essentially the amount that you get in the door is 
dropping… so they’re obviously looking at alternative 
ways to get fees in the door.

“I ultimately think insurers will try and pass on the 
full 2% because their margins are tight enough as 
it is and so they can’t really absorb it. Ultimately, it 
means that the policyholders will be the payers of that 
increased margin.” 

PROFIT MOTIVE
Indeed, insurers StrategicRISK spoke to confirmed 
they would need to factor the charge into their pricing. 

“Like any piece of business that you write, you’re 
trying to write it at a profitable amount, so all of these 
things are factored in,” one source said. 

“The correct thing to say is that no, it doesn’t come 
into it, but the reality is – especially in a soft market – 
you’ve got to try and make a profit and so all of these 
things have got to be factored in.”

Another source said: “The entire market is pricing 
extremely competitively and we have to consider 
these additional distribution costs into our premium 
calculation.”

He added that he found the charge “disturbing” 
and that it was “difficult to see how this move should 
benefit our clients”.

“The market is critical about it because we all know 
that once Marsh is successful with it, then all of the 
others [brokers] could follow,” he said. 

But one insurance boss said a 2% upfront charge 
was preferable to further pressure on premium cuts. 

“2% is not something that’s going to change anything 
dramatic, it’s a small drop. It’s important, but it’s small 
in comparison to a whole lot of other things that go on, 
so I don’t see this as being a major change mechanism 
for the industry,” he said. “If we want access to the major 
clients, this is just something we have to do.”

Added to premium pressures, insurers and brokers 
are also facing increased costs to onboard new clients. 

A recent report from Thomson Reuters found 
that, on average, the costs to onboard a client in the 
financial services industry has increased by 18% over 
the past 12 months across Asia-Pacific and is expected 
to increase by a further 14% over the next year. 

Against this backdrop, a senior executive from a 
major global insurer suggested that clients should 
consider how they are contributing to the pressure 
being placed on brokers. 

“IF THERE’S NOT 
MUCH FALLOUT, 
THEN I’D PUT 
MONEY ON IT 
THAT THE OTHER 
MAJOR BROKERS 
WILL START TO 
IMPLEMENT A 
SIMILAR SORT OF 
CHANGE WITHIN 
THE NEXT 12 
MONTHS” 
KPMG Australia  
financial services partner 
Scott Guse
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“If you are sophisticated enough to run a tender for 
the management of your insurance risk, you should be 
smart enough to realise you can’t buy a BMW for the 
price of a Toyota,” he says. 

“Clients should be thinking about what level of 
service they can realistically expect for the fee paid, 
and understand that if they drive the price down too 
low one of two things will happen: either the broker 
will cut corners to try to make it work for them, or the 
broker will find a way to squeeze a profit out of some 
other element of the transaction, that is likely to be 
much less transparent to the client and which they 
will, ultimately, end up paying for.”

He also felt that the case raises the more 
fundamental issue on the value of insurance brokers. 

“Most clients happily pay tax advisors, solicitors etc 
by the hour. But they very often see insurance advice 
as something to be bid down to the lowest cost. 
Why is that? Ultimately, there is clearly a disconnect 
between the cost of the services that brokers provide 
and the value perceived by many clients. 

“It seems to me that likely both sides of this 
transaction need to look at the situation carefully 
because, transparent or not, brokers being paid by 
insurers for the business of arranging and placing 
insurance on behalf of their clients contains an 
inherent conflict of interest.”

INTEGRITY
Not surprisingly, perhaps, this insurer’s opinion does 
not seem to be shared by risk managers. 

Scentre Group chief risk officer Eamonn Cunningham 
said: “I hold to the traditional view that the broker is the 
agent of the company buying the insurance. As such, 
only one side of the table should be paying the broker in 
relation to specific insurance transactions.

“I would be concerned with any suggestion that any 
fee or other form of remuneration effectively coming 
from the other side of the table (insurers), which only 
arises if a specific insurance transaction takes place. 
This is, of course, as opposed to any other fees or 
remuneration received by brokers for other services not 
related to specific insurance transactions.”

A risk manager of a large industrial company added: 
“The integrity of the broker to act in the best interest of 
the customer is so important, and we will want to make 
sure that that is maintained and upheld with this new 
charge and doesn’t influence placement behaviour. 
Brokers have been in a race to the bottom when it comes 
to client fees and it seems like this is now an attempt to 
get back some of what they have lost.”

A spokesperson for Marsh said: “We advise clients 
and develop solutions across a range of complex and 
dynamic risk issues. In order to help them navigate 
this rapidly-evolving landscape and to invest in 
current and future client offerings, Marsh Australia has 
introduced a brokerage charge on transactions where 
Marsh’s remuneration is fee-based. This charge is fully 
disclosed to clients and is consistent with structures 
applied in other parts of the world.”

Fee-paying clients
Large corporate clients typically pay a broker 
an upfront fee to place all of their risks in the 
insurance market. This would equate to about 
5%-20% of their total premium cost depending 
on the size of the client, their risk profile and 
the service requirements. Clients typically 
state that the broker is prohibited from earning 
any further commissions or fees from insurers 
in relation to their specific insurance policies 
unless otherwise agreed. 

Commission-based business
On some pieces of insurance, typically for 
smaller or mid-market clients, the broker will 
earn a commission by placing an additional 
percentage on top of the insurance premium. 

Broker trading platforms
Some brokers place certain pieces of business 
on their online trading platform for their 
insurance partners to assess and price. The 
insurer that writes any business from this 
trading platform will pay an additional charge 
to the broker, which is typically between 6%-
8% of the premium. 
Examples of broker trading platforms:
• Aon – ATP (previously called Vertex)
• Marsh – MMA
• Willis – Will Place

Additional services
Brokers also offer a variety of services and 
products for which they can charge. This can 
include:
•  Risk management technology products (such 

as Marsh’s ClearSight)
• Appraisals and evaluations 
•  Risk engineering and other consulting 

services

Data
Increasingly, brokers are packaging anonymous 
client data and selling it to the insurance 
industry to illustrate trends and risk profiles.

HOW BROKERS MAKE 
THEIR MONEY
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The risk and insurance industry is often criticised 
for lagging behind other sectors when it comes to 
technology and innovation. Hampered by legacy 
and out-of-date systems, some say there’s never 
been a better time to disrupt the industry. But 
the tide has started to turn, at least for risk and 
insurance managers, who now have a plethora of 
new technology solutions and risk management 
information systems (RMIS) to choose from that 
promise to help ease their working lives. 

The benefits of a RMIS seem clear: data certainty 
and consistency, potential insurance premium 
savings, automated reporting and reminders, and a 
real-time granular picture of a company’s biggest risks, 
insurance programmes and claims history. 

So why do so many risk managers still rely on 
desktop solutions? Do they not see a value in the 
systems on the market, are they laggards, or is some 
other element at play? 

One reason is cost constraints and justifying the 
return on investment. Ventiv Technology Australia 
managing director Justin Gale suggests the case 
for purchasing a new technology system can be a 
hard sell for risk managers. “Insurance is seen as an 
expense centre, so the challenge that [risk managers] 
have is convincing decision-makers to spend money 
in order to save money,” he said. 

“If you’re selling a CRM system that’s going to help 
a sales team generate more revenue, there seems to 
be more support for a ROI when [a system enables] 
revenue generation as opposed to cost savings.”

The soft insurance market has also played its 
part in the slow uptake, as firms have been able 
to secure lower premiums year-on-year from their 
insurer partners. But Gale says this is something 
of a false economy: “The insurance market’s been 
going for more than 300 years and it goes in cycles. 
When the market turns and premiums start going up, 
[firms with a RMIS] will have a risk that’s going to be 
more attractive to insurers because they’ve got that 
historical data to back themselves up.” 

However, according to a report out of Europe this 
month, the price of an RMIS is only the third-most 
important criterion when risk managers are choosing 
a system. Above it are ease of use, which topped the 
list, and the system’s reporting capabilities. 

The pros and cons of implementing a 
risk management information system

Is technology keeping pace 
with the profession’s needs?

Amrae’s information systems commission 
president, François Beaume, told StrategicRISK that 
not all RMIS functions scored well with the 50 risk 
managers surveyed.

Audit and competitive intelligence functionalities 
in particular fail to meet the needs of risk managers. 
But the majority of respondents were “satisfied” 
with the risk mapping and incident management 
functionalities of vendors, as well as how systems can 
support compliance and governance requirements.

In Australia, media company Seven West 
implemented a new technology system last year. 
Risk and audit head Mark Wilson, who led the tender 
programme, said: “There was no system off-the-shelf 
that was a perfect fit for us and every customer is 
going to find the same thing – we’re not that special, 
we had our own unique requirements and so does 
everyone else.” 

But Wilson warned against purchasing a 
completely customised solution: “It always sounds 
really good upfront, but every time you want to 
maintain the system and do an upgrade, you end 
up with all sorts of extra complications and testing 
because you’ve got a bolt-on piece of custom 
functionality which isn’t necessarily contemplated 
in [the vendor’s] updates and it creates a lot of 
complication.” 

In selecting a system, Wilson’s three priorities were: 
the ability to integrate risk management processes; 
the ability to configure a system for their own 

In association with
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requirements; and producing meaningful reports for 
business heads and the board. 

Telstra chief risk officer Kate Hughes also said her 
company struggled to find a tool that met its needs. 

“The capacity to put in a really simple tool that 
enables you to link a risk to a control to an action, and 
in some cases to a dollar value so you can figure out if 
you should insure it or not, is really hard,” she said. 

Telstra is currently implementing a new system 
as part of its transformation from a traditional 
telecommunications business into a technology firm. 

“Our implementation won’t be short and it won’t be 
simple. In an organisation of our size, that’s a fair call, 
but by the same token, I don’t think these things should 
take multi-year implementations and that’s effectively 
what we’re staring down.”

Hughes says she would like to see systems become 
more intuitive and link together potential risk events in 
different parts of the business. 

And JLT Risk Consulting Asia director Craig Paterson 
agrees that the technology needs to improve, albeit 
with a caveat: “People use their phone as a baseline as 
what to expect [from all technology], which is probably 
not reasonable. There are billions of people buying 
mobile phone technology, but there aren’t billions of 
people buying risk management software. So [RMIS] is 
always going to be one step behind your phone.”

In saying that, Paterson “can’t understand how 
risk and insurance managers can remotely try to live 
without having a software platform to do their job”.

“It’s a bit like having your finance management 
system: you can see exactly, at that date in your 

system, how much money do we have in the bank. An 
insurance and risk management system can tell you at 
any date what are your biggest risks, what insurances 
do you have in place [and] what is your claims 
experience,” he added. 

LIFEBLOOD
Uniting Church in Australia head of risk and insurance 
Christian Mathis says his RMIS was crucial in securing a 
discount for its property insurance. 

“Insurance data is the lifeblood from which risk 
transfer strategies are not only set but ultimately 
measured and assessed. Whether you are focused 
upon the remarketing of a particular risk class, the 
calculation of optimal self-retentions or development 
of risk allocation strategies, such decisions must 
be made where the accuracy of underlying data is 
undisputed,” he said.

The ability of a RMIS to aggregate risk data 
efficiently is one of its key benefits, agrees Marsh South 
East Asia managing director Douglas Ure. 

But he said the systems aren’t for everyone: “I see 
so many risk managers that try to cut corners because 
they’ve got a certain target for getting a system in 
place, or they’ve got a budget to stick to. To some 
extent, if the budget is relatively small, then you may 
find you’re better off with Excel spreadsheets because 
the pain and inefficiencies being caused by selecting 
the wrong or cheapest system can damage some of 
the great work that risk managers may have done 
to put in place risk management frameworks and 
develop a risk-aware culture.”

“THE CAPACITY TO 
PUT IN A REALLY 
SIMPLE TOOL THAT 
ENABLES YOU TO 
LINK A RISK TO A 
CONTROL TO AN 
ACTION, AND IN 
SOME CASES TO A 
DOLLAR VALUE SO 
YOU CAN FIGURE 
OUT IF YOU SHOULD 
INSURE IT OR NOT, 
IS REALLY HARD.”
Telstra chief risk officer 
Kate Hughes

SO MANY CHOICES: TECHNOLOGY 
SOLUTIONS FOR RISK MANAGERS

TECHNOLOGY RISK MANAGEMENT INFORMATION 
SYSTEM

GOVERNANCE, RISK AND 
COMPLIANCE SYSTEM

ENTERPRISE RISK 
MANAGEMENT SYSTEM

Also known as… RMIS GRC ERM

What it does A centralised system that allows the 
manipulation of claims, loss control, 
and other types of data to assist in risk 
management decision-making

An essential tool for firms that 
operate in highly regulated industries 
to keep on top of legal obligations

Enables risk managers to 
identify, assess, quantify, 
manage and monitor their 
enterprise risks

Key benefit 
for risk and 
insurance 
managers

Potential savings to the total cost of 
risk, owing to more granular claims and 
risk data to present to the insurance 
market

Proactively mitigate the risk of a 
regulatory breach 

Aggregation and automation 
of enterprise risk 
management activities

What risk 
managers say

“Information and data, providing 
it’s complete and accurate, is 
absolutely the lifeblood of making 
[risk management] decisions. You 
can’t make decisions in terms of risk 
transfer, strategy and service provider 
unless you have that information.”

Uniting Church in Australia  
head of risk and insurance 
Christian Mathis

“It gives us the early warning signals 
that we didn’t have before.”

EnergyAustralia chief risk officer  
Brad Tymmons

“We’ve been able to spend 
more time doing what we are 
paid to do as risk managers, 
as opposed to copying and 
pasting and managing excel 
spreadsheets, which isn’t a 
good use of anyone’s time.”

Singapore-based risk 
manager
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For church body UCA, this cutting-edge 
RMIS platform was a revelation

“You can have the best risk management processes 
and controls within your industry, but unless you can 
articulate that and evidence that to the insurance 
market, it can be ineffectual.” So says Uniting Church 
in Australia (UCA) head of risk and insurance Christian 
Mathis, who, by his own admission, used to go to the 
insurance market “with his fingers crossed”.

Fast-forward five years and UCA has gone from 
“worst in class to best in class” when it comes to 
the quality and scope of risk profiling data, resulting 
in a 30% saving this year to its property insurance 
programme. Key to that has been the implementation 
of a new risk management information system (RMIS) 
platform, which has allowed Mathis and his team to 
change the way it gathers and analyses data.

UCA is an umbrella organisation that, in addition 
to churches, owns and operates childcare centres, 
aged care facilities, schools and hospitals, and runs a 
range of social justice programmes such as foster care 
services and supervised injection centres.

It’s complex: each arm of the business has its own 
unique nuances with regard to risk and insurance.

Mathis, who joined in 2010, says the organisation 
desperately needed to reposition its risk profile. 
“For me to re-establish and re-engage the insurance 
market, we would have to have good quality 
information and data. One of my first projects was 
to think about what information we needed in the 
medium to long term not only to provide to the 
insurance market, but for the sort of reports I believe 
our internal boards and stakeholders should have.”

After a tender process, UCA opted for an RMIS 
platform owned by software company Ventiv 
Technology. This enables the company to centralise 
and streamline its risk management and insurance 
data, create reports and automate manual processes.

When risk data for insurance renewals was 
gathered by a paper questionnaire, the return rate 
was about 30%. Today, tailored questionnaires are 
distributed electronically to UCA’s 600-plus entities. 
The success rate is more than 90%. 

This more granular data analysis proved vital in 
UCA’s recent property insurance renewal.

Its properties – schools, churches, aged care 
homes and so on – used to be lumped into one 
insurance portfolio. “Year on year, the portfolio’s 
pricing had stayed very stable and it was locked into 
one particular market,” explains UCA’s broker Penny 
Wasik, specialty divisional manager at JLT. “There was 
very scant risk information. So if you were going to 
market to try and create a compelling story about the 
organisation to insurers, it was actually quite difficult.”

Last year, JLT broke down UCA’s asset schedule 
into separate portfolios, resulting in a 30% saving to 
its property insurance spend. “By having quality and 
granular information, and now having it for several 
years, we were able to do some really sophisticated 
analysis and present an alternative structure to the 
market that enabled us to unlock those discounts and 
attract other markets to the table,” Wasik says.

“We were able to cut up the asset schedule into 
various pools and compare how those pools of assets 
perform from a claims perspective. You can get a lot 
smarter about how you structure a policy; you may have 
different excesses for different pools of asset classes that 
reflects how they each perform, and you can be much 
smarter about where deductibles should really be.”

By implementing a new risk management 
and insurance technology platform, 
Uniting Church in Australia saved 30% on 
its property insurance programme

“BY HAVING 
QUALITY AND 
GRANULAR 
INFORMATION, WE 
WERE ABLE TO 
DO SOME REALLY 
SOPHISTICATED 
ANALYSIS” 
JLT specialty divisional 
manager 
Penny Wasik

RISK MANAGERS’ TOP 10 
RMIS BENEFITS

01 Accuracy and reliability of data

02 Automation of processes

03 Data consolidation and management

04 Management reporting improvement

05 Risk management process improvement

06 Ease of access to data from one location

07 Communication improvement

08 Increased awareness

09 Total cost of risk reduction/management

10 Auditability

Source: Aon Global Risk Technology Survey 2012
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1 Where does ‘people risk’ rate on your 
risk register in the major jurisdiction 
that your business operates? 

54%  Top five risks
31%  Top 10 risks
 15%   Outside of your  

top 10 risks

The people issues that 
APAC companies dread
Whether it’s keeping staff safe, managing an 
ageing workforce, dealing with the ever-
increasing costs of employee benefits or 
ensuring ethical behaviour (from suppliers 
through to the chief executive), people risk 
encompasses many elements. But which 
elements are keeping Asia-Pacific risk 
managers awake at night?

According to the StrategicRISK Asia-Pacific 
Advisory Panel, made up of a select group 
of senior risk and insurance professionals, 
retaining a talented workforce is by far the 
most challenging people risk to mitigate. In the 
survey, risk managers were presented with a 
series of people risk issues and asked to rate 
their top three (see question 2, below). 

Almost all respondents (96.15%) chose 
attracting and retaining a talented workforce. 
This was followed by injury to workers (physical 
and mental) at 42.31% and unethical or 
fraudulent activities of staff or contractors, 
chosen by 40.38%. 

Risk managers in Asia consistently cite 
people talent issues as one of the top risks 
to their business. In the StrategicRISK Asia 
Risk Report 2015, these were second only to 

Source: StrategicRISK Asia-Pacific Advisory Panel

2 What are the three biggest people 
risk issues to your business? 

can’t find there? Because if we can’t solve for 
that, then the ultimate risk of not executing on 
our strategy will be absolutely realised. 

“Also, how do you keep your employees 
engaged when the world around them is 
shifting as quickly as ours is, and how do 
you build a resilient workforce when you’re 
constantly going through cost-cutting pressures, 
major transformational reforms, and asking 
people to do more with less and absorb 3% 
inflation into their budgets every year?” 

ON-THE-JOB TRAINING
It’s a common challenge raised by risk 
managers around the region. As one manager 
told the survey: “Some roles require niche and 

8% 
Absenteeism

2% 
Seasonal workers

23%
Ageing workforce

19% 
Other

17% 
Travel risk 

(terrorism and 
geopolitical 

violence, kidnap 
and ransom)

15% 
Merging work 

cultures during  
M&A activity

42%
Injury to workers 

(physical and mental)

40%
Unethical or fraudulent 

activities of staff or 
contractors

33%
Increased cost of 

employee benefits 
programmes

96% 
Attracting and  

retaining a talented 
workforce

A StrategicRISK survey of senior Asia-
Pacific risk managers shows that attracting 
and hanging on to talented employees, 
and millennials in particular, is a constant 
headache for nearly everyone
economic conditions. 

“It’s one of our most complicated risks to 
manage,” says Telstra chief risk officer Kate 
Hughes (see more, page 36). 

“We talk about building a global brand and 
identifying growth businesses, [but] the only 
way those things are going to come into effect is 
if you’ve got the talent to enable it.”

In transforming itself from an Australian 
telecommunications business to a global 
technology company, Telstra is creating a shift 
in the skill set required of its current and  
future employees. 

“How do we compete with the Googles, the 
Yahoos and Apples of the world?” asks Hughes. 
“What can [employees] find with us that they 
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Risk managers set out their people risks

Other:
•  Core management 

capability
• Succession planning
• Creating service culture
•  Government foreign 

employment policies
•  Medical malpractice  

legal suits
•   Engagement and adapting 

to business transformation
•  Lack of personal interest 

in safety and proper risk 
management practices

•  Increase in demand, with 
more companies venturing 
into Myanmar looking for 
experienced employees

• Conduct risk
• Capability building

3 How would you rate your board’s 
commitment to addressing people risk? 

4 In the past two years, has people 
risk at your business: 

31%  Excellent
46%  Good
23%   Average

specialised skill sets that take months and 
years of on-the-job training for employees to 
become proficient. 

“These skillsets are unique to the 
landscape, environment and culture of 
the country and therefore cannot be easily 
imported or acquired externally. 

“When these employees leave the 
company, they take the years of on-the-ground 
experience with them and leave behind a 
competence gap in the organisation.”

Another explained: “Our growth plans rely 
on attracting the right talent at the right time, 
and then keeping them in competitive labour 
markets.”

A third risk manager wrote: “Attracting and 
retaining talent is a constant challenge due to 
the ‘war for talent’ and also the changing needs 
of generation Y.” 

Indeed, a recent report by Deloitte said 
businesses must adjust how they nurture 
loyalty among millennials or risk losing a large 
percentage of their workforces. 

According to the report, 44% of millennials 
say that, given the choice, they expect to leave 
their current employers in the next two years. 

14% 
Decreased

33% 
Stayed  

the same

53% 
Increased

“Millennials generally need to feel valued or 
they’re likely to lose interest in their work, even 
if they are paid well. 

“Local managers also say that it helps to 
give encouraging comments to keep them 
motivated, but agree that Singaporeans, 
and Asians in general, are less likely to pay 
compliments to employees even when duly 
deserved. Local leaders should be encouraged 
and reminded to give due verbal recognition 
for a job well done.” 

He adds: “Local managers should also 
be more open to, and accepting of, flexible 
working hours, work patterns and virtual 
working; as well as respect the individual’s 
perspectives on work-life balance instead of 
expecting them to respond ‘on demand’.”

“Retaining excellent staff is expensive”

“Any careless act on the part of an  
employee(s) may potentially put the  
organisation in a bad light, causing  
unnecessary fines and reputational damage”

“Attraction and retention is tough, especially with 
government controls over foreign labour”

“Physical injuries are inevitable, but medical costs and 
other related expenses have increased drastically”

WHAT THEY SAID

That figure increases to 66% when the 
timeframe is extended to 2020. 

Millennials’ loyalty to their organisations 
is connected to leadership development 
opportunities, workplace flexibility and a sense 
of purpose beyond profit. 

Unfortunately in South East Asia, more than 
70% of millennials (globally, the figure is 60%) 
feel that their “leadership skills are not being 
fully developed” to ensure the creation of a 
new generation of business leaders. This has 
a direct impact on short-term attrition, since 
seven in 10 respondents who are unhappy with 
how their leadership skills are being developed 
are likely to leave in the next two years. 

Jason Seng, Singapore leader of Deloitte’s 
South East Asia human capital practice, says: 
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“SHIFTS IN SOCIAL 
DEMOGRAPHIC 
FACTORS SUCH AS 
DECLINING BIRTH 
RATES, AGEING 
POPULATIONS 
AND LONGEVITY 
ARE THE CURRENT 
TRENDS GLOBALLY. 
THEY ARE THE 
CHALLENGES 
FACED BY 
CORPORATE 
ENTITIES AND 
GOVERNMENTS 
WORLDWIDE”
Nanyang Technological 
University 
Jeffrey Yeo

A mushrooming global 
population is heralding 
a new era for risk. How 
individuals and businesses 
react to longevity risk now 
is of crucial importance

The rise of the  
grey society 

Global demographics are shifting in a manner never 
seen before. According to UN estimates, the number 
of people aged 65 or older will exceed the number of 
young people by 2050. 

To take an extreme example, adult nappies are 
forecast to outsell baby nappies in Japan  
by 2020.

From such a significant swing, key risks emanate. 
Longevity risks concern the population’s life 
expectancy exceeding expectations, resulting in 
greater-than-anticipated cashflow needs  
in retirement.

This impacts individuals and businesses in 
different ways. For individuals, longevity risk involves 
outliving your assets and suffering a considerable 
reduction in your standard of living. 

When it comes to businesses and other 

institutions, they are exposed to greater liabilities 
providing covered individuals with guaranteed 
retirement income. 

“An ageing workforce is truly a double-edged 
sword,” says David Ralph, head of risk management & 
compliance at PCCW Limited.

“On the one hand, the ability to retain and 
continue to exploit the significant knowledge base 
and experience built up over the many years of a 
person’s career is an invaluable asset for any business.

“However, we are also faced with the need to 
use and maintain significant amounts of ‘legacy’ 
technology, and to do this we must have the first-hand 
experience of those who have been most familiar 
with it throughout its life-cycle, as often the younger 
generation have no knowledge and less inclination to 
learn about such ageing technology.”

Michael Sherris, professor of actuarial studies 
at UNSW Business School, says longevity risk has 
obvious implications for labour supply.

“An ageing workforce will require more flexible 
approaches to retirement and ways of taking 
advantage of more flexible working hours that older 
aged workforce will most likely want,” Sherris says.

“Health and financial services for older people will 
be new business opportunities and this will impact 
demand for younger employees. 

“There is also the issue of increased cost from 
defined benefit pensions. Many businesses have 
shifted to defined contribution schemes already, 

PCCW’s David Ralph says his biggest concern 
is the extent to which the increasing number 
of people working past the traditional 
retirement age is contributing to youth 
unemployment. 

UNSW’s Michael Sherris says as far as 
the pension liability goes, firms are already 
switching from defined benefit plans to 
defined contribution or hybrid plans. 

“The issue of a smaller pool of new 

talent does not seem to have had such an 
impact, and this may reflect the increased 
use of technology and switches in business 
opportunities.”

Jeffrey Yeo of Nanyang Technological 
University says human resources 
departments should also consider a buddy 
or partner system, where senior staff (in 
terms of age and experience) can partner 
new staff as their mentors.

>AGEING POPULATION

MANAGING LONGEVITY RISKS
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but that leaves the problem of ensuring the right 
financial and insurance products are available when 
these individuals retire,” he says.

DRASTIC CHANGES
Jeffrey Yeo, assistant director at Nanyang 
Technological University, says the most immediate 
impact on any business will come when its ageing 
workforce starts to hinder its impetus for growth 
and productivity significantly.

“From a profit-and-loss angle, depending on 
the services and goods that the businesses are 
providing, the spending and consumption pattern 
would see a drastic shift from its current trend due 
to changes in the global demographics. 

“While coming from the perspective of the 
company or business entity, the risk of succession 
planning, knowledge and expertise losses are 
something that can be of detrimental impact to its 
continuity and day-to-day operations.”

But PCCW’s Ralph says an ageing workforce 
provides significant stability and continuity as 
opposed to the highly mobile and volatile nature of 
the younger generations.

“Most people in the workforce today 
approaching emerging technologies and changing 
lifestyles have in fact been very much a part of 
probably the most dynamic and revolutionary and 
evolutionary period in the history of mankind,” 
Ralph adds. 

There needs to be flexibility in retirement age, 
says Sherris, who points out that not all 65-year-olds 
share the same health status or the same prospects 
for longevity. 

“Different industries will have a workforce that 
will have health status and retirement needs that 
are not the same as the average,” he says.

“Treating everyone the same, as in having a 
common retirement age, may not be best and 
especially when healthier individuals will most likely 
wish to work longer, even if only part-time.”

Yeo adds: “The shifts in social demographic 
factors such as declining birth rates, ageing 
populations and longevity are the current  
trends globally. 

“These are the challenges that are faced by 
corporate entities and governments worldwide.”

SUCCESSION PLANNING
Ralph notes that longevity risk also raises the issue 
of succession planning from two perspectives: “The 
first being that there is less emphasis being paid to 
this as there is an expectation that people will just 
continue to work and so there is less requirement to 
train replacements, and the other being that there is 
a growing dependency on knowledge and abilities 
of a shrinking number of individuals.” 

UNSW’s Professor Sherris adds that, regardless 
of an ageing population, succession planning is an 
important consideration for companies. “Having 
the right leaders in a business, in a changing 
environment that will have longer-term effects, is 
critical,” he says. 

“The tenure of chief executives is quite short 
compared to the timeframe [that] these ageing 
issues will impact, so it’s important to have a long-
term vision and continuity in the business. 

“This is better achieved with appropriate 
succession planning.”

A succession planning breakdown 20% 
We have a comprehensive 
succession plan in place 
for all our key executives 
that is regularly reviewed 

and updated

41% 
We have a succession 

plan in place for most of 
our key executives that is 

updated annually

25% 
We have a partial 

succession plan in place, 
but improvements need  

to be made

14% 
We do not have/I am  

not aware of a  
succession plan

Source: StrategicRISK People Risk Survey 2016

Please select which statement 
best demonstrates your business’s 
approach to succession planning

NEXT GENERATION
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As political risks grow,  
staff safety takes on  
a whole new urgency

A shooting at the offices of a French satirical magazine 
kills a dozen employees and spills on to busy city 
streets. Three gunmen attack tourists at a museum in 
Tunisia. Armed militants storm  
a university in Kenya, targeting students. Targeted 
terrorist attacks in Paris kill 130 people. These 
incidents are but a sample of recent acts of terrorism 
and terrorism-related violence, which continues to 
increase worldwide (see table, right).

“Over the last 12 months, we have increased the 
terrorism risk rating in a number of jurisdictions 
globally,” says Jonathan Wood, global issues analyst 
at Control Risks. “That includes at the national level 
and also down to the city level: key capital cities,  
for example.”

Much of terrorism’s evolution is linked to the 
emergence of Islamic State, initially as a rival to 
Al Qaeda, but increasingly as the pre-eminent 
transnational terror network. Competition has spurred 
more aggressive approaches to fundraising and 
recruitment, attracting fighters from around the world 
to the conflict in Iraq and Syria and using them to 
evangelise and train others back home.

“What Islamic State is doing via social media 
is unprecedented,” Wood says, pointing to its 
effectiveness in inspiring homegrown threats around 
the world. “The level of propaganda and incitement 
to carry out these types of attacks has increased 
dramatically.”

Industries used to difficult environments – oil 
and gas, for example – have well-developed security 
practices. But firms expanding into new markets – like 
South East Asia, where threat levels in Malaysia and 
the Philippines are rising to match Indonesia’s – may 
find terrorist-influenced criminality has moved in just 
ahead of them.

Peter Jackson, chief executive officer of Lockton 
Companies in Singapore, says: “If you’re starting to 
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may find that terrorist-influenced 
criminality has moved in just ahead of 
them. In major Western cities, meanwhile, 
the threat of a lone-wolf attack is very real

Source: Country Reports on Terrorism 2014, US Department of State

81% 

Increase in the number 
of lives lost to terrorist 

attacks

35% 

Increase in the number of 
terrorism incidents

THE INNOCENT VICTIMS
Terrorist attacks and casualties worldwide

>TERRORISM
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work in locations which are more remote or further 
afield, going to advisers who can help explain the 
political and security situation is important.” 

Jackson cites a food retailer that closed down 
operations in southern Thailand when it found 
“terrorists were attacking their outlets because they 
saw them as a representation of the US. For them, 
terrorism was a new experience.”

In Western nations, security forces act as a brake 
on large-scale threats. This has led Aon and Control 
Risks to rate the terror threat to businesses in 
Australia, for example, as “low”.

But the Australian government says an incident 
is “probable”, citing the likelihood of an attack by 
an individual or a small group inspired by – but not 
necessarily connected with – terrorists overseas. The 
emergence of these ‘lone wolf’ attacks is connected 
with the increased number of shootings in busy public 
spaces globally.

“If you are in a high-profile location, be that a CBD, 
a city centre, a major airport as examples, then you’ve 
got a particular risk,” Jackson says.

Businesses are realising that attacks in traditionally 
low-threat jurisdictions pose a genuine threat to staff 
– whether they are mobile workers or leisure travellers – 
and to business continuity. Companies are increasingly 
looking to introduce ‘active shooter’ scenarios into risk 
planning and staff training programmes.

“The attacks in Paris have been a very significant 
factor in shaping how companies think about this 
type of risk,” Wood says. “The type of thing that you 
might have done in the past only for a higher-threat 
jurisdiction, we’re now seeing move into some other 
types of jurisdiction.”

Hostile environment training isn’t necessarily 
the best way to prepare employees for a terrorist 
attack in a major city – nor would it be cost-effective 
organisation-wide. Most critical is the ability to 
ascertain staff whereabouts and establish effective 
communications, both with employees and with the 
authorities.

“When we had 7/7 happen to us in London, I had 
staff all over the place,” says Jackson, referring to the 
bombings on public transport in 2005. “We benefited 
from two things. One was we had everyone’s mobile 
phones. The other was full access to people’s diaries.”

He points out that neither of these measures is 
infallible. With mobile networks tending to overload 
during an incident, communications may be better 

Don’t write off the terrorists yet – their tactics are still evolving
Sony, eBay, JP Morgan, the United States Office of Personnel 
Management... Cyber attacks continue to compromise state and 
private sector information technology assets, costing businesses 
up to $400bn annually, according to Lloyd’s of London. 

For the modern terrorist, such attacks offer anonymity, 
psychological impact, high visibility and the potential to inflict 
serious damage. 

BUT HAS CYBER TERRORISM REALLY ARRIVED?
FBI special agent Mark Pollitt defined cyber terrorism as a 
“premeditated, politically motivated attack against information, 
computer systems, computer programs and data, which results in 
violence against non-combatant targets by sub-national groups 
or clandestine agents”. So far, most reported hacks have been 
one or two ingredients short of that brew.

According to Control Risks global issues associate director 
Jonathan Wood, cyber terrorism fears are exaggerated. “Right 
now it’s not really a credible threat, and I wouldn’t say that 
most businesses are devoting a great deal specifically to cyber 
terrorism as opposed to general cyber-risk management,” he says. 

“Terrorist groups would be very interested in cyber terrorism, 
but at the moment they don’t have the intent or capability to do 
something of that nature. We see most activities in the online 
space geared towards recruitment, facilitation and propaganda 
output.”

That pattern prompted the US National Security Council’s 
Richard Clarke to offer an alternative term – ‘information warfare’ 
– to describe online terrorist activity. But even if most IT security 
subversion is better defined as cyber crime or cyber espionage for 
now, Wood warns that terrorist groups are adapting rapidly and 
have the ability to inspire sympathisers to act. 

He adds: “Groups like Islamic State are prioritising the 
recruitment of individuals with those types of skills, and of 
course they’re trying to radicalise as many people as possible.”

Cyber attacks are starting to evolve. Last December, for 
example, thousands were left without electricity after hackers 
hit substations in Ukraine. This was the first known power outage 
caused by a cyber attack and was thought to originate from a 
Russian state-sponsored source. 

So while cyber terrorism in its purest definition may be some 
way off, cyber attackers’ methods are evolving and businesses’ 
defences must too.
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IS CYBER TERRORISM A 
RISK TO YOUR BUSINESS?

co-ordinated from outside the city, while discipline is 
needed to ensure diaries are kept up to date.

Along with internal processes establishing 
communication channels within the company and 
designating responsibility for co-ordinating incident 
response, digital tools are available for tracking 
travelling employees and managing crises across 
jurisdictions. The best response plans will include 
ample redundancy, creating layers of protection for 
both staff and business continuity.

“Terrorism is a moving feast,” Jackson says. 
“Fortunately, it doesn’t happen every day. But 
underlying concern over the issue is growing.”

“IF YOU ARE IN 
A HIGH-PROFILE 
LOCATION – BE 
THAT A CBD, A CITY 
CENTRE OR  
A MAJOR AIRPORT, 
AS EXAMPLES – 
THEN YOU’VE GOT A 
PARTICULAR RISK” 
Peter Jackson, Lockton
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We have a set of risks 
that we talk to our 

board about, which we 
consider our most material 
risks to Telstra achieving its 
strategic objectives. This is the 
‘will we survive’ type of risk. 
People risk is one of them and 
it’s a balance of two things. As 
we try to reform from a 
telecommunications to a 
technology company, how do 
we reform our workforce... and 
then how do we attract the 
talent that will enable us to 
execute the strategy of growing 
globally, which is a very 
different set of skills to the skills 
that we necessarily have today? 

“None of [our strategy] is 
achievable if we don’t have the 
right people in the right roles 
and we don’t equip them with 
the right tools. So whenever 
I talk about executing on our 
strategy and the biggest long-
term risks for Telstra, we’ve very 

much got our eye on  
the people. 

“When we sit with the HR 
team and look at the data, 
what we’re actually seeing is 
shifts in the way people are 
remunerated, so we need 
to think about how our HR 
policies attract and retain 
talent. We’re also seeing shifts 
in the expectations of how 
we engage employees and 
how they are delighted by the 
experience of working here. 

“This next wave of talent 
we’ll be looking to is looking 
for mobility, flexibility and 
interesting opportunities [in a 
role]. They don’t want to be in 
a job for 40 years; they want to 
be in a job for two [years] and 
beyond that, they want to see 
an opportunity for growth. The 
risk of that is that we get too 
high churn … but all that does 
is say we need to get better at 
succession planning.”

TACKLING PEOPLE RISK HEAD-ON – WITH  
A LITTLE HELP FROM HUMAN RESOURCES

Grant Katz,
general manager,  
risk and assurance,
Woolworths

Kate Hughes,
chief risk officer,
Telstra

I have assisted human 
resource departments 

many times in utilising risk 
management techniques to 
improve performance.

“[At Woolworths] we’re still 
rolling out the new system 
for continuous controls 
monitoring and key risks 
indicators, but we’ve sat 
down with HR and had a 
conversation about what’s 
really useful to them from a 
people risk perspective. 

“We’ve asked them how 
they’re attracting staff and 
looking at the data to see 
how effective the avenues are. 
For example, if you use an 
agency, are those people [that 
you hire] better performers 
than those you’ve hired 
through Seek.com, and what 
roles are we talking about? 
You’ve also got to know how 
quickly you’re getting people 
on board, so you can ask 

questions around why some 
roles are taking longer than 
others to fill. 

“To attract people here, 
we have to offer a flexible 
work environment. So one 
of the questions then is, 
is that being embraced 
and what does it look like? 
Most managers probably 
won’t have a good sense 
of how many people are 
working from home and how 
frequently, so what we do 
is, we capture and report on 
the swipe card access to the 
building and then you know 
how people are utilising the 
flexible work environment.

“We can also see retention 
trends, so if you’re losing 
people within a three-month 
period, then that’s a good 
sign that you’re over-
promising or overselling a 
role, for example. 

“Then another question 
you might ask is, ‘Are we 
losing any people who are 
high performers?’ HR can 
see by themselves if we’re 
losing anyone who’s rated a 
high performer, but where 
we really help is where it’s 
information that’s not all 
sitting within the payroll  
or HR system. So we can 
combine the data from  
the various [systems] and 
that’s the real win.

“It all comes down to 
having the data and the 
ability to extract it and report 
it in a palatable manner.”

BIG NUMBERS:

of risk professionals 
would like their 
involvement with HR 
to increase

70%
As a risk professional, please choose  
the statement that most accurately reflects 
your relationship with human resources with 
regards to mitigating people risk

FRUITFUL COLLABORATIONS

68% 

16% 

16% 
No involvement

Some involvement

Significantly involved

>PEOPLE

Source: StrategicRISK People Risk Survey 2016
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From optimistically under-costing jobs to 
acting out of character under pressure, 
here are the reasons why so many major 
projects fail to hit basic targets

Risk managers ought to deliver value 
– but on large-scale ventures, these 
five phenomena hold them back

Over the past two decades, the global project industry 
has experienced noticeable improvements in defining 
and standardising both project control and risk 
management better practice. 

But despite these improvements, complex projects 
are still failing to come in on time and under budget at 
an abnormally high rate. 

Case evidence published by Oxford’s Said 
Business School (2011-14) and IPA Global (2012) has 
demonstrated that more than 60% of large-complex 
projects, observed globally across all industry sectors, 
had failed to meet their owner-sanctioned objectives. 
Although a broad range of views have been published 
as to why these major projects continue to fail at 
such a high rate, this article addresses the apparent 
cynicism being displayed towards existing project risk 
management effectiveness. 

Project owners, practitioners and academics 
alike appear to be visibly questioning the return on 
investment that traditional risk practices bring to a 
major project environment. 

This was no more evident than during the global 
commodities depression of 2014/15 when many 
large project organisations, as well as their contract 
engineering and advisory firms, shed significant 
numbers of risk management and assurance 
resources in an effort to lower project overheads. 
Some major project organisations that had no 
choice but to cut really deep dissolved their entire 
risk management capability as these resources were 
assessed as being non-critical to project delivery.

In light of this visible industry dissatisfaction, 
project risk management needs to evolve to a higher 
state of effectiveness if it is to regain the confidence 
of project owners and add demonstrable value to 
future project delivery. Before such a risk effectiveness 
revolution can occur, however, a number of negative 
project phenomena impairing risk management from 
delivering value in major project environments, will 
need to be addressed. 

These impeding phenomena include:

1THE GOVERNANCE GAP
The importance of effective executive decision-
making and oversight (good governance) in 

attempting to control material project risks is well 
documented. A quick title search on Google Scholar 
will uncover a broad range of submissions linking 
project failure to ineffective project governance. 
Many of these papers have been submitted by 
business schools, project societies, advanced 
degree candidates and the auditors of major 
project environments.

In Australia, the Auditor Generals of New South 
Wales, Western Australia and Victoria have submitted 
public reports within the past five years identifying 
the lack of effective governance as a primary cause 
of project overruns and blowouts in state-funded 
infrastructure. Furthermore, Infrastructure Australia 
released a report last year suggesting that continued 
governance failings in state-funded projects may 
impede the broader government’s ability to secure the 
capital required to meet 2030 infrastructure targets.

A common view is that no risk management 
methodology or system can succeed in an 
environment whereby senior executives are neither 
available nor accountable to make timely decisions 
regarding the manner in which risks are to be 
controlled. Therefore, in the project risk management 
universe, good governance appears to be the central 
solar system around which all other matter revolves.

Yet despite this, good governance appears 
to be a forgotten premise in many major project 
environments and few project risk methodologies 
offer any emphasis or guidance on the matter. If 
establishing a sound governance framework is critical 
to project control and risk management, where is the 
globally endorsed PMI, OGC or ISO standard/guide 
and why do so few projects proactively test, validate 
and report on their governance effectiveness? Surely 
project meeting attendance rates, captured minutes, 
decision approvals and completeness of assigned 
actions should be regularly audited?

It is thus inferred that if risk management is to add 
value to major project environments, establishing 
a robust decision-making framework should be 
the foremost thought in all forms of risk planning, 
resourcing and control. Until the globally accepted 
project risk management standards, guides and 
practitioners thereof start placing credible emphasis 
on closing the governance gap, conventional risk 
management approaches will potentially remain 
ineffective in major project environments.

WARREN BLACK
ASSOCIATE DIRECTOR,  
RISK TRANSFORMATION,  
ERNST & YOUNG
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As early as 1921, economist John 
Maynard Keynes observed that 
systematically linear risk forecasting 
techniques have little effect in 
complex, evolving environments, 
primarily due to the significant 
uncertainty that underpins such 
environments. Since this time, a 
plethora of academic research has 
been conducted validating Keynes’ 
observations that risks borne 
within environments of significant 
uncertainty cannot be managed by 
systemically linear risk forecasting 
techniques alone. 

Most noteworthy to the project 
risk universe was Rittel & Webber’s 
1973 paper which identified the 
existence of ‘wicked’ risks in 
complex planning environments. 
The two argued that every 
complex environment is exposed 
to a range of uncertainties that are 
continually evolving due to dynamic 
interdependencies and external 
influences. Such dynamically evolving 
uncertainties create risks that are 

far too complex to systematically 
identify, quantify and control; these 
risks were deemed as being ‘wicked’.

There thus exists in complex 
project environments a class of risk 
that cannot be proactively predicted, 
identified or forecast in sufficient 
time and context to be controlled. 
This has been explored in Complex 
Uncertainties (Keynes, 1921), 
Dilemmas in Planning (Rittel & Webber, 
1973), Black Swans (Taleb, 2007), 
Unknown-Unknowns (Loch, et al, 2006), 
and Managing Project Uncertainty 
(Ward & Chapman, 2003-11). 

These authors commonly argue 
that because of the complexities, 
systematically linear risk forecasting 
processes (e.g. ISO 31000, PMBoK 
Risk Process, Prince2 Risk Process) 
are effectually limited in complex risk 
environments as they are systematic, 
linear and rational, whereas complex 
risk environments are more likely to 
be dynamic, deviant and irrational. 
Such misalignment cannot enable 
effective risk control and thus 

alternative risk control strategies are 
required in environments of escalated 
uncertainty.

In this regard, a negative 
phenomenon currently exists 
whereby project executives appear 
to have an overwhelming desire to 
adopt the simplest, least resource-
intensive risk management approach, 
and almost always choose to adopt a 
systematic, risk forecasting process 
as their primary means of risk control, 
despite almost 100 years of complex 
risk theory advising otherwise. 

If risk management is to add value 
to major project environments, risk 
practitioners need to move beyond 
adopting the standard process-
based risk methodologies and 
design in dynamic, multi-dimensional 
and collaborative risk strategies, 
systems, structures and behaviours 
that are better placed to address 
the uncertainty inherent within such 
complex project environments. In 
brief: advanced project environments 
require advanced risk solutions. 

WICKED RISKS, COMPLEX UNCERTAINTIES AND THE 
FLAW OF SYSTEMATICALLY LINEAR RISK MANAGEMENT3

2HIDDEN HANDS, OPTIMISM BIAS  
AND THE PITFALLS OF INTENTIONAL 
UNDER-COSTING

A phenomenon exists in major project environments 
whereby those tasked with costing a project will often 
plan for the most optimistic cost or schedule estimate 
to get an investment decision “across the line”. This is 
often referred to as the hidden hand or optimism bias.

Albert Hirshman argued in 1967 that such a bias 
is a necessary evil because if investors knew the 
true cost from the very beginning, they would never 
invest and nothing would ever get built. Furthermore, 
by not reporting all the bad news to the project 
owners, project managers can continue unimpeded, 
thereby allowing for a greater capacity to correct 
the causes of the bad news. Although optimism bias 
may have some noble origins, Lovallo & Kahneman 
argue that project executives who present potential 
investors with an unrealistic investment scenario are 
“fraudulent or delusional”.

Such under-costing has proven problematic 
for enabling effective risk management in major 
project environments as the advanced strategies and 
resources required to mitigate complex risks are often 
compromised from the start due to the lack of an 
assigned budget. Advanced risk environments require 
advanced risk solutions, but such advanced risk 
solutions come at a premium. If this premium is not 

budgeted for, then ineffectively simplistic solutions 
will almost certainly prevail.

Moreover, the ultimate merits of under costing are 
questionable as the end result is often predictably 
negative. Projects with ineffectively simplistic delivery 
frameworks will almost certainly overrun the owners’ 
agreed budget, the owners in turn will almost certainly 
task the project executives to bring the costs under 
control, and when these executives fail, the owners 
will be forced to raise more capital and dismiss them. 

A case in point: of the seven largest projects 
engaged in Australia within the past five years, all have 
significantly exceeded their original budget, creating 
severe cost pressures for their parent company. In 
almost all cases the senior project directors and/or 
corporate heads have been replaced by the owners, in 
some cases multiple times over.

It would thus appear a correlation exists between 
under-costing and executive longevity, and it is 
therefore implied that if risk management is to 
add value to major project environments, robust 
strategies, systems and resources will need to be 
cost in and planned for from the very beginning. 
Furthermore, project owners should also potentially 
consider assigning specific budget classes for 
enabling robust risk controls in the same manner 
that corporate risk functions are budgeted for by the 
shareholder’s board.
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“IT IS NOT 
UNCOMMON FOR 
PROJECT OFFICERS 
IN ISOLATED, 
PRESSURISED 
ENVIRONMENTS 
TO IGNORE THEIR 
PROFESSIONAL 
AND PERSONAL 
BELIEFS BECAUSE 
THEY FEAR BEING 
REPLACED”

5 THOSE WHO DON’T LEARN FROM  
HISTORY ARE DOOMED TO REPEAT  
ITS MISTAKES

One of the luxuries of delivering projects in the 21st 
century is that there are now a few hundred years 
of documented major project learnings to use as a 
reference for better practice. Yet despite this, project 
owners, executives and officers have been observed 
to regularly ignore such historical learnings and 
opt for strategies that are questionable in terms of 
accepted better practice, primarily due to their need 
to make politically acceptable budget, resource and 
schedule decisions.

Edward Merrow indicated in his 2012 book 
Industrial Megaprojects that throughout his career, 
he had been regularly surprised at how the most 
well-educated, experienced and honest of project 
officers could make the most poorly assessed of 
decisions despite all knowledge and evidence 
demonstrating the opposite. Also, Bent Flyvbjerg 
of Oxford Business School refers to the “iron law of 
megaprojects” (2011) whereby such projects are 
delivered “overbudget, over time, over and over 
again”. It is implied that this law has come about 
(in part) because the adoption of best practice has 
become an outlier in executive decision-making. 

Thus an observed phenomenon exists in major 
project environments whereby project owners, 
executives and officers are known to ignore the 
proven teachings of history in pursuit of more 
politically acceptable means. This may help explain 
those major project environments that choose to 
ignore known better practices by:
• placing limited emphasis on establishing a 

robust governance framework, despite the 
substantial case evidence demonstrating  
that poor governance is a leading cause of 
project failure;

• intentionally under-costing projects just to  
get them across the line, despite substantial  
case evidence demonstrating the ultimate 
end for this approach is a failed budget with 
dismissed executives;

• adopting systematically linear risk management 
processes to mitigate complex and wicked 
risk environments, despite almost 100 years of 
economic law advising otherwise; and

• appointing risk officers to report to the very  
same project executives who are incentivised  
to hide risks, despite most corporate risk 
standards (SOX, COSO, ASX7, Turnbull etc) 
advocating that risk officers should operate 
independent of the executive.
The inability to learn and/or apply better 

practices is particularly problematic in the project 
risk universe as it implies a lack of progression in 
the manner in which advanced risk solutions are 
brought to bear in advanced project environments. 
Thus if risk management is to add value to major 
project environments, project owners, executives 
and officers should heed the lessons of known 
better practice, as the cost of ignoring these 
lessons is potentially greater than the premium of 
implementing them. 

In 1954, William Golding published his Nobel Prize-winning tale 
Lord of the Flies, which describes how seemingly innocent children 
trapped on an island ignore their own upper-class value systems 
and resort to a system of tribal savagery and warfare in order to 
survive. Golding’s story was inspired, in part, by a series of World 
War II social studies, which observed that relatively honest, mild-
mannered people will often revert to extreme or uncharacteristic 
behaviours if they believe their self-preservation is at risk, 
particularly when operating in isolated or pressured environments.

This observed social phenomenon is particularly relevant 
for major projects as such projects often operate in an isolated 
manner removed from the direct line of sight of the corporate 
owner or their supporting internal standards. Furthermore, such 
projects often offer an intense and highly pressured environment 
whereby employees are expected to deliver without question or be 
replaced. Major project environments are thus potentially rife for 
professionals to engage in uncharacteristic behaviours.

It is thus not uncommon for project officers working in such 
isolated and pressurised environments to ignore both their 
professional and personal beliefs, as well as proven better 
practices, because they fear being replaced for not doing what 
their seniors instruct them to do. In the project risk management 
universe specifically, this phenomenon of pressured isolation can 
result in project risk officers willingly managing risk systems they 
know to be ineffective or willingly submitting risk reports that they 
know to be misleadingly positive. It’s not so much a matter of risk 
officers behaving fraudulently as it is a matter of doing what they 
need to in order to survive within the project constraints.

Thus if risk management is to add value to major project 
environments, project risk officers should be empowered to 
operate uninfluenced from those executives whose remuneration 
is dependent on hiding the bad news. Project owners may even 
consider learning from globally accepted corporate risk standards 
such as Sarbanes-Oxley, COSO and Turnbull, which advocate 
strongly for appointed risk officers to operate independently so 
as to eliminate those internal influences and pressures which 
might promote the very same uncharacteristic survival behaviours 
outlined in Lord of the Flies.

LORD OF  
THE FLIES4
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Diamond Geezer

What are you thinking about right now?
The company is in a challenging commodity price 
environment. Like many, I am facing the ‘business 
as usual’ workload in addition to challenges and 
responsibilities from a major loss. So right now I am 
thinking about the challenges of two weeks away from 
home engaging with brokers, insurers and stakeholders 
in Singapore, London and Brazil and ensuring all the 
moving parts are moving smoothly and efficiently. 

What’s your greatest fear?
The health and welfare of my children. They have not 
been without health challenges and I have been very 
proud of what they have become and what they 
have achieved, but we live in troubled times and like 
most parents, you constantly worry about them.

What’s your most embarrassing moment?
Probably crying at my wedding after seeing Melanie 
come down the aisle. ‘Fortunately’ one of my ‘friends’ 
recorded the wedding and so has never let me or my 
friends in the industry forget! 

What makes you happy?
Playing the bass guitar. I took it up for my 50th birthday 
after receiving a 1962 Fender Precision Bass and have 
loved learning and playing ever since. My inner [Black 
Sabbath bassist] Geezer Butler can shine. It takes me to a 
different place where I can forget work and life’s stresses. 

What makes you unhappy?
Playing the bass guitar – I’m hopeless after three years 
of lessons. Closely followed by when our new 
cavoodle puppy does his business on the 
carpet when the back door is open.

What’s the biggest risk 
you’ve ever taken?
Moving to Australia from 
England. This was a 
massive risk for me 
personally and for the 

We spoke to Matt Frost, vice-president  
risk finance at BHP Billiton, about learning 
the bass guitar at 50, his love for Ipswich 
Town Football Club and why moving from 
England to Australia has been one of the 
best decisions of his career

HEADSPACE > WHAT’S INSIDE YOUR HEAD

family. We had no idea what to expect, Melanie was 
pregnant and we had a two-year-old. Making new friends, 
a new life and a new career after leaving Blighty after 43 
years was a real toughie. 

What’s the worst job you’ve ever done?
Breakfast waiter at a hotel in Windsor, England, over 
Christmas and the New Year. I had to cycle to work every 
morning at 5am in the cold, pouring rain to serve bacon 
and eggs to the tourists. Worst of all was working New 
Year’s Day: most of the staff never showed up and I was 
enlisted as the breakfast chef for the morning.

What is your greatest achievement?
Personally, marrying Melanie: somehow she figured I was 
quite a catch, being 10 years older with three children! 

Business-wise, taking BHP Billiton into a 
position of full self-insurance. It took 

a year of analysis, management 
reporting and a major captive 
recapitalisation.

What’s the most important 
lesson you’ve learned?
If you have the opportunity 
to work overseas, do it. The 

exposure to different cultures, 
ethics, standards and languages is 

an amazing, enriching experience.

Who do you look up to and why?
My boss, Alistair – he told me to say that 
or he wouldn’t approve the article! 
Seriously though, a former Willis broker 

called Bob Martin. His work ethic and 
happy personality proved nice people with 

good humour can still succeed in business.

Tell us a secret
I’m a Tractor Boy. That sounds weird. If you 

don’t know what it means, check out the best 
football teams of the 1970s.

“MAKING NEW 
FRIENDS, A NEW 
LIFE AND A NEW 
CAREER AFTER 
LEAVING BLIGHTY 
WAS A REAL 
TOUGHIE”
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Programme higlights
Designed by StrategicRISK’s award-winning editorial 
team, Strategic Risk Forum 2016 explores the most 
pressing risk and insurance management issues 
impacting national, regional and international corporates 
across Asia-Pacifi c. Highlights include: 

–  Managing risk in competitive, connected and 
disruptive environments

–  MH370 & MH17 case study: Responding and 
recovering from a crisis

–  From disruption to the IoT: What are the people 
risks companies face now and in the future?

–  Developing a truly practical cyber risk 
management programme

–  Promoting a risk-aware culture across 
your organisation

Apply to attend
Attendance to Strategic Risk Forum 2016 is free of 
charge, exclusively by invitation only, for corporate risk 
and insurance managers and other senior executives 
responsible for risk and insurance management. Visit 
http://riskforum.strategic-risk-global.com to apply 
for an invitation to attend

StrategicRISK’s third annual 
risk management congress 
Tuesday 17 May 2016, Singapore

INTERNATIONAL PERSPECTIVE
John Ludlow, former global 
head of risk management, 
InterContinental Hotel Group

CRISIS MANAGEMENT
Mohd Fuad Sharuji, 
crisis director MH370 and 
MH17, Malaysia Airlines

CYBER RISK
Christophe Durand, 
head of cyber strategy, 
Interpol

PEOPLE RISK
Syed Ali Abbas, 
Former Chief Human Resources 
Offi cer, Pacnet/Telstra

RISK AND DISRUPTION
Senthil Ramani, Director, 
Accenture and EDB (Economic 
Development Board) Internet 
of Things, Center of Excellence

Expert speakers

Platinum sponsors Gold sponsor

For more information visit http://riskforum.strategic-risk-global.com
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With new offerings such as Client Centric 
Analytics, smart partnerships, and investments 
in forward-thinking solutions like wearable 
devices for improved worker safety, 
AIG is helping clients embrace innovative 
technology and every new opportunity. 
To learn more, visit AIG.com/innovativetech
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