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Rapid change has business leaders rattled, 
but the new competitive landscape of 
innovators and disruptors offers risk 
managers a chance to prove their worth

Show your mettle

A
t the annual Strategic Risk Forum  
in Singapore in May, the words of  
one individual really struck a chord:  
“We cannot be prepared for every 
single conceivable scenario but  
we have to be prepared to react to 

any given situation.” 
This is a quote from Fuad Sharuji, the crisis director 

for Malaysia Airlines. 
Sharuji’s first-hand account of his experience in 

running the response to two of the worst air disasters 
in history was both candid and confronting, but also 
a clear highlight for the 230-plus risk and insurance 
professionals who gathered at the InterContinental 
Hotel to hear him speak. We need more people like 
Sharuji who are prepared to share their experiences 
so that others can learn lessons from tragedy, from 
disaster and, in many cases, from near-misses. 

A lot has changed since our last annual conference, 
and events seem to be happening more quickly 
than ever before. At the time of writing, dozens of 
gay nightclubbers had been massacred in Orlando, 
Australia’s eastern coastline was recovering from some 
of the worst storms in recent years, and the world was 
weighing in on the political and economic implications 
of a Brexit vote and a Trump presidency. The one 
constant is change, and that certainly rings true for the 
ever-evolving risk management profession.

If I think back to last year’s Strategic Risk Forum (see 
highlights from this year, from p28), the focus of the day 
fell largely on cyber and reputation. And while these are 
still at the forefront of risk managers’ minds today (see 
our special report on cyber from p16, and a reputation 
risk story on p36), a new theme emerged at this year’s 
conference: managing risk in innovative and disruptive 
environments. 

Indeed, delegates at the event heard that today’s 
competitive landscape is fundamentally changing 
for businesses of all sizes and for businesses from all 
sectors. And it’s happening quickly. Traditional business 
models are being challenged by start-ups – innovators EMAIL > jessica.reid@nqsm.com

and disruptors – that are changing the status quo for 
business as usual. 

In the face of this rapid change, business leaders  
are worried. They’re concerned that they could be 
caught unawares and that their industry could be 
the next to face an ‘Uber’ moment or an ‘Airbnb’ 
moment. And increasingly, boards are asking their 
risk professionals for help in scanning the horizon for 
emerging risks to ensure that their business remains 
resilient and repeatable in the face of new and 
changing disruptive forces.

But it seems risk managers are more concerned 
about the threat of disruption to their business than 
their boards are, according to a StrategicRISK survey 
on innovation and disruption (see pages 20-23).

So, what does this mismatch in perceptions around 
disruption risk mean for businesses?

“If there’s not a very real understanding of the risk 
of disruption at the most senior level of a business, 
then it could prove fatal,” one chief risk officer told 
StrategicRISK. 

But it’s a fine balance between managing risk 
without stifling innovation. 

Risk managers around the world are all too familiar 
with being known as a handbrake to progress, but in 
order for internal innovation to be properly managed, 
it should be done with input from the risk function, and 
with greater partnership between risk and strategy. 

Some might say the new competitive landscape of 
innovators and disruptors is a perfect excuse for the risk 
manager to become more engaged with their boards 
to help them make those strategic decisions. John 
Ludlow, consultant at Alvarez & Marsal and the keynote 
speaker at the Strategic Risk Forum, certainly thinks so 
(see page 34). 

Like every problem, this new environment presents 
an opportunity for the risk manager to demonstrate 
their relevance. It will be the prudent risk managers 
who grasp this reality with both hands and embrace it. 
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How the rise of the digital whistleblower 
gave us the Panama Papers

The Panama Papers represent one of the biggest 
data leaks in history, exposing the lengths to which 
wealthy individuals will go to hide their wealth and 
avoid paying millions in taxes.

In April, a German newspaper obtained 11.5 
million files – an unprecedented amount of data 
– containing offshore account details of wealthy 
individuals. These were then shared with the 
International Consortium of Investigative Journalists 
and, subsequently, the media.

Politicians, among others, were caught out 
immediately. When it emerged that Icelandic prime 
minister Sigmundur Davíð Gunnlaugsson owned 
an offshore investment company, which claimed 
millions of pounds on Iceland’s failed banks (his wife 
still owns the company), mass protests in Reykjavik 
forced him to step down.

The papers also revealed that UK prime 
minister David Cameron’s late father owned an 
offshore investment fund, of which Cameron was a 
beneficiary. The resulting publicity put pressure on 
Cameron to share and defend his tax returns.

Indeed, the Panama Papers raise several 
questions about the clandestine nature of the rich 
and wealthy and the efficacy of tax havens. So far, 
the spotlight has shone on offshore accounts linked 
to politicians, heads of state, royalty and celebrities. 
Few corporates have been caught out.

In addition, the papers have brought to light a 
new type of whistleblower, the digital whistleblower.

Historically, whistleblowers would use speech 
and writing to reveal wrongdoings. The printing 
press and radio made leaking information easier, 
but the digital age has taken whistleblowing to a 
whole new level.

Smart technologies and the internet make it 
easier to convey information and reveal thousands, 
if not millions, of documents all at once. And in 
today’s hyper-connected world, leaked information 
can be shared in a matter of seconds.

The launch of a platform to enable people to 
leak sensitive material provides a good example 
of whistleblowing’s changing nature. Since 2006, 

As well as exposing rich individuals’ secret offshore accounts, the 
historic leak of 11.5 million files shows how smart technologies and 
the internet have changed the nature of whistleblowing
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“BUSINESSES 
HAVE TO ACTIVELY 
UNDERTAKE A 
REASONABLE 
SEARCH TO ENSURE 
THAT EVERYTHING 
IS FINE WITHIN THE 
ORGANISATION. 
AND THAT IS A  
365-DAY PROCESS”
Chief executive, Airmic 
John Hurrell

WikiLeaks has given them the opportunity to upload 
confidential information anonymously.

More than 75,000 US military reports on the 
war in Afghanistan, 400,000 classified military 
documents from the Iraq war, and tens of thousands 
of confidential Saudi Arabian government documents 
have been revealed on the site.

But one of the most famous leaks of recent years 
happened via another route.

In June 2013, an ex-CIA employee and former 
contractor for the US government, Edward Snowden, 
leaked thousands of classified documents from the 
National Security Agency, revealing the extent of the 
US government’s mass surveillance of its citizens and 
fuelling debates on the best way to balance national 
security and privacy.

These cases demonstrate that the world is 
becoming more transparent. Corporates need to 
adapt to this changing environment, but rather than 
seeing whistleblowing as a threat to their business, 
they can benefit from setting up an effective speaking-
up scheme within their organisation.

NIP IT IN THE BUD
Encouraging whistleblowing will help businesses to 
identify problems before they escalate, according 
to Leslie Kurshan, head of product development in 
Marsh’s financial and professional practice.

Without an internal speaking-up scheme, a 
whistleblower may go directly to authorities, she 
adds. “It can be helpful to a company to learn of a 
problem first, investigate it internally, and make its 
own determination about whether wrongdoing has 
occurred and whether the company should self-report 
the issue to authorities.

“This gives the opportunity to demonstrate its 
commitment to lawfulness by self-reporting and 
turning over the relevant evidence. Authorities may 
give the company more favourable treatment in 
respect of the infractions because of its co-operation.”

At the end of the day, the leak of the Panama 
Papers is just another scandal in a long line of 
corporate transgressions. It is only a matter of time 
before a new controversy hits the headlines. 

Corporates should be prepared and ensure that 
“with everything they do, they’re happy for it to 
appear on the front page of the newspapers”, says 
John Hurrell, chief executive at Airmic, the UK’s risk 
management association.

He adds that many chief executives and chairmen 
wrongly believe transparency exists in their 

organisation, but distributing a note saying it’s fine to 
whistleblow every few years is not sufficient. Without 
the right processes, a whistleblowing scheme will not 
work and will not have any value.

“It’s not just enough to sit in your boardroom or in 
your risk manager’s office and say everything is fine. 
To use the words in the Insurance Act, businesses 
have to actively undertake ‘a reasonable search’ to 
ensure that everything is fine within the organisation. 
And that is a 365-day process.”

Control Risks senior managing director Robert 
Boyd and associate director Sam Fox agree that the 
Panama Papers – and Snowden, and the hacking 
of Ashley Madison, the dating site for would-be 
adulterers – have demonstrated “that leaks are 
inevitable and, as never before, operating under a 
light-of-day principle is critical”.

“There are more people than ever prepared to 
help that process: whistleblowers are being afforded 
unprecedented protection and are increasingly 
incentivised to act,” they said.

“The Panama Papers have shown us once again 
that journalists, data analysts and investigators are 
only too happy to act as a global network, sifting 
through vast tracts of information in search of 
newsworthy fare.”

1 The process and senior management’s support has to be 
well-publicised and this message has to be repeated on a 

regular basis.

2 It has to be clear what employees have to do if they are 
going to raise an issue. Whether outlined on the company’s 

intranet site, website or manual, the process has to bypass 
the employee’s line management structure.

3 The process has to be supported by the correct signalling. 
If the speaking-up process is not supported by what 

employees see going on around them – if there’s a culture of 
suppressing bad news – the process is not going to work.

4There cannot be any negative consequences for the 
individual and the individual needs to be given clear 

assurances as to why that would be the case.

5 The whistleblowing process has to be in line with the 
corporate culture. If the corporate culture is all about 

making profit with little thought given to ethics, it’s pointless 
having a hotline speaking up about ethics transgressions.

6 It has to be clear to the whistleblower that there will be a 
clear and transparent response from the organisation, or 

that there is at least a possibility of this.

SIX ELEMENTS OF AN EFFECTIVE 
WHISTLEBLOWER SCHEME

www.strategic-risk-global.com < Q2 2016 ASIA EDITION  StrategicRISK  5



Sir Alex Ferguson and the 
Manchester United bomb scare

“Part of the pursuit of excellence involves eliminating 
as many surprises as possible because life is full of  
the unexpected,” writes Sir Alex Ferguson is his 2015 
book Leading.

How the former Manchester United manager – and 
everyone at the club – must be wishing that someone 
had eliminated the surprise package found in toilets 
at Old Trafford before the 15 May match against 
Bournemouth had to be abandoned.

The Sir Alex Ferguson Stand was the first to be 
evacuated when experts were called in to assess 
what was described as “an incredibly realistic-looking 
explosive device”, left by a private company after a 
training exercise.

Greater Manchester’s mayor and police and crime 
commissioner Tony Lloyd said the incident had 
caused “massive inconvenience to supporters who 
had come from far and wide to watch the match, 
wasted the time of huge numbers of police officers 
and the army’s bomb squad, and unnecessarily put 
people in danger, as evacuating tens of thousands of 
people from a football stadium is not without risk”.

In a gesture that would have cost it millions of 
pounds, Manchester United agreed to refund all 
tickets and allowed ticket-holders from both clubs to 
attend a rescheduled game for free.

FOOTBALL A RISKY BUSINESS
What Ferguson thinks of it all is anyone’s guess, but it’s 
an illustration of the myriad risks – both expected and 
unexpected – involved in top-tier football.

Even for stock exchange-listed businesses and 
global superbrands such as United, everything from 
unexpected incidents to flawed recruitment can have 
serious and lasting consequences.

Take the retirement of Ferguson himself. The 
74-year-old Scot, who coached Manchester United to 
unprecedented success from 1986 until he retired in 
2014, was always going to be a near-impossible act to 
follow. Since his retirement, it is safe to say that the 
club has performed well below expectations.

The club’s owners seem to be still working on 

“IT ALWAYS PAYS 
TO LISTEN TO 
OTHERS. IT IS LIKE 
ENROLLING IN 
A CONTINUOUS 
LIFELONG FREE 
EDUCATION, 
WITH THE ADDED 
BENEFIT THAT 
THERE ARE NO 
EXAMINATIONS 
AND YOU CAN 
ALWAYS DISCARD 
USELESS 
COMMENTS”
Sir Alex Ferguson

The former football manager’s book 
Leading compares the management of 
risk in a football club to that of a more 
conventional business

a long-term plan to confront this challenge, and 
it’s a safe bet that Ferguson is behind the scenes 
helping them do this. It’s also probable that many 
in the club’s hierarchy have turned to their former 
manager’s book for inspiration.

‘LISTENING AND WATCHING’
As the book’s title suggests, its focus is on leadership, 
and Ferguson tends to focus on people risk as 
a central element of success. “If you are leading 
people, it helps to have a sense of who they are – the 
circumstances in which they were raised, the actions 
that will draw out the best in them, and the remarks 
that will cause them to be spooked,” he writes. “The 
only way to figure this out is by two underrated 
activities: listening and watching.”

Ferguson claims that watching others, listening 
to their advice and reading about people are three 
of the best things he ever did. It was in this way 
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that he minimised that great threat to effective risk 
management, bias.

“It sounds simple to say you should believe what 
your eyes tell you, but it is very hard to do,” Ferguson 
explains. “It is astonishing how many biases and 
preconceived notions we carry around, and these 
influence what we see, or, more precisely, what we 
think we see... I was certainly interested in what other 
people had to say, but I always wanted to watch with 
my own eyes without having my judgement swayed 
by the filters of others.”

The Scot is scornful of people who cannot 
stop long enough to listen, “especially when they 
become successful and all the people around them 
are being obsequious and pretending to hang on 
their every word”. “Putting these megalomaniacs to 
one side,” he continues, “it always pays to listen to 
others. It’s like enrolling in a continuous lifelong free 
education, with the added benefit that there are no 

Ferguson wrote Leading with 
the help of Michael Moritz, 
chairman of Sequoia Capital, 
the US-headquartered private-
investment firm best known for 
its involvement with companies 
such as Airbnb, Apple, Google, 
PayPal, WhatsApp and YouTube.

This authorial partnership 
may seem odd, but it is perhaps 
more appropriate than it first 
appears.

As StrategicRISK’s UK-based 
editor-in-chief (and Manchester 
United fan) Mike Jones wrote 
shortly after Ferguson’s 
retirement, the threats faced 
by the club are no different to 
those experienced by thousands 
of businesses, albeit more 
magnified and extreme.

“The primary difference 
for United is the almost 
unparalleled scrutiny under 

which the club operates,” Jones 
pointed out. “Performances on 
the pitch are followed keenly 
not only by shareholders, 
but also by about 650 million 
supporters around the world – 
they are also analysed by the 
media and dissected further 
on social media. Results are 
measured not quarterly but 
weekly – sometimes twice-
weekly – and this creates 
extraordinary pressures.”

Interestingly, in Leading, 
Ferguson repeatedly compares 
the management of risk in a 
football club to that of a more 
conventional business. For 
example, he states that a major 
part of any business leader’s job 
is “to eliminate as many risks as 
possible” and he recommends 
a “deliberate and thoughtful 
approach to risk”.

FROM UNITED TO YOUTUBE

examinations and you can always discard useless 
comments.”

RED DEVILS IN THE DETAILS
Ferguson believes there are two forms of 
observation: one involves detail, the other the big 
picture. “When you are a step removed from the 
fray, you see things that come as surprises – and it is 
important to allow yourself to be surprised.” He says 
that early in his tenure he was in danger of losing 
himself to the details, so he made sure that he “was 
always in a position to be able to zoom in to see the 
detail and zoom out to see the whole picture”.

He firmly believes in the value of young people, 
who, he says “will always manage to achieve the 
impossible – whether that is on the football field 
or inside a company or other big organisation”. He 
writes: “If I were running a company, I would always 
want to listen to the thoughts of its most talented 
youngsters, because they are the people most in 
touch with the realities of today and the prospects 
for tomorrow.”

He goes on to state that the way Manchester 
United approached young players during his tenure 
was a “highly magnified, miniature version of the 
way in which employees are trained to progress 
through a large organisation”. “We had distinct 
layers and structure, and the road to success was 
as clear for them as it might be for a graduate from 
college who joins a company in a trainee scheme 
and dreams of one day becoming a vice-president, 
managing director or CEO.”
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Globally, the level of losses in 2015 was low 
compared with the previous 10-year annual 
average. 

This was largely due to another benign 
hurricane season in the US, Swiss Re said. 
Last year was the 10th year in succession 
that no major hurricane made US landfall.

Despite the harsh winter in the US, 2015 
overall was the hottest year on record.

Heatwaves claimed a number of lives all 
over the world, while long stretches of high 
temperatures and lack of rainfall caused 
drought and wildfires in many regions. 

The US had its worst year for wildfires 
since 1960 because of the hot, dry 
conditions. Other countries impacted by 
wildfires include Indonesia and Australia. 

And there’s no signs of things cooling 
down: 2016 is on track to be the third 
consecutive year to set a global heat 
record. 

According to Gavin Schmidt, who directs 
NASA’s Goddard Institute for Space Studies, 
there’s a greater than 99% likelihood that 
this year will be the hottest on record. 

The 12 months from May 2015 have 
all set records for being the hottest on 
record, according to the National Oceanic 
and Atmospheric Administration (NOAA). 
And so far, 15 of the hottest 16 years ever 
measured have come in the 21st century.

Predictions from weather monitoring 
agencies vary slightly in their analysis. But 
NASA, NOAA, and the Japan Meteorological 
Agency all agree that the extremes of 2016 
are unrivalled in the modern climate record.

Indeed, a failure to address climate 
change is the number-one risk to global 
business in the next 10 years according to 
the World Economic Forum’s Global Risks 
Report 2016. Zurich chief risk officer Cecilia 
Reyes said the potential consequences of 
climate change, including food crises and 
the withdrawal of clean water, exacerbates 
geopolitical and security risks.

FROM COLD TO HOT

Global disasters in 2015  
cost insurers $37bn

The damage bill from natural catastrophes and man-made 
disasters last year was $92bn, down from $113bn in 2014.

A Swiss Re report found that insurers were on the hook 
for only about 40% – or $37bn – of the losses, however. This 
was well below the 10-year average annual insured loss 
figure of $62bn.

Globally, there were 353 disaster events last year. Of 
those, 198 were natural catastrophes, which is the highest 
number in one year, according to Swiss Re records.

Asia experienced the highest level of losses for the third 
year running, with economic losses from all events in the 
region coming in at close to $38bn.

The biggest insured loss event of the year – an estimated 
property loss of between $2.5bn and $3.5bn – involved the 
large explosions at the Port of Tianjin in China in August. 

The earthquake in Nepal was the biggest disaster of the 
year globally, killing close to 9,000 people and incurring 
total losses of about $6bn.

Other events causing high losses in Asia included 
Typhoon Goni in Japan, flooding in southern India and the 
explosions in Tianjin.

Swiss Re chief economist Kurt Karl said: “The 
earthquake in Nepal struck close to the capital Kathmandu, 
causing widespread devastation and losses, which were 
mostly uninsured. 

“Yet again, tragedy has hit in areas where people are 
least able to protect themselves.”

But that figure only covered about 40% 
of the total economic losses from natural 
catastrophes and man-made disasters

The force of nature

353
Global disaster  
events in 2015

198
 Of those,198  
were natural  
catastrophes
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U
ncertainty” is a word that comes up 
often when speaking to Jagath Guru, 
head of risk management, internal 
controls and processes at  
the Myanmar Brewery. 

This should come as no surprise,  
given that Guru is living and working through one of 
the most historic junctures of the South East Asian 
country’s history. 

Last November, the world turned its attention to 
Myanmar for the country’s first free elections in more 
than 25 years. The National League for Democracy 
party won in a landslide victory, officially ending 50 
years of military rule in the country. 

Guru, who moved to Myanmar three years ago 
from Malaysia, says being in the country for the 
elections was an overwhelmingly positive experience. 
But uncertainty about the future, and what the new 
government means for business, looms large. 

Significant political change has been occurring 
in Myanmar since 2011, when its nominally civilian 
government was introduced and a series of economic 
reforms were launched in a bid to stimulate the private 
sector and encourage foreign direct investment (FDI). 

So far, it appears to be working: the country’s net 
inflow of FDI increased from $900m in 2010 to $2.3bn 
in 2013, according to the World Bank. And in March 
2015, the government announced that FDI hit more 
than $8bn, 25 times the amount received the year 
before the military ceded power in 2010.

More FDI means more competition. 
Generally speaking, this is good for the economy 

and for consumers, but some of the long-time local 
players may have cause for concern. 

UNTAPPED
Myanmar Brewery, for example, has enjoyed a largely 
uninterrupted monopoly over the country’s beer 
market since it was founded in 1995. 

But these days there is more competition, thanks 
to the arrival last year of global giants Heineken and 

Jagath Guru, head of risk management, internal controls 
and processes at the Myanmar Brewery, reflects on what 
the country’s new civilian-elected government means for 
business – and the risk management profession

VIEWPOINTS >

Frontier market Guru

CHEERS Guru at Myanmar Brewery >

“
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“THERE IS HUGE 
ROOM FOR GROWTH 
IN OUR INDUSTRY 
AND ROOM FOR 
OUR COMPETITORS, 
TOO”
Head of risk management, 
Myanmar Brewery 
Jagath Guru
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Carlsberg – lured, it seems, by a largely untapped 
population of more than 55 million. 

The companies will have their work cut out, 
however, mainly because the Myanmarese aren’t 
exactly big beer drinkers. Annual beer consumption  
in the country averaged just four litres per person  
in 2013 – a far cry from neighbouring Thailand’s 
31 litres and Vietnam’s 41 litres, according to 
Euromonitor International.

But it’s because of this perceived opportunity for 
growth in beer consumption that Guru is diplomatic 
about the new competitive landscape. 

“There is huge room for growth in our industry and 
room for the competitors, too. If we are trying to grow 
from four litres per capita consumption to 20 litres, it’s 
still a very big market. We don’t have to compete with 
each other at this stage,” says Guru, who is also the 
Myanmar board member for the Pan-Asia Risk and 
Insurance Management Association. 

More concerning for Guru is the country’s new 
Competition Law, due to come into force in February 
next year. 

The new law sets out a general framework around 
market power and price abuse, but is far from 
comprehensive.

“The act does not state and there’s no clear 
guidance as to what will be considered as having 
‘dominant control’ [in an industry] for example,  
so how do we ensure that we actually comply?”  
asks Guru.

Aung San Suu Kyi’s National League for Democracy (NLD)  
won a landslide victory in Myanmar after general elections on 
8 November. It was the country’s first national vote since a 
nominally civilian government was introduced in 2011, ending 
nearly 50 years of military rule. Despite leading her party to win, 
Suu Kyi was barred from becoming the country’s president. This 
is because Myanmar’s constitution states that if one of your 
“legitimate children… owes allegiance to a foreign power” you are 
disqualified. That covers both Suu Kyi’s sons Kim and Alexander, 
who have British passports. As such, Htin Kyaw was sworn in as 
the NLD party leader and president on 30 March.

CHANGING OF THE GUARD 

VIEWPOINTS >

“AS MORE 
COMPANIES ARE 
COMING INTO 
MYANMAR, THEY’RE 
LOOKING FOR 
SKILLED WORKERS 
AND TRAINED 
WORKERS, AND 
SO WE’RE HAVING 
TO DEAL WITH 
OUR STAFF BEING 
PINCHED”
Head of risk management, 
Myanmar Brewery 
Jagath Guru

It’s a valid concern for Myanmar Brewery, which 
currently commands almost 80% of the country’s beer 
market by volume.

The inconsistency of regulation and, more 
worryingly, its inconsistent interpretation, is one of the 
top items on Guru’s risk register. 

“When you have a changing government and 
changing regulations, and those regulations are 
interpreted differently by different parties, it makes 
compliance much more difficult and uncertain,”  
he says. 

But he believes the country’s regulation is moving in 
the right direction, albeit slowly. 

“The new government certainly imbues confidence 
to investors that the country is now in better hands 
with civilians and sanctions are slowly being removed. 
Investors are trying to come in, but the regulation risk is 
still high for them,” he explains. 

LURED AWAY
Guru says an equally pressing concern for Myanmar 
Brewery is the human capital risk that the new 
competitors pose – and not just those within the 
alcohol industry. 

“As more companies are coming in to Myanmar, 
they’re looking for skilled workers and trained workers, 
and so we’re having to deal with our staff being pinched 
and sometimes into different industries,” he says.

“Our workers are also increasingly looking at new 
opportunities in places like Singapore and Malaysia, so 
there are two prongs for us to consider from the human 
capital risk perspective.” 

To attract and retain staff, and ward off the growing 
competition, Guru says the company has a renewed 
focus on innovation. 

“When we have new competitors, we have to watch 
out for aggressive campaigns that could take our 
consumers. The rate of innovation for us has to be on  
a par with competitors, otherwise we may lose out,”  
he says. 

While Heineken and Carlsberg were building their 
breweries, for example, Myanmar Beer rolled out a 
sleeker bottle, ramped up its promotional efforts and 
began targeting a younger generation by sponsoring 
hip-hop and electronic dance music concerts.

Guru says the company’s innovation has been 
largely enabled by its new majority shareholder, 
Japan’s Kirin Group, which purchased a 55% stake  
for $560m from Singaporean firm Fraser and Neave  
in November.

Myanmar Economic Holdings Limited (MEHL), a 
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military-backed conglomerate, holds the remaining 
45% stake.

“Kirin is a very large company with a large research 
and development department, and excellent beer 
expertise that they can lend to us,” Guru says. 

This will be vital in addressing another of Myanmar 
Brewery’s key risks, namely its historic reliance on one 
brand: Myanmar Beer. 

“Kirin Group has been very helpful in terms of 
developing new brands. We need to have brands to 
cater for the different types of drinkers,” says Guru. 

“When you are over-reliant on one brand and that 
fails or becomes less popular, you’re going to have 
problems in terms of making your volume targets.” 

POWER TO THE PEOPLE
Opening up the country’s borders to new entrants has 
brought some big benefits to Myanmar Brewery and 
other established players, however. 

Previous ‘high risks’ associated with unreliable 
electricity services and intermittent telecommunication 
are now less of a concern. 

“One of our biggest risks used to be intermittent 
power outages, which happened very frequently and 
disrupted our production. We had to manage that 
with our own generators. But the electricity service has 
improved a lot in the past 12 months,” Guru says. 

“Our internet also used to be very, very slow, but 
over the past year we’ve seen a massive improvement 
to that too, after two new competitors have come in 
and improved services,” he says. 

“ONE OF OUR 
BIGGEST RISKS 
USED TO BE 
INTERMITTENT 
POWER OUTAGES, 
WHICH HAPPENED 
VERY FREQUENTLY 
AND DISRUPTED 
OUR PRODUCTION. 
WE HAD TO 
MANAGE THAT 
WITH OUR OWN 
GENERATORS”
Head of risk management, 
Myanmar Brewery 
Jagath Guru

Supply chain risk and currency risk, however, remain 
top concerns for the company. Guru expects this to 
remain until sanctions on the country are fully lifted. 

With such a fast-changing risk register, it’s vital 
that Guru maintains a close relationship with senior 
management. He has a direct report into the company’s 
managing director and a team of three below him that 
together are responsible for the company’s internal 
audit, process and controls improvements and legal 
and credit control. 

“Risk management in Myanmar is a very new tool, 
but it’s a really important and growing area of interest,” 
Guru says. 

The Malaysian national moved to Myanmar in 2012, 
when he was headhunted from Carlsberg Brewery 
Malaysia, a company he had been with for more than 
15 years. 

Guru was born and raised in Taiping, Malaysia, 
and graduated from university in 1994 with a degree 
in accounting. He began work at the brewery in 1997 
as an internal auditor and took up the role of risk 
management in 2002, when it was introduced to  
the company. 

“Coming from internal audit and looking at the 
business very much from a granular point of view, I’m 
enjoying now having a helicopter perspective and 
looking at the business’s strategy and helping the 
company to achieve its objectives,” he says. 

And in the fast-changing and uncertain environment 
of present-day Myanmar, you can be sure that strategic 
risk professionals like Guru will be in great demand. 

<VATS The risk manager on site 
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Risk managers have the power 
to break communication silos

C
ommunicate, engage and connect – 
risk managers should never undervalue 
the power of communication in their 
roles as the second line of defence in 
ensuring an effective enterprise risk 
management (ERM) framework that 

produces the desired results. 
Risk management standards and guidance 

prescribe principles, framework and processes 
which categorically entail communication. For 
example, ISO 31000 prescribes the establishment 
of communication both internal and external, 
and reporting mechanisms. It goes on to define 
communication as continual and iterative processes 
that an organisation conducts to provide, share and 
obtain information and to engage in dialogue with 
stakeholders regarding the management of risk. But 
the key question to ask is: ‘How?’ 

The biggest barrier in implementing 
successful ERM framework is the lack or refusal 
of communication as a result of silos within the 
organisation. This challenge exists regardless of the 
sector, be it public, private or large multinational 
corporations. 

Managing risks is a shared responsibility across the 
organisation and does not rest with one individual 
or a department. Communication involves people 
that stay within these processes and mechanisms 
whose response can either make or break the ERM 
framework. Therefore, one of the fundamental roles 
of a risk manager is to break the barrier of silos. If this 
issue is tackled, more than half the battle is won.

Based on my experience, this challenge 
is magnified in a matrix organisation, but the 
only solution is to communicate and engage 
continuously in a self-disciplined manner. That 
includes getting off your chair to initiate a casual 
chat with a stakeholder along the corridor or in the 
kitchen, hours of research gathering and networking 
to equip yourself with useful and relevant risk 

“QUOTE 
QUOTE 
QUOTE” 
Company 
Name

VIEWPOINTS > CASE STUDY

Whether you’re chatting in a corridor 
or brainstorming, linking up with 
colleagues yields remarkable results

GEETHA KANAGASINGAM, VICE-PRESIDENT UK, EUROPE AND 
ASIA-PACIFIC, GROUP INSURANCE, GROUP RISK, BARCLAYS BANK
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“THE ONLY 
SOLUTION IS TO 
COMMUNICATE 
AND ENGAGE 
CONTINUOUSLY IN 
A SELF-DISCIPLINED 
MANNER” 
Vice-president,  
Barclays Bank 
Geetha Kanagasingam

information, and cross-sharing critical risk information 
that is of interest and value add to stakeholders. 

Another key solution is to gather the various 
stakeholders in one room to facilitate a roundtable 
discussion or risk (refresher) workshop or brainstorming 
session, preferably on a quarterly basis. As a risk 
manager your goal must be the first to know, to allow 
you to respond appropriately.

A good risk manager should drive these initiatives to 
break the silos. Believe me, the results are remarkable 
and make your role a lot easier. A risk manager who is a 
powerful communicator is one who is able to influence 
and gain the trust of the stakeholders.

Here are more tips to help risk 
managers become effective and 
powerful communicators:

1.  Passionate and real 
Being passionate adds reality 
to your communication. 
There’s no doubt that it 
captivates stakeholders while 
at the same time increasing 
their interest.

2.  Clear and concise 
Never beat about the 
bush, otherwise you lose 
the stakeholder – possibly 
forever. Avoid risk jargon, as 
this is a real turnoff.

3.  Concern and interest 
Always show concern and 
listen with great care, probing 
further where necessary, as 
such behaviour is magnetic. 
Remember never to judge 
your stakeholder.

4.  Factual and convincing 
Impart knowledge of 
risk events, lessons 
learnt, industry practice 

or experiences and 
benchmarking exercises  
as a tool of cross-sharing.

5.  Empathy and  
understanding 
Identify and in some 
instances relate with 
the feelings, thoughts 
and attitudes of your 
stakeholders, including 
their moods.

6.  Practical and useful 
Different stakeholders  
have different needs, so 
remember to customise 
and fit your risk information 
and style of communication 
accordingly, to add value in  
a practical way. 

7.  Resolution and closure 
Communication is not 
complete until there is 
closure or takeaways.

8.  Smile 
Last but not least, smile. It 
can go a long way towards 
breaking or softening the 
hardest of silo walls.

HOW TO MAKE FRIENDS AND 
INFLUENCE PEOPLE
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What’s holding cyber 
insurance back?

Risk managers are keen to mitigate 
their cyber exposures, but have 
reservations about the insurance 
policies available to them

W
hen it comes to adoption 
by risk managers, cyber 
insurance seems to be at a 
tipping point. Of the 200-
plus delegates at the 2016 
Strategic Risk Forum in 

Singapore, only 23% had a standalone cyber liability 
policy, but more than one-third were considering 
a purchase. So, is something causing a disparity 
between demand and adoption?

MITIGATING CYBER EXPOSURES
Andrew Mahony, regional director, Financial 
Services & Professions Group, Aon, says cyber losses 
– caused by malicious attack, user error or both – 
are unavoidable. “Companies with good governance 
and security measures can reduce the likelihood 
or limit the impact of these losses, but the threat 
cannot be eliminated,” he adds.

“For that reason, cyber risk transfer needs to 
be considered in conjunction with risk prevention. 
Cyber insurance enables companies that prioritise 
cyber security to implement a holistic response to 
their cyber exposure.”

Aon’s clients first seek to understand their 
cyber risk profile and how their existing insurance 
programme addresses cyber exposure, says 
Mahony. “When gaps emerge in that analysis, 
companies look to cyber insurance to cover their 
exposure. The primary concern for most companies 
is the large amount of sensitive data for which they 
are responsible – for customers and employees – 
although the potential for operations to be shut 
down by a cyber attack is also a significant risk.

“Companies are also looking to insurers 
to provide direction and expertise with the 
engagement of external consultants to assist in 
cyber remediation actions.”

WEIGHING THE PROS AND CONS 
As cyber insurance matures as an offering, it is 
boosted by its benefits and restricted by its issues. 

SPECIAL REPORT > CYBER

“INSURERS AND 
BROKERS NEED TO 
GET BETTER AT 
COMMUNICATING 
TO IT SECURITY 
PROFESSIONALS, 
AS WELL AS 
INSURANCE 
BUYERS AND RISK 
MANAGERS, IN 
RELATION TO HOW 
CYBER INSURANCE 
PRODUCTS CAN 
COMPLEMENT A 
FIRM’S EXISTING 
RISK MANAGEMENT 
REGIME AND 
MITIGATION 
FRAMEWORK”
Risk financing lead, 
EnergyAustralia 
Richard Cassidy

On the positive side, Mahony says cyber insurance 
offers well-rounded cover for both the direct loss 
suffered by a company and its liability to third parties. 

“Good cyber insurance policies provide cover for 
business interruption, regulatory fines and penalties, 
and cyber extortion events,” he says. “Pricing in the 
Asian market, while not yet consistent, is far more 
competitive than in other markets.”

AIG Singapore head of financial lines Lai Yen Yen 
adds: “Comprehensive insurance cover can help a 
company get on the front foot as soon as a breach has 
taken place, by deploying a cyber security response 
team to offer immediate and professional counsel for 
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A general drawback, says Mahony, is the absence 
of cover for bodily injury and property damage arising 
from cyber events, under both traditional insurance 
products and cyber policies. 

Kanagasingam adds that there is still insufficient 
capacity in the cyber insurance market: “[The] limit 
purchased may range from single digit in millions to 
triple digits in millions globally, notwithstanding the 
fact that the demand for higher limits is increasing.”

There are additional costs too, she says. Premiums 
are volatile “since this is a fairly new insurance 
product with relatively young history of data”.

Other issues stem from the need for extensive 
disclosure, says Kanagasingam. Insurers tend to 
request sensitive, confidential, internal information. 
“Are firms confident to reveal this information to 
insurers who, after all, are also potential targets to 
cyber risk events?” she asks.

RISK MANAGER CONCERNS
Cyber exposures have piqued risk managers’ interest 
in cyber insurance products, but several concerns 
have dampened their adoption rates.

“We have made some initial [cyber insurance] 
inquiries,” says Richard Cassidy, risk financing lead, 
EnergyAustralia, “and obtained premium indications 
for an ‘off the shelf ‘ product, but did not proceed to a 
purchase.”

Cassidy says that while cyber insurance offerings 
address many of the potential cyber exposures, gaps 
remain. “Insurers and brokers need to get better at 
communicating to IT security professionals, as well as 
insurance buyers and risk managers, in relation  
to how cyber insurance products can complement  
a firm’s existing risk management regime and 
mitigation framework,” he adds.

Another risk manager told StrategicRISK Asia that 
despite shopping around, they have not purchased 
cyber insurance, “due to low limits and very narrow 
wording”. The risk manager believes this is due to the 
“immaturity of the product offering to date”.

“Cyber insurance has not been, and I doubt ever 
will, get to the real pain points which companies face 
in this space, such as cover for ‘loss of opportunity’ if, 
for example, there is a known cyber intrusion which 
accesses confidential bid information, which then 
subsequently means the bid is lost,” he says. 

Barclays’ Kanagasingam adds that, as such gaps 
persist in cyber insurance, it remains the case that 
such cover is no replacement for a robust cyber 
prevention and security programme.

legal, public relations and auditing matters.”
Geetha Kanagasingam, vice-president for UK, 

Europe & APAC, Group Insurance and Group Risk, 
Barclays Bank, says cyber insurance also provides the 
scope that covers data breach notification expenses. 
For many regulators, this is now a mandatory 
requirement. “[Cyber insurance also] fills up the gaps 
of cover, as only some aspects of the cyber coverage 
elements may be found in existing policies such as 
crime policy and/or professional indemnity.”

Kanagasingam says cyber insurance may also 
offer a competitive edge, as more clients are asking 
whether firms have such a policy in place.
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Cyber criminals see customer 
information as a goldmine

The loss of customer data is the main cyber risk facing 
most companies, but keeping their IT systems up to 
date would be the first step in mitigating the risk.

Asked to identify the cyber risk that worries them 
most, the majority of delegates (37%) at the 2016 
Strategic Risk Forum in Singapore cited the loss of 
customer data (see graph below). 

According to David Siah, country manager, 
Singapore at Trend Micro, this is not surprising.

“Some customer records are more expensive on 
the black market than credit card data, because credit 
cards can be disabled, but a personal record follows 
you for life. A key example would be a medical record. 
Once a hacker gains access to that information, they 
can use it for a lot of other purposes throughout a 
person’s lifetime,” he explained.

Willis Towers Watson Singapore Finex leader 
Frances Fu concurred. 

“We have a lot of dialogue with customers about 
cyber insurance – whether it covers regulatory 
fines, crisis management, forensic costs and so on, 
especially when personal identifiable information of 

Safeguarding clients’  
data is paramount

“SOME CUSTOMER 
RECORDS ARE MORE 
EXPENSIVE ON THE 
BLACK MARKET 
THAN CREDIT CARD 
DATA, BECAUSE 
CREDIT CARDS  
CAN BE DISABLED, 
BUT A PERSONAL 
RECORD FOLLOWS 
YOU FOR LIFE.”
Singapore country 
manager, Trend Micro 
David Siah

their customers is compromised,” she said.
Fu added that cyber insurance does not just cover 

the costs incurred as a result of the privacy breach, but 
can also cover the first party and third-party losses.

Another type of cyber attack on the rise in recent 
years is ransomware, where cyber criminals encrypt 
data and ask for money to decrypt it. 

Siah said: “If you receive an encryption notice on 
a critical business file, do you pay the ransom or not? 
Many people do pay … so that’s why ransomware has 
become a very big problem.”

He said that most breaches happen because the 
company has not updated its systems and software, 
leaving the back door open to hackers. 

“Client data is inevitably one of the most 
important aspects of [our] business,” said Geetha 
Kanagasingam, Barclays vice-president UK, Europe & 
APAC, group insurance and group risk.

“For cyber risks, Barclays groups its control 
requirements under four key categories. These are 
attacks on us, attacks on our customers, attacks on 
the availability of our services and attacks on critical 
banking structure. There is no appetite for control 
gaps rated as critical.”

When asked about how best to manage cyber 
risk, Kanagasingam said: “Implement a robust IT 
security and cyber risk prevention programme. A chief 
information security officer should be appointed to 
be the risk owner who comes up with the policies, the 
procedures and the programmes, working with the 
relevant stakeholders within the business. 

“Risk managers ought to work closely with the 
first line of defence that includes the CIO, CTO, COO 
etc – to provide inputs and possible solutions from 
a risk and insurance perspective as part of a holistic 
risk management strategy, creating a second line of 
defence in preventing and/or mitigating losses.” 

Christophe Durand, head of cyber strategy at 
Interpol, said corporates should make intrusion 
detection their top priority. 

“We all know now that it is impossible to get 
a 100% secure information system, so we should 
consider the fact that the enemy is within your 
information system, so you have to monitor the 
behaviour of your system in order to identify what is 
going on in your system.” 

Which cyber risk is the biggest concern for you?

Source: Strategic Risk Forum 2016

37% 
Customer data stolen 

or compromised 
(malicious)

31% 
Increased reliance  
of the business on 

data and technology5% 
Internal mishandling of 
data (non-malicious) 

21% 
Inability to cover the 
potential liabilities of  

a data breach 

6% 
Inability to meet 

increasingly strict 
regulatory obligations
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SPONSORED WORD

OUTSOURCING 
CREATES 
GREATER RISK 
OF CYBER 
EXPOSURES

In the current business landscape, companies can 
ill-afford to ignore cyber risk exposures. A growing 
number of high-profile cyber attacks against 
multinational companies (MNCs) have alarmed 
directors of large companies into protecting 
themselves and their companies against breaches.

Outsourcing has been thrust into the spotlight 
as a key area of concern for MNCs. Today, more 
companies are outsourcing non-core functions 
to keep themselves competitive and their costs 
sustainable. In a market update AIG Singapore put 
out in March 2016, we forecast cyber risks would 
emerge this year from internal and external factors, 
including outsourcing to third-party providers.

In an environment where MNCs have multiple 
vendors supporting their business, it is wise to find 
out the risks these vendors can potentially bring. 
Should the vendor be faced with a cyber incident, 
the MNC will likely be similarly impacted by a loss 
of reputation and consumer confidence. 

With greater awareness of such attendant risks, 
MNCs should ensure their vendors have a robust 
risk management framework in place against cyber 
risks, and undertake regular due diligence and 
continuous monitoring of their vendors. This is 
especially critical in an environment of continuous 
technological advancements, where new cyber 
risks are constantly emerging. 

For example, two years ago, bank statements of 
private banking clients were stolen from the server 
of the bank’s printing vendor. The bank had to deal 
with ensuing customer complaints and regulatory 
enquiries, even though it was not directly 
responsible for the loss of the statements. 

Cyber risks affect MNCs, directly or indirectly.  
A holistic approach to risk management of vendors, 
including cyber risks, is vital to a successful and 
trusted partnership as more companies move 
towards outsourcing arrangements.

LAI YEN YEN
Head of Financial Lines, Singapore, AIG

Is a public-private partnership the  
only way to cover cyber risk?

Sobering estimates of the capacity needed to cover 
cyber risks in Asia have led many to ask whether the 
insurance industry is too small to cope.

It may be that the only solution is a public-private 
partnership, with a pooled scheme backed by the 
government, as is the case with terrorism and flooding.

Much of the discourse around this comes from 
Nanyang Technological University (NTU Singapore). Its 
Cyber Risk Management (CyRiM) Project is designed to 
help businesses and institutions defend themselves. 

Professor Shaun Wang, director of the Insurance 
Risk and Finance Research Centre (IRFRC) at NTU 
Singapore’s Nanyang Business School, said: “A public-
private partnership on cyber risks can help promote 
awareness and best risk management practices.

“Cyber risk is relatively new, an emerging risk that 
evolves rapidly. There is a need to collect data and 
share information among organisations. There are 
also gaps in terms of definitions of cyber losses and 
standardisation of insurance policies. These gaps are 
best addressed through public-private partnerships.”

Wang said a realistic goal is cyber resilience, rather 
than blanket protection covering losses. Potential 
complications include mixing up roles and creating 
the wrong incentives. “For instance, if government 
creates a back-stop or pooled scheme, there may be 
less incentive for the private sector to carefully monitor 
their accumulation of risk exposures.”

The CyRiM Project is supported by the Monetary 
Authority of Singapore, Cyber Security Agency of 
Singapore, and five industry partners: Aon Centre for 
Innovation and Analytics, Lloyd’s, MSIG Insurance, 
SCOR and TransRe.

Andrew Mahony, regional director, Financial 
Services & Professions Group, Aon, said: “Government 
and private enterprise engagement and co-operation is 
critical to the improvement of cyber security standards 
and the development of the cyber insurance market.”

But FireEye Asia-Pacific chief technology officer 
Bryce Boland said: “We must be wary of using public 
funds to pay for the failings of duty of care and 
diligence in operating private institutions. As with 
bailing out the banks, we risk privatising the benefits 
(less investment in data protection and security) and 
socialising the losses (the public providing cover for 
security failures).”

Inside the cyber  
risk model debate

“CYBER RISK IS 
RELATIVELY NEW, 
AN EMERGING RISK 
THAT EVOLVES 
RAPIDLY. THERE IS 
A NEED TO COLLECT 
DATA AND SHARE 
INFORMATION 
AMONG 
ORGANISATIONS”
Director, Insurance Risk 
and Finance Research 
Centre, NTU Singapore 
Professor Shaun Wang

 In association with

> For more information visit www.aig.com.sg/cyber
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Is ‘failure to innovate’ or ‘disruption risk’ 
on your risk register?

73%  Yes
31%  No
 15%  Unsure 

Source: StrategicRISK Advisory Panel

On a scale of one to five, what is the likelihood and financial 
impact of your business being disrupted in the next two 
years? (Where one is very unlikely and five is very likely) 

2.28
Liklihood

3.13
Financial Impact

0 1 2 3 4 5

1RISK MANAGERS CONCERNED ABOUT 
THEIR COMPANIES FAILING TO INNOVATE 
Most corporate risk managers (73%) in Asia-

Pacific have ‘failure to innovate’ or ‘disruption risk’ 
on their risk register. This was a key finding of the 
StrategicRISK survey, which sought to understand 
how risk officers in the region are managing the threat 
posed by disruption (see graphs, below). 

The figure came as no surprise to Greg McCoy, 
former managing director of Lockton Asia-Pacific.

He said: “The fear factor around disruptive 
innovation is huge, and it shouldn’t be. It’s 
predominantly beneficial.

“The ability to leverage Big Data and analytics to 
develop an integrated view of customer activities 
and business operations will provide competitive 
differentiation to companies across industries.”

McCoy said risk managers were concerned about 

StrategicRISK surveyed its Asia-Pacific 
Advisory Panel about managing the  
risks of innovation and disruption. Its  
key findings were an eye-opener

the uncertainty of outcomes and the pace of change 
caused by disruptive innovation.

“You have to understand the cross-sectoral 
nature of disruptive innovation,” he said. “The 
expanse and the impact that these innovations can 
have across not only your business model, but your 
customers’, your partners’ and your supply chains’ 
business models, can be enormous.

“The biggest challenge as a risk manager is 
not necessarily to manage that risk, it’s more 
about identifying what are the implications and 
repercussions of it and constantly revising your risk-
retention and appetite strategies to manage that 
change. Risk management should be a partner to 
innovation, not an inhibitor.”

2COMPANIES ARE NOT INVESTING 
ENOUGH IN NEW ROLES AND SKILLS
Many corporates in Asia-Pacific are failing 

to invest adequately in the employees and skills 
needed for future success. 

Almost half (47%) of risk managers in Asia-Pacific 
said their companies were investing in people for 
the future, but that it was not sufficient. Just over 
a third (35%) said the investment being made 
was sufficient to ensure they were not left behind 
in the digital revolution. Worryingly, 12.5% of the 
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Source: StrategicRISK Advisory Panel

Is your business investing in employees (new staff/roles, or training) 
to address the changing skills required for business success?

46% 
Yes, but the 

investment is 
insufficient

36% 
Yes, and the 
investment is 
sufficient

5% 
Unsure

13% 
No, investment is 
not being made

Does your company employ a chief digital/
innovation officer (or equivalent)?

45%  Yes
48%  No
 7%  Unsure 

StrategicRISK Advisory Panel said their companies 
were making no investment in this area. 

Not having the right people to execute a digital 
strategy is a key risk for Telstra, according to the 
group’s chief risk officer, Kate Hughes. 

“How do you hang on to the core skills that you 
need to run the business that you’ve got today, while 
at the same time growing to another area with a very 
different set of skills?” she said. “We’ve got the world’s 
best telecommunication engineers but the skills 
and capabilities we need to be a global technology 
company look very different.

“Our ability to bring a risk lens to that has really 
informed the people capability controls and strategies 
that our HR team are putting in place as we transition 
to that global technology company.”

Cisco global head of market development, Internet 
of Things, Matthew Smith said all firms should, at 
a minimum, employ a chief digital officer who can 
help drive a group-wide strategy on the requirements 
needed for digital success. In the survey, only 45% of 
the respondents’ companies had such a role. 

“This is someone who can sit on top of this 
massive disruption within the industry, have a 
Switzerland view of things, know where technology 
is going and manage the different silos within 
companies,” said Smith.

“Longer-term strategy planning.”

“Culture.”

“ We need to increase the 
number of Nostradamus 
employees and get more 
powerful crystal balls. 
Disruptors have always been 
with us, it’s just the speed  
of change and increasing 
plethora of innovations/
innovators that is most difficult 
to deal with and so we need 
more people looking in more 
detail across more information 
sources to make sure we  
have a comprehensive view of 
the future.”

“ Better understanding and 
utilization of technologies.”

“ The ability to horizon-scan 
and sense disruption trends/
disruptors in a timely manner.”

“ We need more cross-
department conversations 
and to look at innovation as 
both an opportunity to break 
organization silos and to create 
new exciting product and 
services.”

“ Acceptance of disruption rather 
than lip service.”

“Our business has been a 
disruptor so we are very aware 
of the risk of other disruptors. 
Main thing is to maintain our 
edge over our competitors 
by continuing to disrupt 
ourselves....nothing much really 
needs to change here.”

“ More environment-scanning 
and increased awareness at 
senior management level.”

“ Mindset. We need to always 
be on our toes and not be 
complacent, even though the 
company is at the top of its 
game.”

“ Resistance to change must 
give way to openness and 
acceptance of the changing 
environment and business 
landscape.”

“ More buy-in from senior 
management.”

“ With increasing uncertainty, 
the relevance of an effective 
risk management programme 
becomes more apparent.”

WHAT NEEDS TO CHANGE MOST IN 
YOUR BUSINESS TO HELP YOU BETTER 
MANAGE THE RISK OF DISRUPTORS?

3
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Percent (%)

To what extent do you agree with the 
following statement: “Businesses today 
must disrupt or face being disrupted.”

A question of attitude

  How concerned are you as a risk manager 
about the threat of disruptors to your 
business’s future success?

  How concerned is your board about the 
threat of disruptors to the business’s 
future success?

A spanner in  
the works

Risk managers are more concerned about the threat 
of disruption to their business than their boards 
are, according to StrategicRISK’s innovation and 
disruption survey. 

Some 85.71% of risk managers were “concerned” 
or “very concerned” about the threat, compared to 
76% of boards. Interestingly, 16% of risk managers 
saw their board as “indifferent” (see graph, below). 

“We need more buy-in from senior management,” 
said one risk manager. 

“There needs to be an acceptance of disruption, 
rather than just paying it lip service,” said another. 

So, what does this mismatch in perceptions around 
disruption risk mean for businesses? “If there’s not a very 

0 20 40 60 80 100

34%  Strongly agree
55%  Somewhat agree
 4%  Somewhat disagree 
 5%  Strongly disagree
 2%  Unsure/indifferent

Very concerned

Somewhat concerned 

Indifferent

Not concerned 

Unsure/don’t know

Source: StrategicRIS????

More so than their boards, risk 
professionals are keenly aware of  
how dangerous disruption can be
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What technology/advancement will have the greatest 
impact on your business in the next two years?

Is it part of your role as a risk manager to help 
your business navigate the challenges posed by 
disruption and innovation?

As the perceived threat of disruption increases, do you 
believe the role of risk managers within companies will:

real understanding of the risk of disruption at the most 
senior level of a business, then it could prove fatal,” said 
Vodafone Australia chief risk officer Dana Chardon. 

Indeed, Cisco predicts that 50% of Fortune 500 
companies will fail in the next five years because they 
don’t embrace the Internet of Things (IoT). 

The StrategicRISK Advisory Panel agreed; 67% of 
them chose the IoT as the technology that will have 
the greatest impact on their businesses within the 
next two years. Most respondents felt that the risk 
manager has a vital role to play in the face of these 
new advancements. 

“It’s a difficult balance to manage risk without 
stifling innovation,” BPay chief risk officer Francesca 
Dickson told StrategicRISK. “You don’t want to be 
seen as a handbrake, so risk managers should really 
try to involved at a company’s strategy level so they 
can truly understand the real appetite for risk and 
build that in to their processes.”

She said the disruptive environment might mean 
risk managers need to look at their own practices and 

“IT’S A DIFFICULT 
BALANCE TO 
MANAGE RISK 
WITHOUT STIFLING 
INNOVATION.” 
BPay chief risk officer  
Francesca Dickson

reassess whether they were too process-driven. 
Most risk managers (71%) said it was part of their 

role to help their business navigate the challenges 
posed by disruption and innovation. And about the 
same number (70.81%) believe their role will increase 
in relevance as the threat of disruption increases. 

“Peoples’ attitudes need to change,” said one. “The 
old cliche of embracing change is very appropriate. 
[We should] no longer see disruptions as negative, 
rather, there needs to be a mindset change to see 
innovations and ‘disruptors’ as helpful and even 
necessary in the continuing evolution of one’s 
business. A business that is static is a business that 
is stagnant.”

Dozens of respondents brought up the need for 
greater cross-department collaboration. One said: 
“We need more cross-department conversations and 
to look at innovation as both an opportunity to break 
organisation silos and to create new, exciting products 
and services.”
For more on breaking through silos, see pages 14-15

71%   Increase in relevance
24%   Remain the same
 0%   Decrease in relevance
 5%   One is not relevant  

to or reflective of  
the other

Yes No
71%  
29%  

Percent (%)

0 20 40 60 80 100

45%  Increasing automation 
and robotics

68% The Internet of Things

20% Wearable technology

13% Virtual reality

9% 3D printing

4% Blockchain

7% Nanotechnology

4% Other

48%  Internal system/technology 
advancements 

7% Artificial intelligence
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I
n January, Apple, Sony and Samsung made 
headlines for all the wrong reasons. Human 
rights organisation Amnesty accused them 
and others of failing to ensure minerals in their 
products are not mined by children. Though 
all three have stated zero tolerance for child 

labour, the incident highlights the potential financial 
and reputational impact of unethical activities in a 
supply chain. 

In the survey for this report, risk managers were 
asked how confident they were that their supply 
chain was acting ethically, on a scale of one (where 
unethical behaviour is non-existent) to five (where it is 
rife). The overall score was 3.44, indicating an above-
average confidence in the supply chain, but with clear 
room for improvement. 

One respondent said: “We engage a wide variety 
of suppliers, all with varying cultures, systems and 
values. While we have a comprehensive vendor 
assurance programme to mitigate risk, there is likely 
to be isolated incidents of unethical behaviour 
occurring.” 

Cultural issues were highlighted too: “The 
organisation has set the tone from the top with a ‘zero 
tolerance’ on this issue. [But] the implementation of 
this policy defers between mature markets e.g. Hong 
Kong/Australia (which are intolerant to unethical 
practices) to China (where unethical practices seem to 
be an accepted norm).”

Lockton Singapore’s CEO, Peter Jackson, agrees 
there are problems with local regulatory body 
enforcement. But ignorance of wrongdoing is no 
excuse: “Your ultimate aim is to have visibility all the 
way down [the supply chain]. In the food industry, for 
example, it’s a ‘field to fork’ mentality.” 

Control Risks associate director, global issues, 
Jonathan Wood, says supplier networks’ locations 
are also significant. “If you’re dealing with contract 
manufacturing in South East Asia, [the issues] might 
be human rights-related, but if you’re dealing with 
contract manufacturing in Europe, they might be 
product diversion and organised crime-related,” he 

adds. Approaching these issues “from a due diligence 
perspective and from a supplier chain auditing 
perspective are often quite similar skill sets”.

MILLIONS OF CHILDREN
The scale of unethical labour is huge, with 168 
million children – almost 13% of youngsters globally 
– engaged in child labour, according to Unicef. In 
addition, modern slavery affects 36 million people, 
the Global Slavery Index estimates. 

RL Expert managing partner Leesa Soulodre says 
multinationals have long profited from lax labour 
standards: “Even after tragedies like the Foxconn 
suicides or the collapse of the textile factory in 
Bangladesh, the tolerance for systemic child labour 
violations or the lack of a living wage suggests that 
the price being paid is not high enough, despite the 
reputation risks.” 

But new regulation could see that change. The UK’s 
Modern Slavery Act 2015 is designed to consolidate 
previous offences relating to trafficking and slavery. 
The EU is said to be considering similar regulation. 

Soulodre wants to see “a collaborative process, 
with all stakeholders taking on responsibility. 
Company directors must demonstrate their fiduciary 
responsibility. “Companies can do this through 
ramping up their commitments and holding suppliers 
accountable to a set of standards. 

“Governments need to enforce the law. NGOs must 
continue to be the watchdog, reporting company 
breaches of child labour to communities. Media 
need to responsibly report it. Employees need to be 
the whistleblower and vote with their employment 
choices, and workers, consumers and investors need 
to vote with their cash.”

Jackson agrees that firms should use their clout. 
He says: “Large customers can use the fact that they’re 
buying millions of dollars of materials to make people 
change because of the economic hulk grip that they 
have. Having said that, if that’s the stick, then there’s 
got to be a carrot as well to reward people for doing 
the right things.”

No major corporate condones unethical 
labour practices. So why are firms still 
getting caught up in scandals at the 
more opaque ends of their supply chain?

If your supply chain is 
morally suspect, this is how 
you should react

“EVEN AFTER 
TRAGEDIES LIKE 
THE FOXCONN 
SUICIDES OR THE 
COLLAPSE OF THE 
TEXTILE FACTORY 
IN BANGLADESH, 
THE TOLERANCE 
FOR SYSTEMIC 
CHILD LABOUR 
VIOLATIONS OR THE 
LACK OF A LIVING 
WAGE SUGGESTS 
THAT THE PRICE 
BEING PAID IS NOT 
HIGH ENOUGH.”
Managing partner,  
RL Expert 
Leesa Soulodre
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ABUSE OF CHILD WORKERS IS A GLOBAL ISSUE
Bangladesh, China, India, Nigeria and Pakistan are among 68 countries at an ‘extreme risk’

Source: Maplecroft’s 2014 Child Labour Index
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1  Implement an early warning system 
to increase transparency and 
monitor risks and issues in all tiers 
of the supply chain.

2  Get the chief executive onboard. 
Use them to help actively propagate 
an organisational culture around 
the importance of a responsible 
supply chain and corporate social 
responsibility (CSR) programme. 
Without this, it will clearly fail.

3  Ensure all staff are educated on 
the programme and understand the 
individual consequences of using a 
factory that has not gone through 
the CSR audit process prior to any 
orders being placed. 

4  Zero tolerance of the use of child 
labour in all tiers of your supply 
chain should be clearly articulated 
as part of the signed supplier code 
of conduct and checks for breaches 
must form a critical part of the 
ongoing factory audit process by a 
specialised independent third party. 

5  Factor ‘outrage’ into your 
assessment. Implement a rating 
system and rate the supplier inside-
out, based on their audit result 
(what they told you) and what your 
stakeholders have published (what 
others say about them). Understand 
their sensitivity to this topic as 
gauged by your risk intelligence. 
For example, a ‘red rating’ could be 

assigned when any one of the audit 
requirements have not been met 
for critical risk issues and when 
stakeholder outrage is low. In this 
case, it would require a completed 
corrective action plan to be 
submitted within a short timeframe, 
with a follow-up visit within 30-60 
days to evaluate remediation of 
issues. 

6  Make sure a regular audit cycle 
forms part of the ongoing 
programme and records and results 
are maintained in a central place, 
easily accessible by frontline staff. 
Ensure outrage is factored into 
the hazard and probability risk 
assessment.

THE ETHICAL ACTION PLAN
RL Expert Group managing partner Leesa Soulodre

 In association with
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A
bout 45 million people live as 
modern-day slaves and 60% of those, 
or 27 million, are in Asia. This startling 
statistic from the anti-slavery, non-
profit group Walk Free indicates the 
terrible scale of the issue. 

And with 70% of global trade touching Asia in 
some way, according to Thomson Reuters, the issue of 
human rights in the supply chain should be on every 
risk manager’s radar. 

Over the past 12 months, growing investor 
pressure, media scrutiny and legislative requirements 
have seen companies place greater emphasis on the 
recruitment practices in their labour supply chains. 

New legislation includes the UK Modern Slavery 
Act, the California Transparency in Supply Chains Act 
and the US Federal Acquisition Regulation. 

Among other things, the UK’s Act requires British 
firms – and any foreign company that has a subsidiary 
in the UK with a turnover of £36m or more – to state 
publicly that their supply chain is free of slavery. 

In another move, a group of human rights activists 
and socially responsible investors are collecting data 
about the human rights efforts of 108 large companies 
around the globe.

The Corporate Human Rights Benchmark will then 
rank those businesses from best to worst. The goal 
is to make them follow through on pledges to avoid 
human trafficking, forced labour and other abuses. 

All in all, this means that risk managers, especially 
those in Asia, should prepare for greater scrutiny of 
their supply chains, says Thomson Reuters head of 
risk Asia-Pacific, Kristen Tiner. “Unfortunately Asia is 
really one of the hotbeds for this type of behaviour 
and in particular, in certain industries like agriculture, 
fishing and mining,” she says. 

A question often asked is how far down a supply 
chain companies should go to ensure their supply 
chain is not morally suspect. Tiner says the trend in 
stable industries is two levels deep: your suppliers’ 
suppliers. In industries with a higher exposure to 
human rights abuses, a deeper dive is required. 

Stamping out  
the slave trade
Modern-day slavery affects millions 
– and if companies don’t tackle it 
soon, governments and human rights 
activists are ready to punish them

“In the conflict minerals space, for example, you 
may have to go all the way back to the mine where 
it was sourced to prove that it didn’t come from a 
conflict zone,” she says.

Parsons Brinckerhoff Asia-Pacific global risk, 
ethics and compliance officer Adam Hing agrees 
it’s difficult to determine. “We employ a risk-based 
approach and analyse how far down the supply 
chain we need go in terms of our due diligence 
based on criteria such as where in the world we are 
doing business, the goods or services involved and 
whether our supplier is a major one,” he says. 

As an engineering professional services firm, 
the risk of human rights issues in the company’s 
supply chain is fairly low, says Hing. But managers 
are “acutely aware” that their supply chain must 
be carefully managed. “Most of our supply chain is 
external and we therefore have less control over it. 
To manage this, we ensure that we vet our suppliers 
prior to working with them. We also expect all of our 
suppliers to act in accordance with our ‘five precepts 
of business ethics’, which are contained in our third 
party code of conduct.” 

Hing adds that the risk of unethical labour in 
the supply chain is becoming a greater challenge 
for organisations to manage. “The global market is 
shrinking rapidly and relationships are becoming 
more remote and far less personal. That makes it 
extremely difficult for businesses to maintain a close 
relationship with every third party they deal with.” 

“ASIA IS ONE OF 
THE HOTBEDS 
FOR THIS TYPE 
OF BEHAVIOUR, 
PARTICULARLY 
IN AGRICULTURE, 
FISHING AND 
MINING”
Asia-Pacific head of risk, 
Thomson Reuters 
Kristen Tiner

THE SCALE OF THE ISSUE

1.5m
1.5 million of the victims are  
in Europe or North America

21m
 21 million people are 
enslaved or in forced 

labour today*

Source: The International Labor Organization (ILO) or http://www.leginfo.ca.gov/pub/09-10/bill/sen/sb_0651-
0700/sb_657_bill_20100930_chaptered.pdf http://www.verite.org/sites/default/files/VTE_WhitePaper_
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SPONSORED WORD

THE IMPORTANCE 
OF KNOWING YOUR 
THIRD PARTY

The impact of globalisation on supply chains now and in 
the future cannot be underestimated. Often what leads 
to mishaps is not the complexity of supply chains, but 
the lack of third-party management, transparency and 
monitoring which is fundamental from the beginning of 
the supply chain through to the end consumer.

Organisations that are aware of supply chain 
challenges and take proactive steps to address them 
will be well-positioned to ensure their supply chains 
serve existing customers more effectively, operate more 
efficiently, penetrate new markets and, overall, grow 
more profitably.

In today’s business environment, organisations are 
increasingly being held responsible for the actions of 
their suppliers, vendors and partners, in addition to their 
own internal activities. 

Pressure is intensifying for businesses to take 
proactive measures and responsibility for the conduct of 
their third parties and in their dealings with them. If third 
parties are held to a higher standard, this can reduce 
the probability of corruption, money laundering and tax 
evasion and other activities in the value chain. These 
activities are not only both morally and legally wrong,  
but also damaging to business and society. 

By unwrapping the opaque and complex value chain 
between supplier and consumer or channel partner 
and broker, we are beginning to recognise that every 
component has to act in a compliant and responsible 
fashion for the system to operate optimally.

Through increasing demands for transparency, we 
are seeing the return of the voice in the customer in 
how and what they buy or consume and this is having a 
ripple effect through the value chain, including greater 
government participation.

By exposing, understanding and then monitoring 
the many nodes, connection points and related parties 
involved in a company’s ecosystem, companies can  
take active measures to ensure that their business is 
secure and its operations are sustainable at a holistic 
and bilateral relationship level. 

WARRICK BEAVER
Managing director, customer and third 
party risk, Thomson Reuters

> For more information on exposing risks or 
opportunities within your supply chain, visit  
risk.thomsonreuters.com

A spokesperson from Allianz Global Corporate and 
Specialty notes: “While it is impractical for a company 
to audit and monitor each and every supplier in its 
entire supply chain at all levels, businesses should 
be able to manage their supply chain by working 
to identify key vulnerabilities and taking a risk 
management approach to ethical procurement.”

Professional procurement can play a major 
role in driving unethical practices out of the supply 
chain, according to the spokesperson. “Procurement 
professionals have critical influence over, and visibility 
of, supply chain decision-making, especially over 
what level of due diligence is done, how suppliers 
and tenders are evaluated and assessed, and in 
establishing business systems to deal with risk.” 

Technology and data management can also help 
companies decrease the risk of being caught up in a 
human rights scandal and the potentially devastating 
reputational and financial impacts that come with 
it, says Tiner. She recommends companies look to 
automate as much of their supply chain management 
as possible. “The worst thing I think people can 
do is go and hire an army of people,” she adds, 
pointing to the risk of human error and the long-term 
sustainability of this approach. 

Instead, she advocates having a single system of 
record for every supplier. “It sounds basic, but most of 
this is being managed through separate spreadsheets 
or through procurement systems.” 

Tiner’s second recommendation is to screen 
supplier information daily. 

“We advocate a continuous and ongoing 
monitoring process so that, at any point in time, 
should something change – a new profile comes in, 
or there’s a change to the status of an individual or 
company – you’re automatically alerted to that the 
same day; you’re not finding it out six months later 
and then exposing your business to that risk.

“Then for any good risk-managed vendor 
programme, you’d be looking at a certain refresh of 
vendors: how many do you have, are you looking to 
consolidate, do you understand, if a vendor fails, what 
the impact is on your business?”

She points out that the culture of an organisation 
plays a vital role. “It’s important that it’s not just the 
tone from the top, but that it is embedded into the 
life of the employees and that they buy in to that 
culturally,” she says. 

Key components include training programmes, 
bonuses for doing the right thing, and mechanisms to 
highlight good, as well as bad, behaviour.

“THE GLOBAL 
MARKET IS 
SHRINKING 
RAPIDLY AND 
RELATIONSHIPS 
ARE BECOMING 
MORE REMOTE 
AND FAR LESS 
PERSONAL. 
THAT MAKES 
IT EXTREMELY 
DIFFICULT FOR 
BUSINESSES 
TO MAINTAIN 
A CLOSE 
RELATIONSHIP 
WITH EVERY 
THIRD PARTY.”
Risk, ethics and 
compliance officer, 
Parsons Brinckerhoff 
Adam Hing

 In association with
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M
ore than 230 risk and insurance 
professionals converged on 
the InterContinental hotel in 
Singapore for the third annual 
Strategic Risk Forum. The event, 
which explored current and 

emerging trends in key risks affecting corporates 
across the Asia-Pacific region, was held on 17 May.

The day’s presentations and discussions covered 
topics such as reputation resilience, cyber risk 
threats and vulnerabilities, and the connectivity of 
supply chain risk.

StrategicRISK’s Asia-Pacific editor Jessica Reid 
started off the event by running through the top 10 
risks that emerged from the research for last year’s 
Asia Risk Report.

This was followed by the keynote presentation 
on strategic risk leadership by John Ludlow, senior 
adviser at Alvarez & Marsal, former global head of risk 
management at InterContinental Hotels Group and 
StrategicRISK’s European risk manager of the year 
2012 (see page 34). 

The morning’s second presentation, on the 
industrial Internet of Things (IoT), was conducted 
by Senthil Ramani, director at the Internet of Things 
Center for Excellence – a joint venture by Accenture 
and the Economic Development Board of Singapore. 

Ramani explained that the IoT could help with 
companies’ top-line agenda, both in relation to 
operational efficiency and to improve and safeguard 
their reputations and brands.

“It is not just about its relevance to the financial 
industry or insurance, but also to retail and in an 
industrial context,” he argued. 

“The Internet of Things is not just about the 
hardware, but what you can do with the data and 
how you can use that for your risk function.”

Ramani outlined the following key trends for risk 
managers when it comes to the IoT: 
•  The definition of the risk landscape has broadened 

and has become more complex and diverse; 
•  The workforce will become more liquid; 
•  Companies will need to create a digital identity; 
•  Insurers will want to pursue digital initiatives with 

partners outside insurance; and 
•  The increasing importance of ethics and security in 

addressing digital trust.
He suggested companies should build digital 

strategy, choose partners and staff carefully, create 
structural differences and revolutionise.

DEALING WITH DISRUPTION
The first panel discussion of the day focused on 
managing risk in competitive, connected and 
disruptive environments. As well as Ramani, the 
panel members were Roy Wilmoth, head of casualty, 
Asia-Pacific, AIG, and Gordon Song, head of risk and 
audit, Lazada Group.

Competition and 
connectivity bring 
the third Strategic  
Risk Forum to life

“THANK YOU FOR 
ORGANIZING SUCH 
A GREAT EVENT! 
IT WAS INDEED 
AN INSIGHTFUL, 
WELL PLANNED 
AND THOUGHT-
THROUGH EVENT” 
DKSH Management 
Stephanie Yip

Hundreds gathered in Singapore 
for a stimulating day of debate
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“I WAS VERY 
IMPRESSED WITH 
THE PROGRAMME, 
SET-UP AND THE 
DIFFERENTIATION 
THIS CONFERENCE 
HAD WITH THE 
TRADITIONAL 
SEMINARS” 
Head of Malaysia Airlines’ 
post-accident office 
Fuad Sharuji

“TRULY APPRECIATE 
THE KNOWLEDGE 
TRANSFERRING/ 
SHARING PLATFORM 
PROVIDED BY 
STRATEGICRISK. I’M 
PRETTY IMPRESSED 
WITH HOW THE 
Q&A SESSION 
BEING CONDUCTED 
- NOT IN THE 
TRADITIONAL WAYS. 
IMPRESSIVE!” 
Kamarulzaman  
Sheikh Ahmad

There was general agreement that the IoT was the 
technology/advancement likely to have the greatest 
impact on business in the next two years. It was also 
the top pick of about the half the audience, with 
increasing automation and robotics chosen by about 
one-third of those present. The remainder opted for 
artificial intelligence/virtual reality or 3D printing (see 
page 32). 

MH370 AND MH17
The midday session was a keenly anticipated case 
study on responding and recovering from a crisis by 
Fuad Sharuji, crisis director for MH370 and MH17 and 
head of the Malaysia Airlines post-accident office 
(see page 37).

Next on the agenda was a presentation about the 
connectivity of supply chain risk. The contention of 
Hassan Karim, head of proposition at Zurich, was 
that supply chain was one of the key risks facing 
businesses. “It is an important topic now, because 
we had a move to global sourcing, we have strategic 

suppliers – it is now more cost-effective to have one 
supplier rather than several – and we have moved to 
just-in-time manufacturing,” Karim said. “So if there 
is a disruption in that supply, it can really disrupt a 
manufacturing organisation.”

Karim outlined some of the findings of Zurich’s 
latest business continuity survey, which found the top 
three causes of supply chain disruption were IT and 
telecoms outage, cyber attack and adverse weather.

The survey also found that 72% of firms don’t have 
full visibility of their supply chains. “Some issues, 
like forced or child labour, often happen at lower-tier 
suppliers, which the company at the end of the supply 
chain might not be aware of,” Karim said. “But when 
this comes out in the media, it’s the big company that 
faces reputational damage, not the small supplier.”

To manage this risk, risk managers needed to know 
the physical location of their suppliers, Karim said. 
In the case of a natural catastrophe, for example, the 
back-up shouldn’t be located in the same area as the 
original supplier. “Different people/departments can 
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be looking at different aspects of the risk through 
a different lens. Connecting those silos in your 
business is therefore very important,” he added.

AFTERNOON DELIGHTS
After lunch, the room used for plenary sessions 
was split in two, as two panel discussions ran 
simultaneously. Christophe Durand, head of cyber 
strategy at Interpol, kicked off the first afternoon 
session with an overview of the latest cyber threats 
and vulnerabilities. He was then joined by David 
Siah, country manager, Singapore at Trend Micro, 
and Geetha Kanagasingam, vice president UK, 
Europe & APAC, group insurance and group risk at 
Barclays Bank, who discussed the challenges of 
developing a cyber risk management programme. 
They discussed how to identify and prioritise 
cyber risks, what some of the practical challenges 
of implementing a cyber risk programme might 
be, and how the insurance market could support 
corporates to manage and mitigate this risk.

In room two, people risk was on the agenda. 
The session began with a presentation by Syed 
Ali Abbas, former chief human resources officer at 
Telstra/Pacnet who set out a range of people risks 
that companies in Asia-Pacific face. 

Abbas was joined by Dhritiman Chakrabarti, 
managing director – rewards, talent and 
communication (Asia-Pacific) at Willis Towers 
Watson, Marc Breuil, regional president Asia at 
Berkshire Hathaway Specialty Insurance, and 
Roland Teo, risk manager at a Singapore healthcare 
group. Their discussion centred around how the risk 
and human resources functions should partner in 
strategic planning, what challenges companies were 
facing in delivering their workforce plan, and how 
corporates were attracting and retaining staff. 

The last debates of the day focused on crisis 
management and reputation risk. In room one, 
it was about responding to a crisis and building 
resilience. The panellists were Malaysia Airlines’ 
Fuad Sharuji, Paul Clarke, global head of change – 
risk and compliance at S&P, David Guest, Singapore 
country leader at XL Catlin, and Matthias Wieser, 
director at Control Risks. They discussed at what 
point an incident became a crisis, what a business 
should prioritise during a time of crisis, and what the 
risk manager’s role was during a crisis (see page 37).

Ahead of room two’s panel discussion on 
managing reputation risk, John Ludlow gave a 

230+
Risk and insurance professionals attended  
the third annual conference

8
Delegates travelled from eight countries 
to attend the forum, with risk managers 
hailing from Australia, Hong Kong, Indonesia, 
Malaysia, Philippines, Singapore, Thailand 
and the UK

1,107
Participants put forward views on important 
risk topics throughout the day, casting 1,107 
votes in live audience polls 

10
Targeted, informative sessions throughout 
the day focused on key risks such as people, 
reputation, crisis management, cyber and 
failure to innovate

20+
Expert speakers and panellists

224
Attendees used slido.com to ask questions 
of our speakers and panellists 

IN NUMBERS
“GREAT CHANCE 
TO NETWORK 
AND HEAR ABOUT 
TRENDS IN THE 
RISK MANAGEMENT 
SPACE” 
Telstra International  
Ben Carr

short presentation on reputation resilience. Brian 
West, global managing director, crisis and issues 
management at FleishmanHillard, and Leesa 
Soulodre, managing partner at RL Expert, then 
joined him to examine how companies could identify 
and prioritise reputation risk; the challenges of 
embedding reputation risk management into an 
organisation and business planning; and how to 
respond to a reputation event. 

Platinum sponsors were AIG and Zurich; gold 
sponsors were Berkshire Hathaway, Swiss Re, Willis 
Towers Watson and XL Catlin; and the silver sponsor 
was Aon. The event was supported by the Pan-Asia 
Risk & Insurance Management Association (PARIMA).
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Things ain’t what 
they used to be

The message from the experts is clear.  
The Internet of Things will change the world,  
and businesses overlook it at their peril

“THE BOARD AND 
THE CEOS HAVE 
TO REALISE THAT 
THEY’VE GOT TO  
DO SOMETHING 
ABOUT THE 
INTERNET OF 
THINGS NOW, 
BEFORE IT’S  
TOO LATE”
Director, Accenture 
Internet of Things  
Center of Excellence 
Senthil Ramani

T
he Internet of Things (IoT) is set to 
transform businesses in the next two 
years, with vast implications for the risk 
and insurance sector. 

But many companies in Asia-Pacific 
will fail to embrace the IoT, warned 

Accenture Internet of Things Center of Excellence 
director Senthil Ramani (pictured, right). 

“Since the year 2000, half of the Fortune 500 have 
disappeared. We predict this could happen again 
in the next 15 years if companies don’t act now to 
integrate the Internet of Things into their business,” 
he said. 

Speaking in Singapore at the Strategic Risk 
Forum on 17 May, Ramani discussed the 
key opportunities of the IoT, giving practical 
examples of mining, healthcare and consumer 
companies that have adopted IoT into their 
business models. 

Some 55% of the audience agreed that the 
IoT, above other new technologies, would have 
the greatest impact on their business in the next two 
years. Coming in second, with 27% of the votes, was 
increasing automation and robotics, while 12% of the 
audience chose artificial intelligence/virtual reality.

Joining Ramani on stage for a discussion 
about the risk management implications of new 
technologies was Lazada Group head of group risk 
and internal audit Gordon Song and AIG Asia-Pacific 
and Japan head of casualty Roy Wilmoth. 

One audience member asked the panel if  
new technology could lead to businesses become  
too automated. 

Song doesn’t believe so. 
“The real risk is being too complacent with the 

amount of automation that you have. Or, to put it 
another way, to put too much reliance on automation 
and take away that human judgement,” he said. 

“Therefore, the role of risk managers is not just 
to look at sensors and data, but also to add their 
judgement to that from their experience in a world 
without automation.” 
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“The industrial world is very diverse and complex 
and so you’ve got to have mechanisms for making 
sure the data you collect is meaningful. Whereas in 
the consumer world, it’s all about data transparency; 
it’s about how secure it is and how you create an 
ethics framework around that,” he said. 

New technologies are also challenging the 
insurance industry. 

AIG’s Wilmoth said: “Part of the problem with the 
insurance industry as a whole is we’ve tried to put 
product first, without always fully understanding 
clients’ risks. We need [clients] to actually engage 
with us and explain to us what’s really important to 
[them]. Without that, insurers can’t design the types 
of solutions that are needed.”

Indeed, 67% of the audience believed that 
insurance innovation would be led by clients, rather 
than insurers (17%) or brokers (6%). 

Wilmoth said AIG was working with universities, 
such as Clemson University in South Carolina, to 
build frameworks that will assist in quantifying the 
impacts of new technologies to more accurately 
price new technology risks.

“BY 2020, THE 
IMPACT OF THE IOT 
WILL BE ALMOST 
$15BN AND THAT’S 
ALMOST THE SAME 
SIZE AS THE US 
GDP. IT’S RELEVANT, 
IT’S HERE TO STAY, 
AND IT’S ONLY 
GOING TO IMPACT 
YOUR BUSINESS 
MORE AND MORE”
Head of casualty, AIG  
Roy Wilmoth

“AT THE END OF 
THE DAY, HUMAN 
JUDGEMENT 
WILL NEVER BE 
OVERTAKEN BY 
TECHNOLOGY, 
THEREFORE THE 
ROLE OF RISK 
MANAGERS WILL 
NEVER BE JUST 
DATA-CRUNCHERS”
Head of group risk  
and internal audit,  
Lazada Group 
Gordon Song

Ramani agreed. 
“The approach needs to be around automating 

some of the back-office functions first, which are easy 
to automate. You need to be very clear in your digital 
strategy and be smart about which parts of your 
business you automate,” he said. 

Key to that transformation will be the 
implementation of chief digital officers, the panel 
concluded. 

But only 75% of delegates at the event worked for 
firms that employed someone with that role. 

This needs to change, Ramani argued. 
“The role of the chief digital officer is becoming 

very critical. It’s starting to be talked about in Asia-
Pacific much more. It’s a difficult role, but there 
needs to be someone within the business that is 
accountable for the digital strategy. This individual 
needs to work with the various business functions, 
and it becomes an orchestration role,” he said. 

The panel was also asked how to balance 
collecting meaningful data and being intrusive. 

Ramani said the two most important elements of 
digital trust were security and ethics. 
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credibility and respect, Ludlow said. “No one is going to 
listen to you unless they respect you.”

He singled out the role of chief risk officer as “one 
of the toughest jobs I know”. 

“You need courage, you need to be able to 
communicate effectively, you need to be a guardian of 
standards and ethics, and you need humility,” he argued.

Ludlow said risk managers needed to become a 
“cultural leader” in their business. They should also 
recognise the rise of intangible assets, he said.

In a study of S&P 500 companies between 1975 and 
2009, the percentage of a company’s intangible assets 
rose from 17% to 81%.

This change, along with innovation and disruption, 
presented a “great opportunity” for risk managers: 
“Like every problem, it makes the risk manager more 
relevant. Risk managers should grasp this reality with 

‘Chief risk officer is the 
toughest job I know’

Keynote speaker John Ludlow 
outlined his vision for strategic 
risk leadership at the forum

T
he keynote speaker at the 2016 Strategic 
Risk Forum was John Ludlow, senior 
adviser, Alvarez & Marsal, former global 
head of risk management, InterContinental 
Hotels Group, and StrategicRISK’s European 
risk manager of the year 2012.

In his speech on strategic risk leadership, Ludlow 
argued that mature leadership was central to effective 
risk management. Leaders are all too often selfish, 
but mature leaders worried about stakeholders first. 
An effective risk leader needed superb executive 
leadership skills, he added.

“The risk manager needs to become a cultural 
leader in their business,” he said. “They need to be a 
champion and guardian of risk culture.”

A risk manager who reached out when things were 
going wrong and helped other leaders would build 
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both hands and embrace it.” He added: “It doesn’t 
matter if you’re a taxi company and you’ve got Uber 
coming in, or you’re a hotel company and you’ve got 
Airbnb coming in, most industries are facing some kind 
of disruption to their business models.

“Really it is where the chief risk officer is working 
with a company’s strategy teams to identify for boards 
the risks and opportunities in the business model, 
and in the wider ecosystem and economy where that 
business model resides.”

IN THE BOARDROOM
Ludlow said most risk managers were too embedded 
in the operational and tactical risks of a business.

“I don’t think risk managers are in the boardroom 
enough. They tend to talk to senior leadership teams 
and they come out with the risk registers and heat 
maps and have projects and plans to improve things, 
but that’s typically working with senior leaders in the 
business,” he said.

However, risk managers must move beyond this: 
“The operational control framework and making sure 
that the business is repeatable, reliable and resilient is 
absolutely vital. 

“But [risk managers’] true destiny surely lies in 
working with boards to help them understand how 
the business needs to adapt over the long term and 
what the company needs in terms of capabilities in 
the future so that it’s still resilient and successful and 
positioned well for that environment.”

Ludlow said as risk managers move from an 
operational to tactical to strategic risk focus, their 
perspective, audience and language needs to change.

“At an operational level, you’re focused on the front 
line and you’re talking about the physical realities of 
life. When you step up to the tactical world – the world 
of senior managers – the language is going to change 
and what you’re trying to achieve is going to change; 
it’s a much more commercial world and money is 
the currency here. At the board level, the audience 
is partners and investors, the focus is the business 
model and the currency is trust and reputation.”

When talking to the board, he added, “it’s important 
to understand that directors direct and managers 
manage. Guys in the business are making operational 
decisions, but the board are thinking strategically 
about things. They are thinking longer-term”.

He ended with a challenge: Are you ready to talk 
to the board about the business model? Will you 
champion better management of intangible capitals? 
Can you do this on your own?

The delgates’ verdict on the day

“I was very impressed with the  
event and quality of the content.” 
Hassan Karim, Zurich

“The topics are extremely relevant and very 
well thought through. Speakers invited were of 
different backgrounds and hence were able to 
provide different insights and dimensions of the 
‘issues’. The event picked up topics from surveys 
which made the event and content even more 
relevant. Great use of technology (Slido) to 
encourage participation. Very well done!” 
Gordon Song, Lazada Group

“Excellent event this year. The topics were all of 
deep interest, and highly relevant. I appreciated the 
diverse range of speakers, panellists from a varied 
background. The facilitators knew their stuff, and 
handled all sessions with true professionalism.”

“Practical and thought provoking.” 
Paul C G Gwee, ASEAN Bankers Association 

“Great forum presenting experienced speakers/
panellists sharing valuable information on 
a broader risk management platform. The 
opportunity to expand my networking with other 
attendees during break time was the most 
enjoyable part.” 
Mohd Fairuz Mohamed Kapi, Port of Tanjung Pelepas

“Speakers were knowledgeable and engaging. The 
keynote and various presentations were relevant 
and interesting.” 
Sean Wong, Singapore Institute of Technology

“Excellent event! I enjoyed it most when the 
speakers shared their real-life experience and what 
we can learn from them. This is especially so for M. 
Fuad Sharuji’s sharing. Really appreciate him.”
Genevieve Lim, Frasers Centrepoint

“Congratulations for improving the Strategic Risk 
Forum each year … You do not normally gain such 
sharing in any other platform.”
Tong Heng, Chee, GMG Global

WHAT THEY SAID
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We need to talk  
about reputation

The majority of delegates at the  
Strategic Risk Forum admitted they 
don’t really understand reputation risk

How confident are you that you 
understand your company’s 
reputation risk exposure?

Does your company quantify 
reputation risk?

10%   Very confident
37%  Somewhat confident
43%   Somewhat unsure
10%    Very unsure

 5%  Yes
77%  No 

Source: Strategic Risk Forum 2016
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Reputation risk is not well understood by corporates 
and their risk managers, and more education is 
needed if companies want to manage this risk well.

This was a key takeaway from a panel discussion 
on reputation risk at Strategic Risk Forum 2016.

Delegates at the 17 May event in Singapore were 
asked how well they understand their company’s 
reputation risk. Most (53%) admitted they don’t really 
understand it at all (see graph, below).

Even across Europe, the level of reputation risk 
management maturity is still developing, said RL 
Expert managing partner Leesa Soulodre. 

“In Asia, it really is an emerging competency among 
risk managers and while communication departments 
have been doing a lot of reactive reputation risk 
management work, looking after those stakeholder 
relationships, it’s only now that we’re seeing chief 
risk officers starting to take that on as part of their 
organisational responsibilities,” she added.

John Ludlow, senior adviser at Alvarez & Marsal, 
said people are starting to worry much more 

about stakeholders’ perspectives in the external 
environment, although the risk is typically still “stuck” 
in corporate communications: “They are worried about 
sentiment and they listen to what the media are saying 
rather than maybe doing the hard work of going round 
all the stakeholders and listening to them themselves.”  

Education is vital, the panel agreed. The chief risk 
officer and communication department need to speak 
each other’s language, added Soulodre. “Additionally, 
the board needs to understand their fiduciary duty 
around what they are legally liable for as an individual, 
not just as a company, and they need to understand 
what their risk exposures are and how they can play 
a more active role. After the financial crisis, we saw 
organisations like HSBC set up a multi-disciplinary 
cross-functional team, which consisted of board 
members and senior management, to really drive 
connectivity between their risk register, risk appetite 
and risk tolerance, and drive an ongoing conversation.”

Ludlow said that when considering the external 
stakeholders, risk managers should engage through 
the chairman and the non-execs, more so than the 
executives, because “ultimately it’s the board that is 
balancing the risk and reward”. 

He compared the situation to two horses pulling 
a chariot: one is strong and wants to go fast, and the 
other is moving carefully. “It’s the board who have that 
decision: how far and fast they drive the executives to 
achieve their results versus how they achieve them, 
so the non-execs and the chairmen have a real role 
here to be the careful horse. The CEO is going to be 
driving for all he’s worth towards his objectives, which 
are typically financial,” he explained. “The dynamics 
in the board are also really interesting. You have the 
non-execs who aren’t allowed to make operational 
decisions, they’re there to guide and to think, whereas 
the execs are making the decisions. There’s a real 
tension there and the non-execs typically have a big 
reputation themselves to protect, whereas the execs 
are there trying to make their reputation.” 

Brian West, global managing director, crisis 
and issues management at FleishmanHillard, said 
reputation risk increases as a business grows more 
established. “Companies that have been in business 
for a long time have built up a higher reputation and 
therefore audiences have higher expectations of them,” 
he said. “For newer companies, the expectations are 
not so high, so in effect they are not assessing what the 
vulnerabilities are and they continue to have problems. 
Uber is a good example of this, and they’re getting 
away with it because the expectation is lower.”
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One of the most keenly anticipated sessions at the 
Strategic Risk Forum was a first-hand case study on 
responding and recovering from a crisis by the head of 
Malaysia Airlines’ post-accident office, Fuad Sharuji.

The crisis director for MH370 and MH17 gave 
an overview of the two disasters, touching on the 
issues of crisis team structure and management, 
crisis communication and media handling, and the 
involvement of government and code-share partners.

“You cannot be prepared for every single 
conceivable scenario but you have to be prepared 
to react to any given situation”, he said. “We tried to 
respond to every single thing that we heard [about 
missing aircraft MH370] and every time we relayed 
that to the RCC – the rescue command centre – run by 
the government.” 

But it seems the communication was not two-way. 
“From the public’s perspective, they thought that 
there was a lot of cover-up and we were withholding 
information, which is actually not true because we 
also didn’t know,” Sharuji said.

“We also lost our friends and relatives on board the 
flight. We lost the aircraft, we lost our business, we lost 
our reputation; we lost a lot. So we also want to know 
where the aircraft is, we want to know why it happened. 
We want to know what went wrong, we want to know 
who is behind all of this. We are just like them.”

The certainty of what happened to MH17, shot 
down over Ukraine, made the second crisis “much 
easier” for Sharuji and his team to handle from a crisis 
management perspective. That, and the efficiencies of 
the Dutch government’s response plans.

Overall, Sharuji said he was “very happy” with how 
his emergency response teams reacted to both crises.

In the afternoon, he joined a panel debate on crisis 
management alongside XL Catlin Singapore country 
manager David Guest, S&P Global head of change – 
risk and compliance Paul Clarke, and Control Risks 
director Matthias Wieser.

During the session, the panellists discussed the 
importance of choosing the right people to make up 
a crisis management team. 

“You can have a person who walks like John 
Wayne and talks like Tom Cruise during peacetime, 

A good team to  
have in a crisis

After a case study by Malaysia Airlines’ 
Fuad Sharuji, panellists discussed the 
practicalities of crisis management

but during war he can become like Mr Bean,” Sharuji 
said. “That person must be very strong and very level-
headed, and very composed and calm even under 
extremely stressful conditions.”

Sharuji said he did not believe that a company’s 
chief executive should form part of the crisis 
management team (CMT), despite them playing a 
critical role during a crisis event. 

In a live audience poll, about three-quarters of the 
audience (76%) said the chief executive was part of 
their CMT. But, of those, almost one in five (18%) said 
they would prefer that the chief executive was not in 
that committee (see graph, above).

XL Catlin’s Guest said organisations should 
regularly reassess their crisis management and 
business continuity plans. “It might not be things 
that are right at the forefront of their minds now, but 
the risk management committee should be looking 
further down the line at what could cause a crisis for 
their company in the future, and consider things like 
black swan events,” he explained. 

Weiser agreed. 
He added that it was important for companies to 

differentiate between immediate crisis events such as 
the Malaysia Airlines disasters, and a lingering crisis 
where an issue can become more serious over time.

Would you prefer that the 
CEO was NOT in the crisis 
management team?

Should the word ‘crisis’ be 
replaced with something else?

18%  Yes
82%  No

20%  Yes
78%  No
 2%  Unsure 

Is your CEO part of the 
crisis management team?

76%  Yes
13%  No
 11%  Unsure 

CRISISCRISIS

“WE WANT TO 
KNOW WHAT  
WENT WRONG,  
WE WANT TO  
KNOW WHO IS 
BEHIND ALL  
OF THIS”
Head of Malaysia Airlines’ 
post-accident office 
Fuad Sharuji
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Some takeaway insights from Foresight 
and Strategy in the Asia Pacific Region, 
co-authored by Luke van der Laan

Risk in the Asia-Pacific region: 
opportunities in disguise?

A jittery Chinese economy, rising national debts, 
increased geopolitical tensions and significantly 
unequal distribution of wealth pose a risky  
outlook for businesses and governments in the  
Asia-Pacific region. 

Adding to the complexity of these converging 
forces are the everyday disruptions across all 
industries caused by new innovations and enabling 
technologies. Adding to this ‘risk brew’ is the 
nationalist populism in the US and a refugee crisis in 
Europe, which create a significantly more uncertain 
horizon for Asia-Pacific interests, both economically 
and socially.

Most leaders understand that risk needs to be 
monitored closely. Risks associated with cyber 
security, insider threat, reputation and compliance 
are on the increase. However, probably more critically, 
risks associated with competing new business 
models, disruptive technologies, access to markets 
and social cohesion and security issues arguably pose 
even greater threats. 

Reports, trend analyses, forecasts and 
commentaries are so widespread that the future is 
actually looking more complex, uncertain and, for 
many, not worth staking a claim on. Large business 
innovation, despite all the hype, remains stagnant. 
Government economic reform, despite the imperative 
for it, remains paralysed. 

A recent report (Pash, 2015) notes that 80% of 
Australia’s corporate cash wealth is retained in low-
risk investments. This illustrates the behaviour of a 
myopic and ‘closed’ system lacking strategic direction. 
These organisations ‘let change happen’ and allocate 
resources to ‘take the blows’. But as is often warned, 
‘one cannot reduce risk by simply letting the long-
term take care of itself’. Essentially, the Australian, and 
no doubt other large corporates, are allowing ‘lazy 
capital deliver lazy (if any) growth’.

The paradox is that corporate performance is 
largely dependent on business confidence, yet the 
behaviour of most corporates impacts negatively 
on the national confidence indices that drive the 
relative low-risk investment returns they are invested 

in. Rather than seeding longer-term growth and 
performance through exploring and exploiting future 
opportunities, leaders choose to be risk-averse 
and this stems largely from the traditions of risk 
management. The impact of this behaviour is to 
supress the innovative potential of the workforce 
and limit national government returns on public 
investment. 

The latest trend is to look to government-funded 
innovation initiatives and backing new start-ups. 
What the governments are not telling the enthusiastic 
entrepreneurs is that the rate of failure among 
start-ups in some nations exceeds 80%, raising an 
ethical issue at the expense of economic imperatives. 
To compound the insinuated exploitation of the 
entrepreneurial public, large corporates/private 
equities are now increasingly ‘backing’ start-ups as a 
low-risk/low-cost strategy to gain equity in innovation 
due to their own failure to generate it.

At least three decades of traditional risk 
management frameworks, leader obsession with 
short-term gains and expensive risk-averse risk advice 
has produced organisations that are strategically 
hamstrung, unable to innovate despite having 
talent and that ultimately do not have the flexibility 
to change. This is endemic in a world described by 
business thinker Gary Hamel as one where “change 
has changed” and the traditional foundations of 
management theory are being challenged.

Risk is fundamentally a strategic cue. It’s mostly 
a concealed critical decision point that can only be 
detected by employing foresight capabilities that are 
able to anticipate beyond the ‘flatlands’ of short-term 
outlooks. But businesses today seem obsessed with 
trying to identify imminent risk at all costs, rather than 
looking at a chain of causality and impact on strategic 
direction. This has resulted in the dominance of risk 
management (of most often obvious and recurring 
risks) at the expense of risk leadership. Not only 
does traditional risk management distract leaders 
from providing strategic direction, but it also often 
misdirects available strategic resource allocation. In 
short, businesses and governments are increasingly 

LUKE VAN DER LAAN
SENIOR LECTURER, 
UNIVERSITY 
OF SOUTHERN 
QUEENSLAND
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“LEADERS 
OBSESSIVELY TRY 
TO AVOID RISK OR 
SEEK TO MITIGATE 
THE IMPACT OF ALL 
RISK. NEITHER IS 
POSSIBLE”

typically exhibit expectations which are often cyclical. 
This most often lead to organisational responses 
where products become redundant quickly, 
innovation is stifled, employees become fatigued, 
networks shrink and the negative impact of change 
is exacerbated.

The paradoxes of the future have two significant 
consequences when not considered by leaders:

DISEMPOWERING OF AGENCY 
Risk demands unique thinking and a solutions-based 
attitude associated with organisational direction. If 
leaders seek to avoid risk at all costs, their resilience 
and ability to think strategically becomes limited. As 
risk is pervasive and inevitable, a strategic ‘memory’ of 
that risk has greater value than the all-out attempts to 
avoid it. Being future risk-averse is not only counter-
intuitive but is also proven to suppress the creativity 
and talent of employees.

EXPECTING THE EXPECTED 
Visions of THE future as an extension of the past is 
increasingly unlikely to occur. Change is discontinuous 
and subversive. It is manifested through risk and 
while mostly a threat, can also yield opportunities. Yet 
leaders promote the idea that the future is known and 
to be expected, often based on linear extensions of the 
present. This is most often the outcome of a design to 
create a following and is also, mostly unintentionally, 
dangerous. Therefore if whole organisations expect 
the expected, chances are that they will need to deal 
with unexpected consequences, often rendering a 
strategic direction defunct.

The key themes of foresight and strategy in the 
Asia-Pacific region explore the nature of risk and the 
importance of foresight and strategy as related to 
successfully navigating change. Key practical insights 
by leaders of industry illustrate how authenticity, 
purpose and futures-orientation are critical 
characteristics of leadership in the 21st century. It 
also suggests a practical guide to deliver the end-
to-end strategic process with new intuitive models. 
The nature of convergence and possible Asia-Pacific 
futures are presented, illustrating key emerging risks. 

Irrespective of the current economic performance 
of certain countries, Asia-Pacific is and will continue to 
be the long-term economic powerhouse of the world. 
Its stability and potential will also largely determine 
the global economic outlook. Consequently, to 
optimise stability and potential, foresight and 
strategic thinking by business and political leaders in 
the Asia-Pacific region is an imperative. 

Foresight and strategy in the Asia-Pacific region 
offers insights into the optimisation of economic 
potential and social cohesion enabled by leaders, 
which is crucial to the global economy and living 
standards. It highlights sound foresight, strategic 
thinking and innovation as the critical underpinnings 
of successful business, policy and governance, 
and explains how these essential elements can be 
integrated in practice. The book suggests that those 
who embrace this (and are one step ahead of change) 
do well. It also implies that those who don’t have 
these capabilities will fail.

What can modern organisations do and what capabilities should 
they have?

Purpose
Organisations should revisit and clearly articulate their 
purpose, which includes the extent to which they contribute to 
strengthening the social fabric of their markets.

Develop talent
Organisations should nurture talent in what is a talent-driven 
world. Authentic participation, wellbeing and agency should be 
defining characteristics of the employee experience.

Foresight
Organisations should recognise that change has changed. That 
the volume of potential disruptors will increase exponentially 
in more complex ways. Foresight capability is the hallmark of an 
enterprise of the future in navigating change.

Strategic thinking
Organisations should view risk as inevitable, subversive and 
something that cannot be bounded. Also that the greatest value 
of risk is to strategically leverage its effects to achieve a longer-
term strategic vision. In order to achieve this, leaders need to:
1.  Have integrity  

Be authentic, consultative and act with an honesty of purpose.
2.  Be futures-orientated  

Develop astute foresight capability based on participation and 
creativity.

3.  Imagine and communicate  
Develop an image of a preferable future with risks and clearly 
communicate this.

4.  Be strategic thinkers  
Balance creative (generate new ideas) and analytical (rational 
responses) dimensions of strategic thinking. Understand 
strategy as dynamic, complex and valuable.

5.  Collaborate  
Authentically enable collaboration and co-creation of value.

THE SECRETS OF 
STRATEGIC SUCCESS

paralysed by potential short-term risk.
The first paradox of the future is that the future 

is, by its very nature, risky. It is and has always been 
so. But, as we all know, the most dangerous risks are 
those that are very difficult to identify if at all. These 
are usually the system breaks and crises that severely 
disrupt human enterprise. Yet leaders obsessively try 
to avoid risk or seek to mitigate the impact of all risk. 
Neither is possible.

The second paradox of the future is that what 
has been predicted as the future becomes expected 
while the unexpected is more probable. Decisions, 
organisational structures and investment is often 
mobilised around patterns (and mistakes!) of the 
past, trends or projections all geared to avoid risk 
and maintain market share. This leads to the re-
enforcement of closed systems. Closed systems 
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HEADSPACE > WHAT’S INSIDE YOUR HEAD

Unforgettable lessons

What are you thinking right now?
With a succession of major risk events in the past 
year, together with some serious ongoing exceptional 
situations, there hangs a question of whether this is 
now the norm for which we need to adjust, or is it a ‘risk 
bubble’ that will reach its tipping point and normalise. 
Unfortunately, with the broad spread in the nature of 
risk, we currently see manifest around the world there’s 
limited correlation; pandemics, natural catastrophes, 
terrorism, corruption destabilising governments, etc, 
do not derive from common factors, so there’s neither 
a cause to the run of events, nor a trigger to end it. It’s 
all too easy, at least in my experience, to be distracted 
by the prevailing risk topics and take one’s eyes off the 
dormant and emerging issues. While we’re all responding 
to, or scenario-planning for, the many headline issues 
which are shaping our near-term strategies, we still have 
to keep honing our traditional controls and keep a 
watch on the horizon too.

What is your most treasured possession?
I can’t say that I have or crave particularly grand 
possessions, but I do treasure a couple of old classic 
motorcycles that were already old when I laid them up 
20 years ago after many hard miles. They are owed a 
re-restoration and, I will shamelessly admit, some 
fair weather-only outings to follow.

What’s your greatest achievement?
It’s said too often that when a firm is managing its 
risk well, no one notices, or the corollary that it takes 
a disaster to bring risk management to the fore. This is 
why it’s so important to apply risk-based approaches 
in projects and processes where impact is tangible 
– getting lessons learnt embedded into 
new projects, having ready and 
invoking a continuity plan 
when needed, bringing 
a sound argument to 
the board endorsing a 
new venture etc, each 
demonstrate the value risk 
management brings, and 
with it a greater sense of 
achievement. 

We spoke to David Hill, AET’s UK head of risk 
management, about classic motorbikes, his 
terrible memory for faces, Isambard Kingdom 
Brunel and keeping an eye on the horizon

What’s your most embarrassing moment?
I’m reasonably thick-skinned but do have a terrible 
memory for faces, which can result in some awkward 
moments. It’s a cruel condition, just as bad thinking I’ve 
met someone that I haven’t as forgetting a face. Appalling 
– it generally takes two meetings to commit to memory.

What makes you happy?
Family, particularly pride in my two children. Beyond this, 
I am a keen runner and swimmer and enter occasional 
triathlons and other competitions. I have a second and 
longstanding enthusiasm for fine food and wine. These 
seemingly opposing pastimes probably represent my 
most effective and pleasing hedging strategy so far. 

What makes you unhappy?
Meritless effort, ‘wheel-spinning’ old-style bureaucracy, 
futile or pointless conflict which impedes progress or 
drains value. 

Who is your greatest hero? 
It is impossible for me to be definitive on my single 
greatest hero, but I am awed by the achievements of the 

pioneers of the industrial age. So much is attributable 
to Isaac Newton, Robert Boyle and James Watt to 

name a few, but Isambard Kingdom Brunel 
demonstrated incredible practicality 

and innovation in design as well 
as leadership to get his concepts 

implemented.

What is your greatest fear?
Uncertainty – in the widest interpretation, not 
only the risk analyst’s perspective. If the threat 
is known and visible, it is generally possible to 
control or mitigate it, so I am basically saying 
the ‘unknown unknowns’. 

Tell us a secret?
I am a closet techie and would-be inventor, very 

much in a hobby capacity. To be honest, I will 
not be patenting or even publishing my latest 

automated chicken coop design. Ultimately, 
the main upside risk favours the fox! 

My original qualification 
and early career were in 
engineering, so these 
hobbies provide an 
outlet for my ‘inner 
engineer’.
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With new offerings such as Client Centric 
Analytics, smart partnerships, and investments 
in forward-thinking solutions like wearable 
devices for improved worker safety, 
AIG is helping clients embrace innovative 
technology and every new opportunity. 
To learn more, visit AIG.com/innovativetech

Insuring the impossible.Insuring the      possible.
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