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STRATEGIC 
RISK FORUM

F
ROM CYBER RISK TO REPUTATION   
management, sustainability to board 
engagement, the second annual Strategic 
Risk Asia Forum covered some of the key 
issues facing modern risk management. 

Held at the Four Seasons Hotel in  
Singapore in April, the conference was 
attended by almost 200 risk managers 
and insurance professionals from around  
Asia-Pacific. 

In an ambitious programme, delegates took part in a choice 
of 21 sessions, from intimate roundtable discussions to live 
presentations and panel debates. 

StrategicRISK European-based editor Mike Jones said that 
the event marked two years since the launch of StrategicRISK’s 
Asia-Pacific operations.

“We have had the good fortune to spend some considerable 
time meeting with risk managers, brokers and insurers in many 
countries across the Asia region and have been impressed by 
not only their thirst for knowledge but also their ceaseless desire 
to create or refine new and effective strategies,” Jones said. 

Malaysia, Hong Kong, China, Thailand, Vietnam, Australia, 
Indonesia, the Philippines, Japan and Singapore are just some 
of the regions that the team has visited over the past two years.

“Asia is the most dynamic region of the world and the outlook 
and attitude of its risk managers are a reflection of this and also 
the businesses for which they work,” Jones said.

“As risk never ends, nor does the need to know more. From 
our encounters so far with Asia’s risk professionals, it is apparent 
they have so much more knowledge they can share.”

Cyber and reputation risks
One of the key themes to emerge from the forum was how firms 
are dealing with external risks, particularly cyber and reputation. 

The latter of these topics was covered in the forum’s keynote 
presentation which was delivered by InterContinental Hotels 

Group director of corporate risk and reputation, greater China, 
Rudi Wertheim (see page 20). 

“Reputation is critical to business success and, in the future, 
the performance of corporate directors will be measured by 
reputation metrics and on feedback from stakeholders and  
customers,” Wertheim said. 

Delegates heard that one of the key threats to a firm’s  
reputation is cyber. 

“In our new connected age, bad news travels fast. Any brand 
damage can happen quickly and severely,” Wertheim said. 

This was made clear in the second presentation of the day  
by FireEye director of systems engineering Steve Ledzian (see  
page 21). 

The security firm expert conducted a live hack on stage  
at the event to demonstrate just how much the threat is  
“underestimated and un-addressed” by many firms.

Clearly when it comes to both cyber and reputation,  
innovation is needed to help firms mitigate their exposures. 

That was the key topic for the morning’s main panel debate 
that featured chief executives from some of the largest insurers 
and brokers in the region (see page 22). 

Panellist Keith Thomas, Zurich Global Corporate Asia-Pacific 
chief executive, said: “The only certainty is that innovation is 
needed in the areas of both reputation and cyber mitigation to 
stay ahead of the risk management curve.” 

AIG Asia-Pacific insurance chief executive Matt Harris 
agreed. He said his firm was investing in a science business unit 
and had appointed a chief science officer to lead the unit.

“Among the myriad of risks, the team is looking at threats 
associated with Big Data. The unit has 250 employees and this 
demonstrates how committed we are to innovation,” Harris said.

For the afternoon sessions the delegates chose from a series 
of ‘roundtable’ and ‘hot spot’ discussions that were moderated 
by industry experts and the StrategicRISK editorial team. 

Full highlights of all of the sessions are on the following 
pages and work is already underway for the 2016 event. SR

Singapore  
slings into action

The second annual Strategic Risk Asia Forum highlighted the key 
challenges risk managers in the region are facing
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KEYNOTE: REPUTATION RISK

STRATEGIC RISK FORUM 2015

R
EPUTATION IS CRITICAL TO BUSINESS 
success and, in the future, the performance 
of corporate directors will be measured by 
reputation metrics and on feedback from 
stakeholders and customers.”

This was the stern message from Rudi Wertheim for delegates 
in his opening presentation at the Strategic Risk Asia Forum 2015. 

Wertheim, the director of corporate risk and reputation, 
greater China, for InterContinental Hotels Group (IHG), gave 
an enlightening presentation to open the event on the changing 
nature of managing a brand and its reputational risk. 

Reputation is an area of risk management in which IHG takes 
very seriously. The group has nearly 5,000 hotels within its 
remit, operates in nearly 100 countries and territories and has 
some 161 million guest nights per year. Together this opens IHG 
up to more exposures than many firms to potential reputation 
damage (see the full interview with Wertheim on page 12). 

“The risk environment that we operate in can be difficult to 
predict and is rapidly changing,” Wertheim said. “There are 
many risks that could impact the group’s brands and reputation 
and, therefore, IHG is placing particular emphasis on developing 
its reputation risk management capability and strengthening its 
culture in doing business responsibly.”

IHG is not alone. 
According to a Reputation Leaders Study by the Reputation 

Institute, 63% of risk managers expect reputation management 
to be a higher priority for their company in the next two to three 
years and 79% agree that businesses today are competing in a 
‘reputation’ economy.

For 56% of risk managers in the study, the issue is rated as a 
‘high priority’ to the board of directors – a figure than more than 
doubled from the previous year. 

Delegates heard that a key reason that reputational damage 
has risen up the boardroom agenda is that almost all roads lead 
to brand risk. Supply chain interruptions, corporate social 
responsibility, media events, natural disasters, bribery and cor-
ruption all have the potential to impact a brand’s reputation.

And in a hyper-connected age, bad news travels fast. Any 
brand damage can happen quickly and severely.

So what does that mean for risk managers today?
Wertheim said there will be an increasing need to measure and 

quantify the value of a firm’s reputation. He said: “Reputation risk 
may no longer be intangible and unquantifiable.”

Indeed, IHG and the Reputation Institute are pioneering a 
solution to measure the damage arising from their reputation 

Reputation no longer an ‘intangible’ 
and ‘unquantifiable’ risk

Boards across the globe are increasingly interested in measuring 
their performance in the ‘reputation’ economy

Top tips for risk managers:
●  Work across your business – raise awareness, educate, collaborate 

with others, particularly communications, the brand team and 
strategy

●  Develop the risk culture of the business – make people more aware 
of stakeholders and how they see the business

●  Monitor stakeholders – particularly the media and the economic 
stakeholders for early warning signs

●  Understand the brand ‘shadow’ – the difference between how you 
see your business and how the public see it – close the gap!

●  Benchmark with competitors and learn from the best
●  Plan and prepare for a reputation crisis!

risk. Now in its pilot stages, the solution aims to benchmark the 
group’s current reputational standing among stakeholders, 
identify areas of weakness and implement strategies to mitigate 
its reputational risk. 

Wertheim said that keeping on top of emerging threats is  
crucial to managing reputation risk. 

“I want risk owners to focus on emerging risks – the threats 
that are coming up that could hurt the company,” he said.

He also highlighted three key issues that were potential  
roadblocks to effectively managing a firm’s reputation. These 
included: companies that did not have a structured process for 
getting ‘reputation thinking’ implemented into their business 
planning; companies that were not leveraging the knowledge 
they have to be relevant to each stakeholder group; and internal 
silos which prevented cross functional collaboration. SR

‘I want risk owners to focus 
on emerging risks – the 
threats that are coming up 
that could hurt the 
company and its reputation’

 
Rudi Wertheim, 
InterContinental Hotels Group
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C
YBER RISK IS WIDELY MISUNDERSTOOD IN ASIA, 
despite being a bigger problem in the region compared 
to the rest of the world. 

This was one of the key takeaways of the second  
keynote presentation at the forum, conducted by  

FireEye Asia director of system engineering Steve Ledzian.
In a presentation titled ‘Underestimated, un-addressed: Cyber risk’, 

Ledzian told delegates that 96% of organisations have been breached, 
despite more than $30bn being spent globally on cyber security. 

In Asia alone, attacks on firms have increased by 40% in six months, 
with Hong Kong being the hardest hit. The Asia-Pacific region as a 
whole was also above the global average, with 37% of firms in the 
region having suffered a targeted cyber attack in the six months to 
December 2014, compared to a global average of 27%.

“Organisations in Asia are very interesting targets,” Ledzian said. 
“There is a lot going on in this region which makes organisations very 
valuable for attacks.”

To demonstrate the ease with which hackers are now breaking into 
systems, Ledzian conducted a live hack during his presentation. 

In it, the ‘attacker’ tricks someone in an organisation to open  
an email attachment that unknowingly encrypts the firm’s server. In 
Ledzian’s case, the ‘attacker’ sent an application for a job advertised by 
the organisation and installed malware into the attached PDF resume. 
The malware then infected the machine and gave Ledzian full control 
over the victim’s machine.

“It is not a matter of if you will get breached, it is a matter of when,” 
Ledzian said. “So if the breach is inevitable, you need to find some way 
to address the business impact.”

Malware is not enough
Ledzian said there is a great deal of misconception around IT security.

“Different people have different levels of understanding around 
cyber risk,” he said. “People think the focus of a cyber-security 

programme should be finding malware, finding the attack tools; that is 
fundamentally not sufficient.

“The real threat is finding the attacker who is coming after you. 
This is because the attacker will use any tool they are able to utilise to 
gain access to what they are after.”

In other words, it’s the person behind the attack that companies 
must get to know and understand, not just the malware they are using.

Another cyber risk misconception that Ledzian highlighted is the 
idea that organisations can train their employees to identify malicious 
emails and documents.

“That’s not true,” he said. “Even well-trained security professionals 
will have a hard time spotting the difference between legitimate emails 
and well crafted, targeted, malicious emails.

“While breaches are inevitable, if your security practice is focused 
beyond just prevention, and doing detection and analysis when pre-
vention fails, you can still minimise or even negate the impact of that 
breach. While the breach itself may be inevitable, the consequence of 
that breach can still be avoided if your security organisation is looking 
for the right things.”

Boardroom engagement 
Ledzian said executive leaders were beginning to take more responsibility 
for cyber risk, but it was still a slow process.

He said the idea of “cyber resilience” should be a boardroom priority. 
In other words, not aiming to prevent all attacks, but working out how to 
respond when the breaches occur.

“Cyber security is not something which can be relegated to a back-
office function,” he said. “It requires the oversight of the board and the 
attention of the senior management.

Ledzian suggested that organisations consider using a combination 
of cyber security strategies including response readiness assessments, 
security programme transformations and incident response and  
malware analysis training. SR

Underestimated,  
un-addressed: Cyber risk

Some 96% of organisations have suffered a 
cyber breach but malware is not the answer

$30b 
annual spend on 

cyber security

$3.5m
the average cost of a 

breach

96% 
of organisations 

have suffered a cyber 
breach

205 
the number of days, 
on average, to detect 

a breach

69% 
of those companies 

that have been 
breached learn about 

it fro a third party

BIG NUMBERS Source: 
FireEye
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 THE PANEL

Q1. What does innovation mean to you? 
To open the discussion, the panellists were asked to give their 
definition of innovation in insurance. 

World Bank Group’s Mumenthaler said: “Innovation and risk 
management go hand in hand because everyone that innovates 
takes a risk.” He added that there was a need to closer align 
clients’ risks with the solution that is brought to the table. “Too 
often I see a mismatch between an exposure 
that exists and the product that the insurer is 
bringing to the table,” he said. 

Marsh’s Ure agreed. He said: “The world of risk 
is changing dramatically. For instance, the risks 
that we spoke about this morning - reputation 
and cyber - were not threats the industry was 
talking about five years ago. Insurers and 
businesses need to find creative and innovative 
solutions to today’s complex risks.”

But AIG’s Harris said insurers needed to 
“conduct thorough research to identify whether 
there is a genuine need to create a new product 
and that insurers are not ‘innovating’ for the 
sake of innovating”.

Swiss Re’s Kleiterp agreed. He said there were two elements 
to innovation: “Innovation should make things possible that 
weren’t possible before, or it should make an existing product 
or solution better.” 

In the opening panel discussion, six industry experts were asked to give  
their views on innovation in the region... and they didn’t always agree

The debate: Innovation  
in risk management  
and risk financing

MATT HARRIS 
AIG Asia-Pacific 
insurance chief 

executive 

KEITH THOMAS 
Zurich Global  

Corporate Asia-Pacific 
chief executive

DOUGLAS URE
Marsh Risk Consulting 

practice leader 

JAN P  
MUMENTHALER 

International Finance 
Corporation - World 

Bank Group principal 
insurance officer

ROBIN JOHNSON
XL Catlin country 
head, Singapore  

and Labuan

FRED KLEITERP 
Swiss Re Corporate 
Solutions head of  

Asia-Pacific

2. How can the industry improve its 
innovation?
There is a long way to go to improve the sharing of information 
between the insurer and the customer, Zurich’s Thomas said. 

“This information could be about such issues as 
concentration of risk or the extent of supply chain risk,  
for example. 

“It is all about building tools to help 
customers understand what their risks are and 
how they’re moving.” Thomas said the big 
challenge is that insurers often get very 
different answers from different levels of an 
organisation, so tools are required to facilitate 
better awareness and communication of a firm’s 
overall strategic direction.

XL’s Johnson said any innovation needed to 
add value for both customers and the insurance 
company. What risk managers don’t always see, 
he said, is how internal innovation is driving 
down costs for them – that is, making risk 
cheaper to transfer.

Harris said AIG was investing in a science business unit and 
had appointed a chief science officer to lead this unit. “Among 
the myriad of risks, the team is looking at threats associated 
with Big Data. The unit has 250 employees and this 
demonstrates how committed we are to innovation,” he said.

‘Innovation and 
risk management 
go hand in hand; 
everyone that 
innovates takes  
a risk’ 
Jan P Mumenthaler 
World Bank Group
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Joining a board of directors is rightly viewed as an 
honour and privilege, but it also exposes directors to 
uncertain personal liabilities. The risks directors face 
are changing and, in many cases, arguably increasing. 
What may have seemed appropriate and adequate 
previously may no longer be so in a post-financial 
crisis world where some types of litigation are 
becoming more frequent. 

Here are some fundamental questions for directors to 
ask about directors’ and officers’ (D&O) insurance:

01 What are my expectations from my corporation  
in terms of assisting me should I be named  

in litigation?

02Will my corporation extend payment to costs of 
litigation or will I have to pay costs and then  

seek reimbursement?

03 If my corporation chooses not to pay my costs, or 
if my corporation is financially impaired such that 

it cannot pay my costs, will my corporation purchase a 
policy for me for my potential personal liabilities?

04Has my corporation purchased a D&O insurance 
policy for me? 

05 If yes, what are the limits purchased and how 
were they determined to be adequate for me?

06Will I be given the opportunity to review the 
protections and to seek independent advice  

about it?

07 Is the policy’s limit of liability purchased to cover 
my personal management liabilities shared with 

any corporation liability protection?

08Are there special policy conditions needed in 
order to ensure the insurance operates as 

expected in respect of claims in the corporation’s and its 
subsidiaries’ places of incorporation? 

09 Given developments in the insurance products 
available, and constant legal changes relating to 

liability and indemnification, has there been a 
substantive review of the protections provided by the 
corporation in the past five years?

10 Does the D&O insurer insuring your management 
liabilities have a proven track record of insuring 

and servicing multinational D&O insurance programmes? 

THOUGHT 
LEADERSHIP

Ten critical questions directors should 
ask about D&O insurance in Asia

STANLEY WONG
Regional head of financial lines
ACE Asia-Pacific

 Read more : www.acegroup.com/hk-en/assets/structuring-
multinational-insurance-programmes.pdf 

Q3. How should firms be addressing the growing risk 
posed by cyber and new technologies? 
Much of the day’s discussions centred on the challenges of managing new 
risks that are posed by cyber and an increasingly interconnected world. 

And the panel all expressed varying levels of concerns around the best 
ways to mitigate such risks. 

Marsh’s Ure said the problem often stemmed from a lack of 
understanding. 

“A lot of organisations do not their understand cyber risk exposure. So a 
lot of businesses will jump on insurers and say, ‘Insurance does not cover the 
risk and the solutions cost too much’. But when you ask risk managers to 
describe their risk profile, financial risk and provide us with data, their faces 
go blank,” he said. 

XL’s Johnson added that it was time for the industry to stop referring to 
cyber as an “emerging” risk. 

“It has been very well known for more than a decade,” he said, adding 
that most large companies in the US and Europe now buy cyber risk policies 
as a matter of course, but in Asia, very few companies purchased such 
policies at present.

Q4. How does the risk management role need to change to 
keep ahead of emerging risks?
All panellists agreed that the conversation around risk is evolving. 

“In the past a lot of the risk discussion was focused on how companies 
can control internal risks, but now we focusing on external risks – the types 
of risks that are difficult for companies to manage,” Ure said. 

“But the risk conversation can evolve further. Businesses and risk 
managers need to consider their risk management objectives so that they 
are not focused on reducing the cost of insurance premiums but how they 
can respond effectively to a risk as soon as it unfolds.”

Zurich’s Thomas said a more strategic approach to the management of 
risk could result in a win-win for both insurer and insured, with lower losses 
needing to be covered by the insurer and the insured becoming more 
resilient and competitive in their market. The insurance industry needs to 
get better at promoting that element of their business, he said.

Harris added that it was important for enterprise risk management (ERM) 
to be embedded within a company’s culture. 

“Directors need to understand the risk and communicate ERM so that this 
[knowledge] is cascaded down the business,” he said.  SR
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ROUNDTABLES

RISK MANAGEMENT AND SUSTAINABILITY 
Moderated by: Ayala Corporation head of group risk management and sustainability Victoria Tan
Key takeaways:
●  Delegates were keen to define ‘sustainability risk’ and learn about the best way to make it part of a firm’s 

general corporate social responsibility (CSR) programme. 
●  Sustainability was defined as taking care of the three ‘Ps’ in an organisation for the long term: people, planet 

and profit. “Get the first two right and the third will come,” one delegate said. “Sustainability threats are real 
and must now be considered as part of a firm’s culture”. 

●  CSR and sustainability are much more important for young people today so both areas must be addressed by 
firms if they want to attract the right staff, delegates said.

●  Brand enhancement is the key outcome of proactively managing a firm’s sustainability risk. Firms are now 
getting investment purely because of their sustainability reputation.

Sustainability gives risk managers the opportunity to change the perception that risk is a ‘negative’ thing for a 
firm. They can use it to move on from a ‘compliance-only’ strategy. 

MANAGING SUPPLY CHAIN RISK 
Moderated by: Swiss Re Corporate Solutions head strategic solutions Asia-Pacific Didier Bélot
Key takeaways :
●  The concentration of risk and complexity of the supply chain are central to this issue. For example, it is 

problematic if a company only has a single source of supply or a dual source on a single site.
●  When sourcing from ‘immature economies’ (for example, fresh food for the hospitality industry), the 

maintenance of standards and reliability of supply can be extremely challenging.
●  Adverse weather and natural catastrophes are major causes of supply chain disruption. A company might be 

robust, but its supply chain could be the weak link that should be tested.
●  The insurance industry should be much more involved in providing alternative methods of supply chain risk 

transfer or risk financing. This would mean lower losses needing to be covered by the insurer and the 
company becoming more resilient and competitive.

●  Companies need to look at the possibility of altering their traditional supply chains to make them more 
resilient, flexible and innovative.

On the afternoon of the Strategic Risk Asia Forum, delegates attended a series of 
workshops, roundtables and hotspot discussion groups. Each session was 

moderated by an industry professional and designed to encourage the open 
sharing of ideas and experiences among risk management peers. All sessions were 

held under Chatham House Rule but there were some key highlights in the 
afternoon which are summarised here. 

Around the roundtable
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DEALING WITH A CRISIS
Moderated by: ACE Asia-Pacific property claims manager Mathew Hessian
Key takeaways:
●  The top risks that can trigger crises include supply chain disruption, natural catastrophes, fire, regulatory 

change, cyber attack, reputational damage, market stagnation, increased competition, financial crimes, 
industrial threats and disclosure issues.

●  Insurers need to be able to help customers deal with challenges such as delays in contracts and responding to 
riots, as well as being willing and able to release money early to get the business back on track quickly.

●  Knowledge loss is an underrated problem in the crisis management arena, with high employee churn a major 
contributing factor.

●  Risk transfer is one way of mitigating the potential impact of a crisis, but nothing beats planning and 
preparation. It’s worth asking not only how a firm should deal with a crisis itself but also how it should plan 
for the subsequent recovery.

●  Crises come in all shapes and sizes, but it’s always about speed and efficacy when responding to disasters.

MANAGING POLITICAL RISK
Moderated by: XL Group regional manager - Asia-Pacific, political risk and trade credit Mark Houghton
Key takeaways:
●  Geopolitical risk is a large and growing issue, impacting everything from supply chains to cyber security. 

Environmental risks such as water scarcity are already impacting on food security, social cohesion and  
regional harmony.

●  Some of the best business opportunities in the Asia-Pacific region require firms to venture into jurisdictions 
that have a higher likelihood of political instability and violence. This is where political risk insurance can  
be useful.

●  The political conditions in India, China and Singapore are of particular interest to businesses around the globe.
●  Political risk needs to be considered more widely in daily operations, and analysed as a business risk for 

investment and trading decisions.
● All delegates said they had experience with political risk events that caused disruption or loss to an 
organisation, but not all delegates had made changes based on lessons learned from such events.

INSURANCE BUYING STRATEGIES
Moderated by: Shangri-La International Hotel Management vice president, finance and purchasing Parikshit  
Sen Gupta
Key takeaways:
●  The key considerations when selecting an insurance partner remain price of cover and quality of cover. “My main 

challenge is identifying what is the right price for the cover I need,” one delegate said. Delegates also discussed 
the importance of identifying the total cost of risk, rather than just the cost of an insurance premium. 

●  Insurance buyers would rather go to one capacity provider to purchase all of their insurance, but this is not 
always possible as capacity for certain lines is limited.

●  Benchmarking is a good way to sense check that firms are in line with peers, but delegates asked whether 
there was a better way to determine deductibles than benchmarking. 

●  Improving transparency of a premium was also raised an issue. If you’re a large buyer, you should ask for 
visibility of the rate, delegates agreed.

●  There was a suggestion that terrorism cover might be absorbed back into property policies in some countries. 

ENGAGEMENT WITH THE BOARD
Moderated by: Sterling Risk Solutions chief operating officer Zalina Jaflus
Key takeaways:
●  Many boards still don’t understand the difference between a risk audit and risk management and need to be 

educated on the difference. Most boards are more interested in risk audits because it is the most tangible 
element of risk management. 

●  The absence of a chief risk officer in the c-suite of many companies is a major problem.
●  Often too much power is given to the chief financial officer in making risk-management based decisions.
●  Risk managers must be highly skilled communicators in their dealings with the board. While their engagement 

with the board is often done through reports, they must understand the needs and drivers of each board 
member so they can present the most important information to them in a way they will understand. 

●  Often boards require risk management reports to be validated by an independent consultancy, which 
frustrates many risk managers due to the duplicity of work.
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SPONSORS’ WORD

2021

2019

2017

Driven by the rise of connected objects, the latest industry 
revolution is the ‘Internet of Things’ (IoT). A decade ago there 
were about 500 million devices connected to the internet. 
Today, there are 10 to 20 billion. By 2020, it is estimated that 
there could be 40 to 50 billion, including everything from cups 
and pens to homes, cars and industrial equipment. 

While some business are realising the potential of IoT, 
concerns over privacy, cybersecurity, property and products 
liability will quickly become just as robust as the opportunities 
IoT presents. Businesses cannot afford to invest in their IoT 
systems without first understanding the major risks inherent in 
any system that is connected to the internet. 

The rise of IoT creates a massive influx of data — an area 
which has consumed the focus of the insurance industry. 
Insurers are best placed to analyse this data and extract 
meaningful and actionable insights which could make our 
world a safer and more productive place.

Rapid changes in technology and the proliferation of social 
media tools have changed how we conduct business and 
interact with our clients. How a company manages 
communications with key stakeholders is critical for its brand 
and reputation, and this will continue to be an increasing 
challenge for companies, and especially so for the industry and 
market leaders.

In recent years, across Asia-Pacific we have seen food and 
beverage companies, airlines, motor manufacturers and even 
insurers faced with the challenge of responding to a crisis, a 
recall, a disaster or a loss of data. Their performances in 
management and mitigation have varied enormously, with 
outcomes determined by the level of resources put into risk 
measurement and contingency planning. XL Catlin is not 
immune to this attention either. As we joined operations, our 
priority was to present an integrated underwriting team across 
the world and enable trading on day one without impacting 
our broker or client service levels.

We asked our event sponsors what the 
biggest challenges and issues will be for the 
industry in the next 12 months. Cyber, 
connected objects and increased 
competition were all on the horizon

Future focus

SCOTT SPAVEN

Head of client and broker  
engagement, SE Asia, AIG  
Asia Pacific Insurance

MARK NEWMAN

Head of Asia and deputy chief  
executive Asia-Pacific Insurance,  
XL Catlin

2022

2020

2018

2016
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It is very difficult to pinpoint the biggest one issue for the 
industry or clients. We operate in a world with complex risk 
issues and the challenges can be very different, depending on 
individual exposures and geographical presence. 

The World Economic Forum Global Risks Report, for the 
first time in 2015, discussed near-term risk issues over the next 
18 months compared to longer-term risk issues over a 10-year 
time horizon. In the near-term inter-state conflicts ranked 
highest and there were also concerns with terrorism, state 
collapse, as well as cyber risk – which was both short-term and 
longer-term concern. In the top 10 was also a rapid and 
massive spread of infectious diseases which is obviously high 
on the risk agenda with Ebola and the recent outbreak of 
Middle East Respiratory Syndrome in South Korea. Such 
events cannot be prevented, but organisations can put in place 
processes and responses to make them more resilient.

As Asia continues to be the world’s top recipient of foreign 
direct investment (FDI) – accounting for nearly 30% of global 
FDI inflows – the biggest challenge for clients in Asia is 
increased competition brought about by globalisation.

This is supported by the findings of Aon’s 2015 Global Risk 
Management survey, where more than 1,400 risk decision 
makers consider increasing competition as the fourth highest 
risk facing their organisation. Among Asian firms that were 
surveyed, the risk is rated as number one and by 2018, the risk 
is projected to top the list globally. Reported readiness for 
increasing competition dropped from 65% in 2013 to 49% in 
2015. Additionally, about 49% of respondents to the survey 
have indicated a loss of income due to this risk in the past  
12 months.

While larger businesses may be able to fend off higher 
amounts of competition better than smaller ones with limited 
resources, all organisations, regardless of size, see competition 
as a priority risk.

One of the key challenges every industry faces, in almost every 
market, is the rapid pace of change. Today’s risk landscape is 
changing faster than ever before due to new economic,  
technological, socio-political, regulatory and environmental 
developments, growing interdependencies, evolving liability and 
regulatory regimes, strengthening stakeholder expectations and 
shifting risk perceptions. This gives rise to emerging risks.

The Swiss Re SONAR report presents insights on 21 emerging 
risk topics, drawing on all areas of insurance. Many topics could 
have cascading effects across areas and lines of business. This 
year’s report identifies four emerging risks with the highest 
potential impact: de-globalisation; super natural catastrophes; 
the ‘great monetary experiment’; and the challenge of the 
‘Internet of Things’.

The earlier the industry starts adapting to emerging risks, the 
better prepared it will be for future exposures and opportunities. 
There is no silver bullet that will work in all cases, but sharing 
knowledge is a good first step to prepare for what might lie ahead.

Cyber risk continues to be a substantial and growing issue in 
Asia. There are more and more businesses that are increasingly 
interconnected. There are a lot of aspects which companies 
need to focus on inhouse, such as, what are they doing in terms 
of response plans when using an internet and digital-based 
supply chain? This should all be a boardroom-level discussion.

Taking a very broad-brush view, as markets are different in 
Asia’s various countries, the challenge the region confronts is 
that much of the cyber risk process is viewed as a cost issue. 
However, if you do cyber risk management and resilience in 
the right way it creates a competitive advantage.

In terms of the awareness of cyber risk in Asia, there are 
two camps: there are some companies that are paranoid and 
acutely aware and others that are much less risk aware and 
concerned about cyber risk, believing cyber risk is an ‘issue for 
someone else’.
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