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What with Brexit, ‘The Donald’ and events 
closer to home, political risk looms large. 
At times like this, a scientific approach 
shows the real value of risk management

When logic should 
trump emotion 

R
isk professionals are increasingly being 
asked by their boards to scan the 
horizon for emerging risks. But if 2016 
has taught us anything, it’s that for 
many risks, sometimes you’d be better 
off peering into a crystal ball to see 

what the future might hold. 
At the start of the year, not many could have 

predicted that Britain would vote to leave the 
European Union, that TV personality Donald Trump 
would become the world’s most powerful politician 
as America’s new president-elect, or that hundreds 
of government leaders across the world would be 
exposed in the unprecedented release of financial 
documents known as the Panama Papers. 

Closer to home, the Philippines elected a new 
president in Rodrigo Duterte; the war for territory in 
the South China Sea continues; and China’s president 
Xi Jinping had his status elevated to the communist 
party’s ‘core’ leader – a powerful title handed out 
only three times before. 

But looking at the most recent, and arguably 
the largest global event of the year to date – the US 
elections – many questions are being raised as to 
what this means for business and for foreign trade 
around the world. Unlike Clinton, Trump did not 
comprehensively outline his domestic and foreign 
policies. As such, there is considerable uncertainty 
about which policies he will pursue in office and how 
aggressively he will do so. So, what does that mean for 
businesses in Asia-Pacific? 

Many commentators believe the US will pull back 
from its ties to Asia as the administration pursues a 
more nationalistic, transactional foreign policy. That 
could see regional countries in Asia strengthen ties 
with China, reflecting both underlying geopolitical 
realities and uncertainty about US commitments. But 
many of those same commentators were the ones 
predicting a landslide win for the Democrats… 

Safe to say, whichever direction the world’s biggest 
economy takes, 2016 has been a time of massive 
geopolitical upheaval and unrest, and businesses in 
Asia-Pacific will be affected – though to what extent is 
anyone’s guess. 

Against this backdrop, it should be no surprise, 
then, that political risk entered the top 10 risks for 
the first time ever this year in the StrategicRISK Asia 
Risk Report. What’s interesting is that our survey 
of Asia-Pacific risk and insurance managers was 
taken between August and October – after Brexit, but 
before the US elections. One can only imagine where 
political risk, FX risk or regulatory risk would have 
fallen had the survey been taken after Trump’s victory 
had been announced. 

To me, this highlights the importance of perception 
versus reality when it comes to assessing risks. Is the 
risk of terrorism, for example, more likely to affect 
your business today than 12 months ago, or has the 
‘CNN effect’ taken hold and heightened senior leaders’ 
awareness or fear of an event taking place? 

While no one can dispute that risk management 
is a balance of art and science, when risks are more 
emotive in nature, it is surely the science that should 
prevail when making strategic business decisions. 
And this is precisely where risk management can 
demonstrate its worth. Risk managers’ true destiny 
surely lies in being embedded with strategy to help 
executives make decisions. As one chief risk officer 
said to me this year: “Helping people consciously 
choose to take risks is good because it means 
that they’re doing it utterly informed.” And in the 
uncertainty of the future, making risk-informed 
business decisions will become ever more important. 

From the entire StrategicRISK team, I hope 2016 
has been a great year for you. We look forward to 
seeing you again around the region next year. 

EMAIL > jessica.reid@nqsm.com
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Ripped from the headlines 
– this year’s major concerns

RISK AV.
Economic conditions 3.40

Increased competition 3.22

Targeted cyber attack  
(internal and external)

3.18

Attracting and retaining  
talented workforce

3.15

Damage to company  
reputation/brand

3.14

Failure to innovate 3.13

Political risk 2.98

Tightening and changing regulation 2.96

Failure of critical IT systems 2.94

Contractual risk 2.81

Currency/FX risk 2.77

Non-malicious loss of  
critical/customer data

2.76

Price of materials/commodities 2.73

Natural catastrophe 2.70

Terrorist attack 2.69

Supply chain risk 2.65

Fraud and corruption 2.64

Availability of credit 2.54

Fire or damage to property 2.54

Man-made disaster 2.50

Injury to workers 2.47

Interest rate risk 2.42

Pandemic 2.41

Ageing workforce 2.38

Environmental risk 2.36

M&A 2.35

Climate change 2.31

Theft/protection of IP 2.30

Executive/directors liability 2.27

Social unrest 2.20

Product defect/recall 2.12

Neglect of corporate social 
responsibility

2.04

Strikes/industrial relations 2.03

Piracy 2.00

Water shortages 1.93

“WE NOW LIVE IN 
A WORLD WHERE, 
MORE THAN EVER 
BEFORE, YOU 
INNOVATE OR DIE.”
Seven West Media  
head of risk and audit 
Mark Wilson

Crunching the numbers from StrategicRISK 
Asia-Pacific’s annual survey reveals exactly 
what’s preying on risk managers’ nerves 

Economic conditions, cyber security and increased 
competition are the top three concerns keeping Asia-
Pacific risk managers up at night, according to the 
annual StrategicRISK Asia-Pacific Risk Survey. 

More than 200 senior risk and insurance managers 
cast their votes on the top risks facing their firms this 
year, with ‘economic conditions’ maintaining the 
top spot. The risk of increased competition rises one 
place to second, while cyber risk (which took fifth 
position in 2015) rounds out the top three. 

Commenting on the results (see graph, right), 
Singapore-based healthcare risk manager Roland 
Teo said: “The top 10 risks are consistent with the 
news headlines in the past year – unprecedented 
political unrest, cyber attacks and cases of innovative/
disruptive business models/technology threatening 
the survival of the many conventional businesses.”

Sterling Risk Solutions chief operating officer 
Zalina Jaflus said the 10 were interconnected: “When 
one risk shifts its position, it inevitably affects the 
other related risks.” Swiss Re Corporate Solutions 
Asia-Pacific chief executive Fred Kleiterp agreed: 
“A failure to attract and retain talent could result 
in a failure to innovate, which may in turn lead to 
damage to company reputation/brand. Equally, 
a cyber attack could also result in damage to 
company reputation/brand.”

The big movers in this year’s top 10 are ‘failure 
to innovate’ and ‘political risk’. ‘Failure to innovate’ 
entered the list last year, in 10th spot, and is now sixth. 

Seven West Media head of risk and audit Mark 
Wilson said: “We now live in a world where, more 
than ever before, you innovate or die.” He added 
that “mitigation is all about being agile, joining the 
disruptors and keeping pace with change”. 

Political risk – a new entry in the top 10, in seventh 
place – follows events such as Britain’s vote to exit the 
EU, the US elections and conflicts in the Middle East. 

Kleiterp said the implications for businesses “are 
substantial”. Firms can minimise the impact, said 
Teo, by looking through a holistic, integrated risk 
management framework “focusing on credit risk, 
resilient supply chains and the protection of assets  
and people”.
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QUESTION 
Rate the likelihood and 
financial impact of the 
following risks on your 
business in the next  
12 months. 
Respondents were asked 
to rate each risk by 
likelihood and financial 
impact on a scale of 1-5 
(1 being very low, 2 being 
low, 3 being medium, 4 
being high and 5 being very 
high). Risks were grouped 
into seven categories: 
social-economic; business 
strategy; governance; 
financial; technology; 
operational and 
environment. The scatter 
graph plots the average 
score for both likelihood 
and financial impact. 

KEY
 2016 results

 2015 results

RISK 2016 2015 2014
Economic conditions 1 = 1 1

Increased competition 2 ▲ 3 4

Targeted cyber attack 3 ▲ 5 9

Attracting/retaining talent 4 ▼ 2 2

Damage to company reputation 5 ▼ 4 3

Failure to innovate 6 ▲ 10

Political risk 7 NEW 6

Tightening/changing regulation 8 ▼ 6 5

Failure of critical IT systems 9 = 9

Contractual risk 10 8

Currency/FX risk 7

Non-malicious loss of customer data 8

Price of materials/commodities 7

Pandemic 10

TOP RISKS BY LIKELIHOOD AND FINANCIAL IMPACT: 2015 VS 2016
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TOP RISKS BY RANK 
Berkshire Hathaway Specialty Insurance 
head of executive and professional lines 
Matthew Clarke gives his view
“The role of the insurance industry in 
mitigating cyber risks is twofold; firstly, it 
is one of education and secondly, as one 
of a risk management partner. Through 
global networks of offices and vendor 
partners, insurers are uniquely positioned 
to highlight the challenges that cyber 
risks create. Sharing that knowledge with 
customers and insurance brokers is going 
to be critical in the ongoing development 
of the cyber insurance marketplace.

“The second and more obvious role is 
that of a risk management partner. Cyber 
insurance should not be viewed as a one-
off transfer of risk. Investing time with 
an insurer to create a solution that aligns 
with the customer’s risk management 
procedures, including business continuity 
plans, will ensure that the potential 
impact of a cyber attack is minimised.”

MITIGATING CYBER RISK
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If you’re a risk manager in Asia and being paid less 
than $86,000 a year, it might be time to ask your boss 
for a pay rise. This is the average salary for risk and 
insurance managers across the region, according to 
the results of the StrategicRISK Asia-Pacific annual 
salary survey, published in association with the  
Pan-Asia Risk and Insurance Management  
Association (Parima). 

At the other end of the scale, the average salary for 
chief risk officers (CRO) in Asia is $187,500 (see further 
breakdown, opposite). 

But risk professionals looking for a pay rise in the 
next 12 months might find themselves disappointed. 

Recruiters that StrategicRISK spoke to said they 
didn’t expect risk salaries to increase by much in 
the next year. According to Hays research, most 
employers (56%) in the financial services sector are 
expecting to increase salaries by less than 3% in 
the year to come. A further 12% have no plans to offer 
any increase whatsoever. 

“Salaries within the risk space as a whole have 
reflected that,” says Hays business director Carl 
Piesse. “A lot of organisations are still very cost- 
conscious at the moment and they’re doing a lot 
more around additional benefits, such as flexible 
working environments. 

“That’s becoming more important to candidates 
as well, and that’s a big appeal for a lot of the large 
organisations.” 

Compliance and Risk Management Recruitment’s 
associate director David Bakes says the salaries for 
some risk roles could even go backwards, reflecting an 
oversupply of candidates. But in certain sectors, the 
demand – not to mention remuneration – for quality 
risk professionals is on the increase. These include 
superannuation and the wealth sector, financial 
crime, IT, cyber risk and security. 

“There’s a big push in the market for candidates 
[in these sectors] and all of this tends to raise salaries 
even more,” Bakes says. 

Piesse agrees: “Someone with a strong cyber 
security risk background is the type of candidate that 

“SOMEONE WITH 
A STRONG CYBER 
SECURITY RISK 
BACKGROUND 
IS THE TYPE OF 
CANDIDATE THAT 
WILL BE ABLE 
TO DEMAND 
SIGNIFICANT PAY 
INCREASES.” 
Hays business director 
Carl Piesse

StrategicRISK’s salary survey lifts the lid 
on what the region’s risk professionals  
are earning and explores the likelihood 
of a decent pay rise in the year ahead

will be able to demand significant pay increases.” 
That’s not to say that salaries for risk professionals 

outside of those industries are set in stone, however. 
“The top 20% of candidates will always defy the 

medium and they will always command a premium in 
any market,” Bakes says. 

Parima chairman Franck Baron also expects the 
association’s new certification to help boost salaries 
in the future. 

“There isn’t any country across Asia where [risk 
management] is seen as a profession. So this is what 
we are trying to build up now, so that we can be seen 
like the lawyers, like the accountants and engineers 
are in the business corporate world,” he says. 

So, what are hiring managers looking for in today’s 
risk professionals? 

“Interpersonal skills and a sense of humour,” says 
Bakes. “Risk and compliance frameworks have, in 
most companies, been developed and built. We’re 
at a stage now in the market where companies 
are trying to take that framework out through the 

Are you being  
paid enough?
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business and they’re looking for candidates that can 
actually explain that to the business in simple English. 
So a relationship-management skillset is starting to 
become very important. 

“The new risk managers will need to be change 
agents – they’re influencers of change in the 
organisation, be it a change in process, change in 
attitude or change in culture,” he says. 

THE NEXT MOVE 
Both recruiters said many of their candidates today 
tend to focus on the short-term benefits of a new role 
and go for the money. 

Instead, Bakes recommends candidates look more 
holistically at a job offer and ask how it would help 
them achieve their long-term career goals. 

He recommends candidates consider who their 
manager would be, the skills they would gain from 
the role, the work-life balance of the organisation, 
and if the risk function operates in a collegiate or 
dysfunctional way. 

“THE NEW RISK 
MANAGERS WILL 
NEED TO BE 
CHANGE AGENTS.” 
Compliance and Risk 
Management Recruitment 
associate director 
David Bakes

“Also consider what the brand image is in the 
market and what that could do for your career in the 
future,” he says. 

The positive side to all of this is that opportunities 
for risk managers are more abundant than ever. 

Piesse says: “If you go back a few years, risk wasn’t 
necessarily seen as a career that you wanted to get 
into – it was something that you fell into. Whereas 
now it’s very much a career path and there’s a lot 
more opportunities opening up.” 

And if you do want to have that conversation with 
your manager about how much you’re taking home, 
make sure you go in prepared. 

Piesse says: “You need to have a clear 
understanding of what the expectations on you in 
the role are and what the deliverables are, and then 
you’ve got to be able to demonstrate that you are 
achieving those and adding value to the bigger team 
around you. 

“You have to be prepared to have a very frank and 
open conversation with your manager.” 

AVERAGE SALARY BY ROLE – ASIA

Methodology: The average salary was calculated by taking the 
midpoint of each salary band and multiplying it by the number of 
respondents in that band. The total of each band was added together 
before taking an average. For the 0-$50,000 band, we used a figure 
of $50,000, working on the basis that very few people earn under 
$50,000 in this role. For the $250,000-plus band, we used the figure 
$250,000. We accept that this methodology is not statistically 
accurate and the results should be used as a rough guide only. 

0–50,000 50,001  
– 100,000

100,001  
– 150,000

150,001  
– 200,000

200,001  
– 250,000

250,000+

Chief risk officer

0% 25% 0% 13% 38% 25%

Head of risk/insurance

14% 28% 28% 7% 3% 21%

Risk/insurance manager

43% 27% 20% 8% 0% 2%

Risk, insurance 
or audit manager

$100,000
0 50 100 150 200

$86,224
Head of risk, 
insurance or audit

Chief risk 
officer

$133,621
$187,500
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As a shipping giant 
sinks, who’ll follow? 

The bankruptcy of South Korean shipping company 
Hanjin in August, which left $14bn worth of cargo 
stranded in ports and open waters across the globe, 
could also result in further insolvencies along the 
supply chain.

The world’s seventh-largest shipping firm filed 
for bankruptcy on 31 August following a failure to 
restructure its debt. It operated 98 container ships 
(some owned, some chartered) and several other  
types of ship.

Within a day, ports began to turn away Hanjin 
vessels for fear of not being paid fees.

A report by Marsh noted that goods due to be 
shipped on those vessels were building up. “The 
owners of the goods have consequently been exposed 
to financial risks following the failure of the ship 
operator, as contractually agreed delivery dates would 
be missed, goods would need to be stored, and extra 
expenses incurred as alternative routes for delivery 
would need to be arranged.”

Marcus Baker, chairman of Marsh’s global marine 
practice, added that there is considerable concern 
in the industry as to whether or not companies are 
insured against this scenario: “Unfortunately there is 
no simple answer that fits all cases, as marine cargo 
insurance policies are written on a wide variety of 
terms and conditions, for which there are going to be 
very different answers.”

The marine insurance market is carefully following 
the situation, said Bart Hoogstad, European head of 
marine and transportation at Crawford & Company: 
“Whilst at this early stage, we have not heard reports 
of claims for material damage to cargo, it is inevitable 
there will be some physical loss, damage or expense to 
a variety of cargo.”

Due to lack of space, ports and terminals may have 
to close their gates to Hanjin-scheduled containers. As 
Marsh noted: “This will then have an adverse effect on 
independent truck companies, rail freight companies 
and hauliers, as they will be refused entry to ports and 
will have to find a means of storing these containers.”

It added that “such companies may have to refuse 
to load boxes scheduled to be carried on Hanjin 

is
to

ck

vessels. While this would reduce the problem of 
storage, it would also reduce their income.” Since 
many trucking firms work on very tight margins, 
Hanjin’s insolvency “could lead to the financial default 
of others all along the supply chain”.

The case highlights why companies should assess 
the business continuity plans of their key suppliers, 
said Zurich Global Corporate global supply chain 
product leader Nick Wildgoose. But in a StrategicRISK 
survey on supply chain disruption (see page 30), 46% 
of respondents said they were unsure if their tier-one 
suppliers had viable and tested BCPs. Only 23% said 
they did (see first chart, opposite). 

Wildgoose said: “I appreciate there’s no way that 
clients can monitor BCP plans for every single supplier, 
but for those that are feeding into let’s say 25% of their 
profitability, the board should expect and give the 
resource to monitor [their BCP plans].” New technology 
will help in monitoring new suppliers, he added. 

“Investors in those companies would also expect 
them to do some kind of due diligence and make sure 
in the pre-contract discussions with suppliers that 
they see the business continuity plans … And then 
preferably that they test it to different common sets of 
disruptions. So, for example, how would we cope with 
a failure in our logistics supply (such as Hanjin)? What’s 
our back-up plan: is there another logistics supplier, 
do we air freight it, or do we need more inventory?”

The chaos unleashed by Korean company 
Hanjin going bust is likely to cause severe 
financial distress to associated industries
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“We review critical supply  
chain events only.”

“Incidents are not reported in a consistent manner.”

“An Embedded Incident Management tool is used to 
report and monitor incidents globally, which includes 
in-built escalation rules depending on the severity of 
the incident and the action required.”

“Our HSE Dept records all near-misses.” 

“Contingency and business continuity plan for in the 
event of incidents, and we specifically emphasis this 
on our contract agreement.” 

“All supply chain incidents (such as failure to deliver 
within the stipulated timeline) are documented and 
would be used in the suppliers’ annual performance 
appraisal and review.”

WHAT THEY SAID

“MARINE CARGO 
INSURANCE 
POLICIES ARE 
WRITTEN ON A WIDE 
VARIETY OF TERMS 
AND CONDITIONS, 
FOR WHICH THERE 
ARE GOING TO BE 
VERY DIFFERENT 
ANSWERS.””
Marsh global marine 
practice chairman 
Marcus Baker

KEEP CALM AND CARRY ON

Do your tier-one suppliers have viable 
and tested business continuity plans?

No – they do not 
have BCP plans

I am unsure if they 
have tested BCP 

plans

Yes – they have BCP 
plans but they have 

not been tested

Yes – they have 
BCP plans and 

they have been 
tested

6%

46%25%

23%

Do you record the details of supply 
chain incidents and the actions you 
have put in place to avoid future 
incidents?

Yes

No

Unsure

69%

17%

13%

According to Wildgoose, companies often assess 
only those suppliers they spend the most money 
with, when it may be a much smaller supplier that 
causes problems. He recommends companies 
assess their most profitable products or services 
first, then look back to the suppliers they depend 
on. “When you look at the value at risk, that’s also 
what wakes the executives up to take their supply 
chain resilience seriously.” 

He added: “One of the most common key 
performance indicators across all industry segments 
is as simple as ‘delivering for your customer on time’. 
So obviously supply chain performance and lack of 
disruptions feeds into that. Hanjin is just another  
event that shows how global just-in-time supply 
chains are exposed to black swan events. The 
trouble is, there’s quite a lot of black swan events 
at the moment – not only in the maritime container 
industry, but in supply chains in general.”

Source: StrategicRISK Supply Chain Resilience survey 2016
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ASSOCIATION NEWS >

New certification unveiled

Risk and insurance managers in Asia-Pacific have 
another option for professional certification, 
thanks to a new partnership between the Pan-
Asia Risk and Insurance Management Association 
(Parima) and the Australian and New Zealand 
Institute of Insurance and Finance (ANZIIF).

Parima chairman Franck Baron launched the 
initiative, known as the Parima-ANZIIF Certified 
Risk Professional (PA-CRP), at the association’s 
annual conference in Hong Kong in November. 
The first group of eligible risk managers will take 
the exam early next year.

Baron said his long-term goal was to see the 
certification become a compulsory requirement for 
any advertised risk management job.

The PA-CRP examination will be administered 
online and be held monthly. It will include 
about 120 questions to assess risk professionals’ 
knowledge of the profession, including insurance.

With exams starting soon, the Parima-ANZIIF Certified Risk 
Professional initiative, or PA-CRP, will rigorously assess 
candidates’ knowledge of risk management and insurance

Under the partnership, Parima will provide the 
risk management content for the examination and 
ANZIIF will administer and run the exams.

Risk managers must be Parima members to 
take the exam. They must also have a bachelor’s 
degree (or higher) and three years’ full-time work 
experience in risk management. If risk managers 
do not have a degree, they must have five years’ 
work experience.

The cost of the PA-CRP has not been finalised, 
but Parima said it would be “competitive” with 
other certifications. 

Baron said a portion of the fee would go to ANZIIF 
to run the programme and a portion would go to 
Parima, which would “reinvest the money to events, 
seminars, literature and white papers to help people 
to continue to maintain their certification”.

Additional courses will also be available to help 
risk managers prepare for the exam.

“PARIMA WILL 
REINVEST THE 
MONEY TO EVENTS, 
SEMINARS, 
LITERATURE AND 
WHITE PAPERS 
TO HELP PEOPLE 
TO CONTINUE TO 
MAINTAIN THEIR 
CERTIFICATION.”
Parima chairman 
Franck Baron

The final draft of ISO 22316 ‘Security and 
Resilience – Guidelines for Organisational 
Resilience’, will be released before the end of 
the year, StrategicRISK has learned. 

Speaking at a RIMS Australasia event in 
Sydney on 21 November, ISO 22316 project 
leader Brian Roylett said the new standard 
would be released “in about five weeks”.

“It’s a really high-level standard that 
looks at the principles and the attributes [of 
organisational resilience],” Roylett said. 

“It’s not a ‘how-to’ and there’s more work to 
be done on that with handbooks and the like, 
but certainly we’re going to make sure that it 
doesn’t just become a new fad. 

“That’s the really critical issue for anybody 
that’s involved with it – to make sure that it 
doesn’t become a replacement concept for 
risk management.”

At the same event, consultancy Control 
Risks presented the findings of its global 
research into organisational resilience. 

It found that 62% of respondents were 
either aware of, or had read, the ISO 22316 
guidance. Some 92% of respondents agree 
with its core principles, which focus largely 
on shared purpose and collaboration across 
functions. But 18% indicated that they did not 
plan to adopt the core principles, preferring 
instead to stick to existing processes.

ISO 22316 FINAL DRAFT TO BE 
RELEASED ‘WITHIN WEEKS’

The Pan-Asia Risk and 
Insurance Management 
Association will host 
three major conferences 
next year in Manila 
(March), Shanghai 
(June) and Singapore 
(November). 

3
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Parima hosts annual 
conference in Hong Kong

More than 200 risk and insurance professionals converged 
on Hong Kong in November for the Pan-Asia Risk and 
Insurance Management Association’s second major 
conference of 2016. 

Parima chairman Franck Baron used the event to 
introduce three new board members: Aboitiz Equity 
Ventures senior vice-president, chief corporate services 
officer Susan Valdez (Philippines); AWD Alliance insurance 
manager and Raytheon Australia insurance manager Melody 
Caffin (Australia); and Bumi Armada’s head of risk and 
insurance, Suchitra Narayanan (Malaysia).

The total number of board members for the association 
is now 21. They represent 13 regions in Asia-Pacific.

Caffin is the association’s first representative in Australia.
Baron said that the size of the board had been increased 

to support the growing number of Parima members across 
the region. 

The current membership figure is 833, he said, up from 
600 in November last year.

Three extra board members 
reflect regionwide rise in 
membership numbers

www.strategic-risk-global.com

> MEET THE PARIMA BOARD > TOP 10 RISKS OF THE YEAR REVEALED >  WHAT THE INDUSTRY’S BIG NAMES ARE PLANNING TO TELL THE CONFERENCE> ARE YOU BEING PAID ENOUGH? >  ENTREPRENEURSHIP, WORKFORCE DIVERSITY AND EMBRACING CHANGE

PARIMA EDITION 2016 I US$25

Risk and corporate governance intelligence

Parima’s professional certification scheme, launching this week, promises to bring risk managers new respect in the boardroom p4 >

KNOWLEDGE IS POWER

SPECIAL PARIMA CONFERENCE ISSUEIn association with

ARE YOU  BEING PAID ENOUGH? WHAT IS THE TOP RISK IN  YOUR SECTOR? StrategicRISK will present  the results of its  Asia-Pacific survey > 10:40am on  Thursday 17 November

StrategicRISK produced 
a special issue for 
the Pan-Asia Risk and 
Insurance Management 
Association (Parima) 
conference in Hong Kong 
that was held over two 
days in November. To view 
the digital version, visit: 
https://goo.gl/uU60b9

RIMS EXPLORING  
OPPORTUNITIES 
IN ASIA

The Risk Management Society (RIMS) 
is exploring opportunities in China, 
India, Singapore and the Middle East. 

Speaking to StrategicRISK in 
Singapore, RIMS senior director for 
global development Steven Chou 
said the organisation was receiving 
positive feedback from the industry 
and is looking to boost its presence in 
those markets. 

COMPLIANCE OR COMPLACENCY?
Will you seek to align your business  
operations to the ISO guidelines for  
resilience when they are released?

Maybe, we are in the 
process of reviewing 

applicability

No, we prefer to stick to 
our existing processes

No, there are 
other standards 

that are more 
relevant

Yes
44.9% 32.7% 17.8%

4.7%
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W
oolworths Group risk and 
assurance general manager 
Grant Katz has one small 
request at the end of our hour-
long interview. 

“Please can you Photoshop 
the big bags out from under my eyes?” 

Katz makes the request in jest, but there is more 
than a spec of truth behind his tired eyes. 

In the two weeks leading up to our interview, the 
meeting had to be rescheduled four times on account 
of a string of unexpected crises. First there was a 
data leak of customer details from the group’s major 
retail chain, Big W. The leak saw it in the headlines 
of national news outlets and resulted in the website 
being closed to online trade for a number of days. 
Then, a few days later, a 7.5 magnitude earthquake 
struck New Zealand, damaging a number of the 
group’s Countdown grocery stores and distribution 
centres. That’s not to mention the product recall and 
customer injury issues that can happen daily across 
the group’s 4,000 stores.

Wearing the hat of the crisis management lead, 
it is Katz’s job to co-ordinate the 80-strong risk and 
audit team. “Every day is all well planned, except 
when it goes wrong, and things do go wrong a lot,” 
he laughs. “I have incident management, fraud 
and forensics, internal audit, product safety and 
enterprise risk [in my remit]. So we’re the ones 
that are getting fed the information [from incidents] 
and we’ve got to co-ordinate what actually happens 
in response.”

Katz joined Woolworths Group in June last year, 
following a four-year stint as the chief audit executive 

for Metcash, a wholesale grocery distribution and 
marketing company. 

Woolworths is the one of Australia’s most 
recognisable brands, known primarily for its 
ownership and operation of one of the country’s 
two major supermarket chains. It’s also the largest 
takeaway liquor retailer in Australia, through outlets 
including Dan Murphy’s and BWS, and the largest 
hotel and gaming poker machine operator in the 
country via its ALH Group business. 

The company, once a star performer on the 
Australian Stock Exchange, has had a tough couple 
of years, with its supermarkets business trounced by 
rival Coles and its Masters hardware chain proving 
a big drain on the balance sheet. That triggered a 
collapse in its share price, which sliced $15bn from 
its market capitalisation in 12 months alone. In its 
2015/16 annual report, the group posted a $1.2bn 
loss – its first loss in 23 years as a public company. 

“Unfortunately, the perception of Woolworths was 
we were too expensive and the customer experience 
was poor,” Katz explains. Which is precisely what 
attracted him.

GREEN SHOOTS
“I liked the fact that Woolworths was going through 
some challenges and I wanted to be part of the 
solution to those challenges,” he says. 

It’s a slow-moving beast, but Katz says the fruits 
of their labour are showing. “Especially in the food 
space, there’s lots of green shoots. We’ve had positive 
sales growth in the quarter that’s just passed.” 

Company culture is another thing he speaks about 
at length. “With a lot of new board members, a new 

Unforeseen crises forced Grant Katz, the retailer’s 
risk and assurance general manager, to postpone his 
interview four times in a fortnight. The stress left him 
feeling exhausted. So why does he like his job so much?

The wonder – and the 
woes – of Woolworths

VIEWPOINTS >
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CEO and a lot of change in the senior management 
team, you feel as though you’re part of something 
completely new. There’s a cultural shift. Culture 
doesn’t change overnight, but we’re starting to see 
little things occurring,” he says. 

“When you look at what’s happened with 
Woolworths… you had a more ‘command and 
control’ organisation previously. That works well when 
things are going great, but in my opinion it doesn’t 
work well when you’re going through challenges. 
You’ve got to make people accountable,” he says. 

Under new chief executive Brad Banducci, the 
operating model is essentially to make the businesses 
run independently, within a framework set by the 
group. “Freedom within framework,” explains Katz. 
“That goes a long way to change the culture but it’s 
not a quick fix.”

BIG STICK
Still, like most risk managers, he faces the challenge 
of getting internal buy-in from stakeholders on the 
value of his work. “The challenge is that Woolworths is 
not highly regulated like a bank. When you look at the 
bank, you’ve got big stick APRA,” he says. 

“For us, it’s very easy to tick the box in terms of 
ASX principles to say I do [risk and compliance]. But 
to really show how [risk management] adds value 
is the challenge. 

“If you don’t make mistakes, or you do things 
better, how do you articulate that in terms of the 
value? When you look at people safety, it’s very easy to 
measure because people are getting injured on a daily 
basis. So, by just looking at the number of incidents, 
you know whether you’re doing better or not. But 
things that might occur once every five years or 
more, how do you know risk management is actually 
working? That’s the difficulty. 

“That’s the toughest part of a risk role in a non-
highly regulated company.”

But Katz says the relationships he has built 
internally over the past 18 months are helping to 
change this. 

“You have to have difficult conversations a lot of 
the time, but it’s about building relationships. So, if 
you get those relationships, then people are willing 
to trust you,” he says. He is lucky, he adds, to have a 
supportive boss in chief financial officer David Marr. 

So, what’s the biggest risk he and his team have to 
manage? “It’s around the customer value proposition. 
You’ve got to make sure that what you’re delivering 
satisfies the customer,” he says simply. 

Some of the key risks to this are around cyber 
security and brand reputation, he adds. “Cyber security 
is a big risk in all organisations. We have online facing 
websites – Dan Murphy’s online, Woolworths online – 
and if you have a major leak or someone hacks in, it’s 
going to be front page of the paper. The Big W one was 
in the paper and that was minor. 

“We have a CISO – a chief information security 
officer – and their remit is looking at all of these 
things. I don’t believe you can prevent it completely … 
the question is how will you react.”

With a large-scale effort to turn the company 
around, a number of major projects are being 
launched that also need to be seen through a risk 
lens. From greater automation of supply chains to 
store upgrades and new technology, Katz’s role is 
varied, to say the least. 

“It’s constantly changing. Every day’s completely 
different. Part of risk management is being part of 
strategy, so you need to be across what’s happening in 
the market, what’s happening in the organisation and 
what are the things that are emerging,” he says. 

LOOKING FOR STABILITY
Like many of his peers, Katz didn’t grow up with 
ambitions to work in risk management. Having 

WHEN YOU 
LOOK AT WHAT’S 
HAPPENED WITH 
WOOLWORTHS... 
YOU HAD A MORE 
‘COMMAND 
AND CONTROL’ 
ORGANISATION 
PREVIOUSLY. THAT 
WORKS WELL 
WHEN THINGS ARE 
GOING GREAT, BUT 
IT DOESN’T WORK 
WELL WHEN YOU’RE 
GOING THROUGH 
CHALLENGES. 
YOU’VE GOT TO 
MAKE PEOPLE 
ACCOUNTABLE.”
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qualified as a chartered accountant, he held a 
number of finance and investment banking roles in 
his home country of South Africa before moving to 
Australia in 1999. 

“I was reluctant to have kids in South Africa 
because I didn’t know what the future might hold. I 
was looking for more stability in terms of lifestyle,” 
says the father-of-two.

His first role in Australia was at construction 
and engineering firm Lendlease as the GST project 
delivery manager. 

“South Africa had GST long before Australia … 
so I thought I’d use [the job at Lendlease] as an 
opportunity to learn the Australian systems and, with 
GST being a transaction tax, what a great way to learn. 
I did that for 12 months.”

Katz then took a role at the ASX, which was a 
combination of finance, treasury, risk management 
and strategic planning functions. While working there, 
he completed his MBA, which he credits as the turning 
point in his career. 

“When you look at risk and strategy, they go hand 
in hand. That was the start of my exposure to risk 
management,” he says. 

After a few years, he was lured back to the 
accountancy firms, which at that time were looking 

to grow their risk management offerings. But while on 
secondment to Mirvac, he was offered a permanent 
position to lead the company’s internal audit and risk 
management team.

As any risk manager in the construction or 
engineering space will attest, ‘optimism bias’ is one of 
the key challenges to overcome – so after a few years 
at Mirvac, Katz took on the role of chief audit executive 
at Metcash, the Australian wholesale distribution and 
marketing company. 

FAST-MOVING
Metcash specialises in grocery, fresh produce, liquor, 
hardware and other fast-moving consumer goods; 
IGA, Cellarbrations and Mitre 10 are some of its best-
known brands. 

As Katz puts it, he went from a low-volume, high-
margin business (in property) to a high-volume, low-
margin business (in retail). “One is all about the detail 
and the other is all about balancing the risk that you 
take,” he says. 

Summing up, he says he’s enjoying both the 
challenge and the reward of using risk management 
to make a difference. 

And as Woolworths’ fortunes start to turn, hopefully 
that means Katz can work on his beauty sleep.
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In June this year, AXA Global revealed its ‘Ambition 
2020’ strategy: a five-year plan to grow earnings and 
increase dividends, even in a market of continued low 
interest rates. Asia-Pacific was highlighted as a key 
market to help achieve the group’s goal, with targets 
of 10%-12% growth in life and non-life markets. 

The group appointed Etienne Champion to the role 
of AXA Corporate Solutions Asia-Pacific chief executive 
in February, and he’s wasted no time getting started. 

First, he is focusing on three new lines of business. 
One is oil and gas downstream on specialty chemicals, 
which Asia-Pacific will start writing from 1 January. 
Parametric-based insurance products is another. 

Champion says: “We recently hired one person [to 
look after parametric solutions] who’s based in China, 
because the two most promising markets in the region 
for this line of business are China and India. Indonesia 
is also interested.”

The third line is a cyber insurance product – a new 
departure for the insurer in this part of the world – 
that’s being written from Singapore. 

Of course, there are also opportunities for growth 
in existing lines of business that Champion and his 
team are targeting to help achieve average annual 
growth rates of 3%-5%. These include property, 
construction and international programmes. 

“We are looking at Thailand, which has a lot of 
infrastructure projects coming up, and also in Malaysia,” 
he says. “We still think Myanmar could have some big 
infrastructure projects for 2017 or 2018 too. They’re 
missing a lot of basic infrastructure – roads, bridges, 
trains, etc – which have to be built if the country 
decides that it’s stable enough to go ahead. There’s a 
lot of projects coming on board that we want to be in.”

When it comes to international programmes, 
Champion says there is also room to grow in Asia-
Pacific: “It is our bread-and-butter product in our 
European book – about 90% of the premium is 
made out of international programmes. But here 
international programmes are not that developed. 
There is a market for this, but the demand is much 
smaller currently. We do think it will develop.” 

Korea and Japan, where the insurer is represented 
only in direct and life products, are also in Champion’s 

“THERE IS 
NO GENERAL 
INSURANCE ENTITY 
IN KOREA, THERE 
IS NO GENERAL 
INSURANCE ENTITY 
IN JAPAN, AND 
THOSE ARE THE 
TWO BIGGEST 
ECONOMIES 
OUTSIDE OF 
CHINA.”
AXA Corporate Solutions 
Asia-Pacific chief 
executive 
Etienne Champion

AXA Corporate Solutions’ Asia-Pacific 
chief executive, Etienne Champion, tells us 
how the insurer aims to grow in the region 

sights. “There is no General Insurance entity in Korea, 
there is no General Insurance entity in Japan, and 
those are the two biggest economies outside of 
China. So we will certainly emphasise strongly our 
commercial efforts over there,” he says. 

TWO BECOME ONE
One concern he and his team have had to contend 
with is confusion over the insurer’s Corporate 
Solutions brand and General Insurance brand. “When I 
met brokers here, one of the first questions was, ‘How 
do you not overlap, or walk on each other’s toes?’ And 
that was a really good question,” he says. 

“We thought about how to maximise both entities’ 
strengths – the AXA Corporate Solutions experience in 
the corporate sector and international programmes, 
and the strengths of the General Insurance entities, 
who are by far more numerous than us and out in the 
field every day.” AXA Corporate Solutions is based in 
Hong Kong, Singapore, China and Australia. 

The solution, launched on 2 August, is known as 
One AXA Asia. At its core, this means that brokers or 
insurance buyers are given one local point of contact. 

“We set some very simple principles around this. 
The first principle is that when there is a GI entity 
in one country, this GI entity faces the market for 
everything. So in Malaysia, they will face the brokers’ 
requests and the brokers only have one entry door 
– through the GI teams,” he explains. “For a broker, I 
could stop there, because this is the main question. 
Because what’s important for them is that they receive 
an answer and they receive an answer in due time.”

But what is the path that a risk takes to reach the 
right resources in AXA? The basic principle is that for 
non-special risks, the local General Insurance entity 
will issue the price, conditions, deductibles, etc. 
That leaves the Corporate Solutions teams in charge 
of underwriting non-marine special risks including 
those in powergen, midstream and downstream 
petrochemicals, semiconductors, and pulp and paper. 

With local General Insurance entities being 
given the authority to handle corporate business, a 
significant investment in training is underway. Eleven 
practice leaders – in property, construction, liability, 
financial lines, special risks, marine hull, and marine 
cargo – are being charged to support the commercial 
development with the local teams. 

“We have to train the General Insurance entities so 
that the commercial development [in their region] is 
good and they start to think like we do in terms of risk 
selection,” Champion says. 

Something old, 
something new

VIEWPOINTS >

18  StrategicRISK  ASIA PACIFIC EDITION Q4 2016 > www.strategic-risk-global.com



Exporting to new countries means more 
opportunities but also greater risks. This 
goes way beyond the political upsets that 
have hogged the headlines in 2016 

In association with

Special report:  
Cross-border risk 
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When it comes to politics, 2016 has been quite a 
year. The UK’s vote to leave the European Union and 
Donald Trump’s improbable election as US president 
both confounded the pollsters and pundits, creating 
risks that seemed highly improbable not so long ago. 

Brexit has bought into question the future of the 
world’s biggest single market; and while it is too early 
to say exactly where the US is heading, Trump has at 
least announced that it will not be signing the Trans-
Pacific Partnership (TPP). 

Exporting to new countries means more 
opportunities, but also greater risks. This is especially 
true when it comes to political and regulatory risks, 
which are bigger issues than they were a year ago. 

So, what are corporations across Asia to make of 
the year of change? And are risk managers ready?

“Global expansion is bringing a world of new 
risk,” says Tony McHarg, head of multinational and 
alternative risk, Asia-Pacific, at AIG. 

“As multinational businesses become more 
interconnected, cross-border risks are becoming 
increasingly more prevalent and, as a result, have the 
potential to be devastating.”

In many cases, companies do not have a clear 
understanding or an enterprise-wide approach to 
managing such risks, he adds. 

“Today, more than ever, as companies expand 
their business operations into new areas of the world, 
managing cross-border risks is critical and failing to 
do so can have serious consequences.”

Jason Rance, senior partner at Control Risks, 
says a number of major cross-border risks need 
to be considered when carrying out international 
transactions. These can be either politically motivated 
or operational in nature.

“The first and perhaps most obvious risk is 
currency instability and the inability to trust that the 
currency will retain its value and purchasing power,” 
he explains. “There is also politically motivated risk 
that can be seen through the existence of non-tariff 
barriers, such as quotas, embargoes and sanctions, as 
well as the rising potential for arbitrary imposition. 

As ever more businesses go global, 
the old adage has never been truer. 
You may not be interested in politics, 
but politics is interested in you 

“For example, we have seen the complete ban on 
Norwegian fish imports into China after they awarded 
the Nobel Peace Prize to a Chinese dissident.”

Rance says that with political and regulatory risks 
attached to cross-border transactions, there are clear 
signs from the EU and particularly the US that risks 
will not be reducing. “For example, we witnessed the 
EU trade deal with the Canadians that was fraught 
with difficulty, as well as the obstacles we are seeing 
in the ratification of the TPP.” 

So, how are risk managers adapting to this 
changing political and regulatory landscape?

McHarg says partnering with an experienced 
insurer with a robust multinational network and 
platform is critical in helping multinationals achieve 
their objectives: “In our work with risk managers, we 
find they quickly realise the benefits of engaging early 
with their broker and insurer in a well thought-out, 
end-to-end process that includes all stakeholders 
and delivers expertise in tax, legal, treasury, capital 
management and local country operations.

“The risk managers we work with truly value the 
territorial requirement analysis and timeline that are 
part of our multinational end-to-end process.”

He says this includes specifying deliverables, due 
dates, roles and responsibilities, while a timeline 

“WE HAVE SEEN 
THE COMPLETE BAN 
ON NORWEGIAN 
FISH IMPORTS 
INTO CHINA AFTER 
THEY AWARDED 
THE NOBEL PEACE 
PRIZE TO A CHINESE 
DISSIDENT.”
Control Risks  
senior partner 
Jason Rance
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ensures stakeholders are aligned and co-ordinated. 
The main way in which Rance has seen risk 

managers preparing for the changing landscape is, he 
says, in the diversification of production bases, where 
they are engaging in the ‘China plus one’ strategy. 

“This is where companies will have a bulk of their 
operations in China but will also move part of their 
operations and manufacturing to another Asian 
country, such as Vietnam, to try and decrease the 
reliance they have on China,” he adds.

International SOS chief risk officer Franck 
Baron, who chairs the Pan-Asia Risk and Insurance 
Management Association, says risk professionals are 
meant to be equipped with tools designed to support 
this challenge, such as risk mapping and risk financing. 

“The lines of communication between risk 
management personnel, decision-makers and 
business development, sales and operations are even 
more critical in this space,” he notes. 

How, then, does the future look like for cross-border 
risk? “In today’s world, global expansion is becoming 
an economic imperative,” says McHarg. “Whereas in 
1990, the number of multinational companies was 
estimated at 30,000, today that estimate has increased 
more than sixfold to over 193,000. 

“The key drivers of that expansion – technology, 
travel, knowledge-sharing, foreign competition, 
shrinking of economic borders and creating 
competitive advantages – will continue to drive 
companies to expand their businesses across borders.”

Rance points out that the future of cross-border 
risk is to some extent unknown, but thinks it will be 
more erratic. “The US traditionally has acted as the 
main arbiter of global free trade,” he says. “However, 
it is fairly clear that they no longer see much domestic 
value in pursuing that leadership role.”

Baron thinks recent geopolitical trends are adding 
uncertainty to the political risk map. “This should raise 
the level of global political risk, which is already at a 
peak. The same applies to all black swan-type events: 
risk professionals are supposed to be equipped to 
identify them and cope with it. 

“The gradual weakening of the European 
construction through Brexit and Trump’s election are 
two sides of the same coin. The message is also that 
we have to think through the unthinkable.”

Germany heads to the polls in 2017, as does its 
sidekick, France. Early polls suggest far-right candidate 
Marine Le Pen has a chance of becoming the French 
president. In 12 months, Brexit and Trump might seem 
like entrées to a developing era of vast political risk.

 In association with
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“WHEREAS IN 1990, 
THE NUMBER OF 
INTERNATIONAL 
COMPANIES WAS 
ESTIMATED AT 
30,000, TODAY 
THAT HAS 
INCREASED MORE 
THAN SIXFOLD TO 
OVER 193,000.”
Head of multinational  
and alternative risk,  
Asia-Pacific, AIG 
Tony McHarg

New and evolving risks such as cyber, unfamiliar 
regulatory environments when expanding to 
new countries, and often changing, increasingly 
stringent insurance and tax regulations are growing 
concerns for multinational companies.

Faced with these challenges, risk managers 
benefit from engaging early with their global broker 
and insurer in a well thought-out process that 
includes all stakeholders and delivers expertise in 
tax, legal, treasury, capital management and local 
country operations. An analysis of the requirements 
of each of the territories where coverage is needed 
and a timeline specifying stakeholder roles and 
responsibilities are critical parts of the process. 
They ensure all stakeholders are properly aligned 
and well co-ordinated. Underpinned by effective 
communication and transaction management, 
the process enables risk managers to meet their 
risk, governance and contract certainty objectives 
throughout the world with a seamless, globally 
consistent client experience.

In respect of captive program design, the 
Control Master Program structure provides 
flexibility in assigning local country deductible 
and coverage as compared to the scope of master 
policy. However the determination should take 
into consideration local admitted insurance 
needs and requirements, capital-solvency 
impact, risk management objectives, timeliness of 
captive premium delivery, and potential tax and 
regulatory ramifications. 

Partnering with an experienced insurer with 
a robust multinational network and platform is 
critical in helping multinational companies achieve 
their goals.
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Compliance is an area that looms large for risk 
managers, and perennially so. The issue of regulation 
and tax compliance is always raised during 
discussions about international programmes. But how 
important is 100% compliance, and where are the 
potential hot spots?

“The big compliance topic continues to be 
tax,” says Tony McHarg, head of multinational and 
alternative risk, Asia-Pacific, at AIG. “Authorities are 
always looking for additional revenue sources, so tax 
is certainly an area that needs focus.”

McHarg cites China’s recent expansion of value 
added tax (VAT), which will inevitably lead to complex 
collection and administration issues. 

“New country-by-country reporting requirements 
will result in increased scrutiny by tax authorities 
around the globe and invariably lead to increased 
audits and administrative burdens,” he adds. 

Praveen Sharma, managing director, global 
practice leader, insurance regulatory and tax 
consulting at Marsh, says that before addressing any 
regulatory and tax compliance issues, multinational 
companies (MNCs) must first consider the need to 
enter into an insurance arrangement at all. 

“The question that the MNC must ask is, what is 
the value of insurance to the MNC? In this respect, it 
should go through a thorough evaluation of whether 
the insurable risk is either legally or contractually 
required in a particular country.”

Sharma says that following such a consideration, 
an MNC should determine its group and entity-level 
risk appetite and risk tolerance. 

“Finally, the MNC should evaluate its expected 
or potential maximum loss, or EML/PML, that falls 
outside its risk appetite and risk tolerance limits and it 
would then wish to transfer to the insurance markets. 

“If the EML/PML is significant, then a local policy 
with appropriate limits should be put in place. 

“Such a local policy with limits equal to the EML/
PML would ensure that the premiums and taxes, and 
eventually claims, are paid in country – in the agreed 
currency – to the local loss-making entity, that would 

They may change form, but taxes 
and regulations never really go 
away. How, then, do risk managers 
handle the compliance challenge? 

not only be compliant but also mitigate any potential 
adverse corporate income tax costs.”

To ensure that the MNC manages the ‘3C’ principle 
– total cost of risk, widest possible coverage and as 
far as possible compliant – the master policy with 
difference-in-condition and difference-in-limit (DIC/
DIL) clause should still be considered, says Sharma, 
as it would cover the MNC for catastrophic losses that 
could not be foreseen, such as a ‘sleep-easy policy’. 

He adds: “The MNC should be aware that if it 
focuses purely on being ‘100% compliant’, then it 
could compromise its objectives on managing the 
total cost of risk and coverage, as it will only arrange 
local policies to full limits with local insurers and no 
master policy.

“Consequently, the DIC/DIL issue will not be 
addressed and could leave the MNC uninsured for 
certain types of events. Such a practice would go 
against good corporate governance of managing the 
risks to its assets and people.”

Sharma says the global insurance programme of 
the MNC, particularly for product liability and business 
interruption risks, must follow its internal business 
model. “In this respect, the risk manager should 
work closely with representatives from the MNC’s tax 
and finance departments to understand the internal 
business and inter-company arrangements to assess 
which legal entity within the MNC could suffer a loss 
beyond the risk appetite and risk tolerance limits. 

“The risk manager should also work closely with 
its risk advisers and global insurers to understand the 
insurance regulations of the countries in which the 
loss-making legal entity or operation is based.”

The next stage towards achieving a greater degree 
of compliance, Sharma explains, would be to ensure 
that the premium allocation methodology for the 
master and excess policies are not only on a “just 
and reasonable” basis but is also “equitable, robust 
and defensible”. 

“At present the regulatory and tax authorities 
in many countries are reviewing, modifying and 
tightening their respective laws and regulations, 
and therefore it is imperative that the risk manager 
obtains relevant and timely information to ensure 
that the global insurance programme is structured in 
accordance with the insurance and tax regulations. 

“Finally, the risk manager should ensure that it 
goes through hypothetical claim scenarios at renewal 
stage, to ensure that the global insurance programme 
will respond according to the expectations of the MNC 
and that again there are no surprises for the MNC.”

“THE REGULATORY 
AND TAX 
AUTHORITIES IN 
MANY COUNTRIES 
ARE REVIEWING, 
MODIFYING AND 
TIGHTENING 
THEIR RESPECTIVE 
LAWS AND 
REGULATIONS.”
Marsh managing director, 
global practice leader, 
insurance regulatory and 
tax consulting 
Praveen Sharma

Look out for the  
compliance hot spots
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“AS THE COST OF 
MEDICAL CARE 
IN SOME ASIAN 
COUNTRIES RISES 
AT RATES OF UP 
TO 30%, CHIEF 
EXECUTIVES ARE 
BECOMING MUCH 
MORE INVOLVED IN 
THE STRUCTURE 
OF HEALTHCARE 
PACKAGES.”
Mercer Marsh  
Benefits employee  
health and benefits  
Asia regional leader 
Joan Collar

A healthy interest  
in the workforce

Employee benefits programmes are becoming 
increasingly costly for corporations. What does that 
mean for firms, when many in Asia are using health 
and benefits programmes to attract and retain staff?

“Previously, a lot of [risk managers] haven’t focused 
on the employee benefits sector, as it has been viewed 
as a human resources domain,” says Joan Collar, 
Mercer Marsh Benefits employee health and benefits 
Asia regional leader. “But as the cost of medical care in 
some Asian countries rises at rates of up to 30%, chief 
executives and chief financial officers are becoming 
much more involved in the negotiation and structure 
of their firm’s healthcare packages.”

What is the case, then, for using risk management 
to control employee benefits programmes?

“Analysing and understanding the true risk is 
absolutely critical,” says Matthew Bacon, managing 
director, benefit solutions, JLT. “Once you have done 
that, you can then build bespoke strategies to improve 
those risks and ultimately contain costs. 

“It’s certainly never a one-size-fits-all approach if 
you want to make a real, sustainable difference for 
a client, as you are ultimately dealing with human 
beings, of course.”

Bacon says JLT aims to ensure that not only are 
issues diagnosed correctly, but that interventions are 
designed and delivered from within its consulting 
and rehabilitation teams: “These risk management 
interventions have had significantly positive impacts 
on many clients’ performance. We have found that 
our focused methodological intervention works well 
for our insurer partners also, allowing for a tripartite 
partnership between client, broker and insurer – one 
in which all key stakeholders are wholly engaged.”

Healthcare can be especially costly, but data 
analytics can help shine a light on employees’ 
wellbeing. At hotel firm Shangri-La, group director of 
human resources Timothy Wright says he regularly 
reviews the use of its medical benefits. “It helps us 
try to set some strategies around better working 
conditions or activities that we can offer our 
employees to improve their health, and hopefully 
reduce cost at the same time,” he says.

Shangri-La monitors factors such as health screens 
and the use of annual leave and sick leave. “We can 
have a perspective on the lifestyle of our people and, 
if necessary, intervene to try and educate, guide and 
counsel our employees,” Wright adds.

Does risk management have a role 
in controlling employee benefits?
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StrategicRISK’s Asia-Pacific Risk Management Awards are dedicated to recognising 
and rewarding organisations and individuals who can demonstrate they have gone 
the extra mile with measurable results to introduce or improve their risk management 
strategies. Entry is free of charge. 

HOW TO ENTER 

Register at StrategicRISK’s Awards website by  
Friday 16 December 2016. All entries must be made 
through our dedicated Award website. Register and  
set up an account before the deadline at  
http://riskforum.strategic-risk-global.com

Start your entry
After you have set up an account you will be able to 
enter one or more of the awards categories. You can 
save and amend your entry at any time before 
submitting it. 
 
Submit your entry 
Once you are happy with your entry, finalise and submit 
it. The closing deadline for entries is 12.00am SGT on 
Saturday 28 January 2017. 

Shortlisted finalists 
A shortlist of finalists will be announced in February  
2017 on StrategicRISK’s website. 

Awards ceremony 
The winners will be revealed at a gala evening  
reception and dinner on Thursday 18 May 2017  
(7.00pm – 10.30pm) at the Fullerton Hotel Singapore. 

AWARD CATEGORIES

Category 1 Awards are open to risk and insurance 
professionals working within a corporate with operations  
in the Asia-Pacific region. Entrants can be based outside 
of Asia-Pacific as long as their organisation has operations  
in the region.  

1. Asia-Pacific Risk Manager of the Year
2. Risk Management New Starter of the Year
3. Risk Management Team of the Year
4. Enterprise Risk Programme of the Year
5. Risk Communication Programme of the Year 

Category 2 Awards are open to risk and insurance 
practitioners and service providers on behalf of their  
client. Service providers must disclose the name of the 
client in the entry and obtain their permission to enter a 
joint submission.  

6. Best Business Continuity Approach of the Year
7. Cyber Risk Initiative of the Year
8. Business Recovery and Resilience Award
9. Best Risk Training Programme of the Year 

Category 3 Awards are open to service providers 
including, but not limited to, insurers, brokers,  
technology providers and advisers. 

10. Corporate Insurance Innovation of the Year
11. Broker Innovation of the Year
12. Captive Initiative of the Year
13. Claims Initiative of the Year
14. Risk Management Product of the Year
15. Risk Advisory of the Year
16. People Risk Initiative of the Year

Enter at http://riskforum.strategic-risk-global.com

Sponsored by
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Asia-Pacific lost nearly $38bn as a result 
of natural catastrophes last year – but 
across the region, underinsurance and 
complacency are making matters worse

In association with

Special report:  
Weather risk 
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“IT IS IMPORTANT 
TO MAKE SURE THE 
SUB-LIMITS IN THE 
PROPERTY POLICY 
ARE REVIEWED 
REGULARLY.”
RIMS board member 
Cathy Murray

I
n October alone, South Korea and the 
Philippines were struck by super typhoons, 
North Korea was inundated with devastating 
floods and Japanese authorities issued alerts 
as Mount Aso volcano rumbled to life. Then 
in November, New Zealand and Japan were 

hit by major earthquakes, reminding both of similar, 
devastating events in 2011. 

What all this shows is that Asia-Pacific continues to 
find itself in a pattern of regular natural catastrophes. 

The statistics back this up. 
Last year, there were 198 natural catastrophes – 

the highest number in one year, according to Swiss 
Re’s sigma records.

Among this catalogue of disasters, Asia was 
the hardest hit from a financial perspective, with 
economic losses from all events in the region last 
year being close to $38bn. 

With natural catastrophes mauling Asia 
for another year and insurance payouts 
falling short again, a collective effort is 
needed to solve the crisis

Despite these figures, the issue of underinsurance 
still looms large. Only 40% of the global $92bn bill 
from natural and man-made disasters was covered by 
insurance last year, Swiss Re’s research shows. 

So, why does this protection gap of nat cat 
underinsurance continue, seemingly unabated? 

Peter Jackson, director of multinational clients at 
Lockton Wattana Thailand, says he is often surprised 
by how low the risk of natural catastrophes are on 
corporates’ risk registers. 

“Nat cat insurance is sometimes felt to be the 
solely the preserve of the big companies. Surprisingly, 
too, some companies do not really understand the 
implications of a nat cat. Some we have talked to are 
quite blasé about it,” he says. 

“With certain types of nat cat, and an earthquake is 
a good example, they see it as a very localised event. 
So if they believe they can recover from localised 
events quickly, they would say it’s not that big a deal.”

Lazada Group’s head of group risk and internal 
audit, Gordon Song, agrees. 

He argues that businesses are more likely to be 
“underinsured for business interruption, not property 
loss per se”. 

This could be due to a variety of factors, he says, 
many of which boil down to a lack of understanding 
by the risk manager of their exposure. It may be that 
they don’t quite understand their insurance coverage, 
their dependence on critical suppliers or the knock-on 
effects of the peril in question.

Inadequate indemnity periods and limits also 
pose an issue, as does improper testing of business 
resiliency and recovery plan, he says.

This highlights the need for greater clarity around 
what nat cat insurance can and can’t do. 

Indeed, Jackson says the industry needs to make 
nat cat insurance products easier to understand – 
both for brokers to sell and clients to get sign-off from 
their finance teams. 

“Sometimes the issue is the genuine lack of nat cat 
data too, with flooding in China being a good example 
of this issue. What is encouraging is governments, 
as we have seen in China too, wanting the insurance 
industry to take the strain,” Jackson adds.

Underinsurance, especially in Asia, can also be a 
cultural issue, says Stanley Cochrane, head of property 
Asia-Pacific at Swiss Re Corporate Solutions.

“Some people take the view that [natural 
catastrophes] are the government’s problem and they 
expect the government to bail them out if matters are 
really bad,” he says. 

All set for whatever 
nature has planned

FROM BAD TO WORSE
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“There are other people who do not think about 
the government, but have the view that if it happens, 
it happens. That is an aspect which should not be 
underestimated.

“Tackling underinsurance is a matter of educating 
the population, and getting local governments to 
make [insurance] affordable and workable.” 

An Australian risk manager from a construction 
and engineering firm told StrategicRISK that 
underinsurance resulting from natural catastrophes 
typically results from two causes: the incorrect 
valuation of reinstatement works following damage, 
and appropriately assessing the impact that a natural 
catastrophe can have on business operations.

“Following historic natural catastrophes, we have 
seen trade costs skyrocket as labour shortages drive 
costs up – these costs need to be considered when 
setting declared value and a per-location limit of 
liability under a property damage insurance policy,” 
he says. 

“Furthermore, as global demand for materials 
changes, their availability and cost will also fluctuate. 
An appreciation of these factors should be considered 
by the professional valuers that are appointed.”

Australian RIMS board member Cathy Murray 
also stresses the importance of conducting regular 
reinstatement valuations on all property and ensuring 

NUMBER OF EVENTS, VICTIMS, ECONOMIC 
AND INSURED LOSSES BY REGION, 2015

Insured losses Economic losses

Region Number Victims in % in US$bn in % in US$bn in %

North America 51 278 1.1 17.3 47.1 28.6 31.2

Latin America  
and Caribbean

25 746 2.8 3.2 0.7 7.5 8.2

Europe 41 2,612 9.9 6.2 17 12.6 13.7

Africa 49 3,431 13 0 0.1 1.2 1.3

Asia 159 18,916 71.8 7 19 37.7 41.1

Oceania/Australia 13 57 0.2 2.1 5.7 3 3.3

Seas/space 15 319 1.2 0.9 2.4 1.1 1.2

World 353 26,359 100 37 100 92 100

the valuation matches the basis of settlement in the 
property policy. 

She adds: “It is important to make sure the sub-
limits in the property policy are reviewed regularly 
with both your broker and your insurance valuer 
– remembering that the reinstatement valuation 
estimates are for costs under normal reinstatement 
conditions and do not include escalated costs in 
a natural catastrophe situation, where costs can 
increase due to high demand of labour or materials.”

Swiss Re Corporate Solutions’ Stanley Cochrane says 
parametric-based products – which do not indemnify the pure 
loss of an event like traditional insurance, but pay out upon 
the occurrence of a pre-defined triggering event – are an 
increasingly popular risk transfer solution for nat cats.

“You have a fast payout at pre-agreed terms and it does 
not matter what kind of loss happens. I see this parametric 
solution as a building block, as a complementary protection 
component,” he says. 

Lockton’s Peter Jackson believes there is not enough 
uptake of parametric solutions, largely due to a lack of 
market understanding. “I know it is quite an involved process, 
so have clients got the time? The more simple you make it, 
the more relevant you make it,” he says. 

He believes parametric solutions are particularly useful 
when a client is trying to hedge any losses. “You are trying to 
protect against volatile and violent swings,” he explains. 

He gives an example: “If you are heavily reliant on 
commodities that are not traded in a way you can hedge, such 
as food, then you are at the mercy of weather and market 
forces, and can use a parametric solution to put a certain floor 
below a change in a business’s financial performance.”

GOING PARAMETRIC
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In the hours, weeks and months that follow a natural 
catastrophe, corporates and insurers can find 
themselves in a tango around what is – and isn’t – 
covered by their insurance policy. 

Business interruption (BI) insurance often plays a 
major role in a company’s ability to rebuild following a 
nat cat, so risk and insurance managers must get their 
coverage right. 

An Australian risk manager from a construction 
and engineering firm says traditional BI insurance 
is predicated on a loss or event occurring at the 
insured’s premises. 

“Whilst this is still a key risk which should always 
be considered, the increasing reliance on a network 
of suppliers and organisations needs to be better 
addressed in standard insurance policies. 

“Extensions for coverage for damage – caused by 
natural catastrophes – at suppliers’ premises should 
be explored by risk managers and their brokers.” 

Stanley Cochrane, head of property Asia-Pacific at 
Swiss Re Corporate Solutions, says the challenge with 
BI in relation to natural catastrophes is around wide-
area damage and accumulation.

“For example, in the event of a major earthquake 
or flood, we have thousands of policy owners affected, 
so we have thousands of BI covers triggered. 

“Then, because the resolution of BI damage is 
based on the time it takes, there can be problems 
in terms of not having enough loss adjustors to 
investigate the damage.

“Then there is the shortage of critical suppliers and 
tradesmen to do the repairs in order get businesses 
back up and running, so there are many aggravating 
circumstances when you have nat cat events,” 
Cochrane explains. 

Of course, insurance is just one aspect of an 
organisation’s resilience to nat cats. 

The Australian construction risk manager says: 
“Aside from insurance alone, which takes time 
to quantify losses and negotiate settlement, risk 
managers should be proactive in their response plans 
to natural catastrophes.”

As well as picking suitable business 
interruption cover, risk managers  
need to anticipate and prepare  
for a worst-case scenario

BI insurance  
and nat cats

TAKING CONTROL OF A CRISIS

He says a business should have well-drilled crisis 
management and business continuity plans that give 
the organisation resiliency in operations. This may 
include having back-up ‘warm-locations’ for critical 
operations while ensuring support activities can be 
delivered remotely. 

“Also, understanding the supply chain exposures 
and alternatives are key for a prudent risk manager. 
Knowing where goods and services are being supplied 
from and how they can be augmented or replaced 
quickly should give the risk manager confidence in 
their ability to respond to natural catastrophes.”

Australian RIMS board member Cathy Murray says 
it is important to have good relationships with your 

Mike Campbell-Pitt, managing 
director of Crawford Hong Kong, 
offers a loss adjuster’s view of 
crisis management and business 
continuity after a nat cat

Q. What are some of the major 
crisis management and business 
continuity planning considerations 
in relation to natural 
catastrophes? 
A. There can be very different 
approaches when you are dealing 
with a natural catastrophe. Some 
organisations are well-prepared, 
have emergency response plans 
in place and designated staff to 
oversee implementation. Other 
organisations, however, may not 
have the people or experience 
to proactively manage complex 

situations and ensure the efficient 
restoration of business operations. 

When we talk to clients, we 
try and help them with their 
preparation and look at their 
business continuity plans to make 
sure the right people are involved. 
When we are working with some 
of our multinational clients, it is 
important to make contact with 
them prior to major events to 
ensure we have a relationship with 
the responsible personnel and 
they know what to do in the event 
of a catastrophe. 

Q: What are some of the common 
mistakes you see companies make 
in crisis management and business 
continuity plans?
A. One thing we see is 
organisations trying to manage 
the event on their own. They may 
be reluctant to involve specialist 
support, but they may not be 
able to fully comprehend the 
implications for the business. 
Later on, when they realise the 
severity of a situation, they may 
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“THERE ARE MANY 
AGGRAVATING 
CIRCUMSTANCES 
WHEN YOU HAVE 
NAT CAT EVENTS.”
Head of property 
Asia-Pacific, Swiss Re 
Corporate Solutions 
Stanley Cochrane

SPONSORED WORD

NON-INSURABLE? 
MAYBE NOT

CHRISTIAN WERTLI
Global head of non-standard solutions,  
Swiss Re Corporate Solutions

According to the latest sigma study, there were 
353 catastrophic events across the world in 
2015. Of those, 198 were natural catastrophes, 
the highest ever recorded in one year. Asia-
Pacific was the most impacted, accounting 
for 56% of the events, of which $7bn of the 
estimated $38bn of total economic losses 
was insured. 

With the frequency and severity of 
natural catastrophes increasing year on year, 
corporations across Asia-Pacific are increasingly 
exploring the use of tailored parametric 
products to insure assets where cover has been 
difficult to obtain in the traditional market.

A parametric product is related to the 
measurement of a natural catastrophe, such as 
a flood, storm, earthquake, drought, bush fire, 
heatwave, frost or typhoon. Unlike insurance, 
which indemnifies for a physical loss, parametric 
products provide a pre-agreed payout that is 
based on an index, such as the magnitude of an 
earthquake or the wind speed of a storm. 

For example, there was interest from a 
corporation in the Philippines for a parametric 
product. The company had been impacted by 
losses from tropical cyclones to their power 
transmission and distribution network. These 
losses were not covered by the traditional 
insurance programme. The company was 
concerned about future losses and were 
exploring parametric products to get quick 
access to cash flow immediately after an event 
to avoid excessive business interruption.

To help the client, Swiss Re Corporate 
Solutions provided the first parametric 
tropical cyclone and earthquake product in 
the Philippines. The coverage pays out within 
30 days if a given intensity of tropical cyclone 
or earthquake occurs. The previously non-
insurable assets are now covered in the event of 
a natural catastrophe. After years of being told 
that such assets are non-insurable, this client 
finally has coverage. 

>  For more information visit:
      http://goo.gl/urGtuh 

request such help. But an early 
implementation of a structured 
response plan is a much more 
ideal scenario. 

Often there is insufficient work 
done by an organisation to deal 
with loss mitigation at an early 
stage. If we are dealing with water 
or fire damage, it might take a 
great deal of time to recover from 
a catastrophe. As such, a thorough 
understanding of the damage is 
required in order for an appropriate 
course of action to be identified 
and commenced. This should see 
a material reduction in the period 
of interruption to the business. 

Catastrophes often create 
unique and new questions on 
insurance policy coverage that 
need to be addressed. 

Q. What are the defining
characteristics of the best crisis
management teams?
A. They have a robust continuity
plan in place, they have tested
it, they have a team of people
with defined roles and they have

suppliers and service providers, so that in the event 
of a major loss, they might be more inclined to 
serve you first – something that could help mitigate 
the scale of the loss.

“Another point is to have a claims protocol 
established and, most importantly, written into 
the policy, which could include: preferred loss 
adjusting companies including the individual loss 
adjuster for both material damage and business 
interruption; ability for the insured to contact and 
appoint the loss adjuster out of hours, as not all 
claims personnel have mobile phones; and KPIs 
around response times and communicating with 
the insured,” she says. 

performed tests. From a ‘getting 
back to business’ perspective, the 
most successful organisations 
after natural catastrophes are the 
ones who have planned well and 
have run different ‘event’ scenarios. 

Organisations that know 
what they are going to do during 
a catastrophe and welcome 
the support available from 
knowledgeable loss adjusters 
and other appropriate consultants 
are the types of firms likely to be 
most proactive in terms of dealing 
with an event and the most 
successful in terms of getting 
back to business. 

The best crisis management 
teams are also able to accept 
external advice in terms of how 
to deal with situations. They will 
engage specialist services where 
they do not have the expertise and 
make decisions quickly. There is 
sometimes a reluctance to involve 
other companies to help, but the 
ones getting early expert support 
will more often than not benefit 
from superior outcomes.

 In association with
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Failing to keep tabs on suppliers could prove a calamitous mistake 
– but as our latest survey shows, not all companies appreciate this

Why it’s folly to mind  
your own business

PROPERTIES 
SHOULD BE BUILT 
TO WITHSTAND 
EARTHQUAKES  
AND TYPHOONS, 
AND RISK 
MANAGERS 
SHOULD ENSURE 
THEY HAVE 
ADEQUATE 
INSURANCE. IT 
IS IMPORTANT 
TO KNOW WHAT 
YOUR POLICY 
COVERS AND IF IT 
IS ADEQUATE FOR 
YOUR LOCATIONS.”
InterContinental  
Hotels Group head of  
risk management 
Tan Shuh Lin

The vast majority of companies do not fully understand their 
suppliers’ exposures to natural catastrophes, according to the 
StrategicRISK Asia-Pacific Supply Chain Disruption survey.

Only 12% of respondents said they ‘comprehensively’ understood 
their key production facilities and logistics hubs’ exposures to nat 
cats. Almost three-quarters (73%) said they did ‘to some extent’. 

The results should cause concern for risk managers in Asia-Pacific, 
the world’s most disaster-prone area when it comes to the frequency 
and severity of natural catastrophes. 

But despite this, underinsurance in the region continues to be 
a major issue. 

In the past 10 years, uninsured losses from storms, floods 
and earthquakes made up more than 85% of all economic losses 
in Asia’s emerging markets, according to a report by Swiss Re 
Corporate Solutions.

A common mistake, said Zurich Global Corporate global supply 
chain product leader Nick Wildgoose, was companies basing 
their suppliers’ locations on their mailing address or company 
headquarters, instead of their manufacturing or logistics location, 
which may be more exposed. 

Parikshit Sen Gupta, vice-president, finance at hotel and resort 
company Shangri-La, said his biggest concern when it comes 
to managing the business’s supply chain is the “impact of [the] 
environment” and its flow-on effects. 

InterContinental Hotels Group head of risk management Tan Shuh 
Lin added that risk managers had to improve their crisis management 
plans and their knowledge of the locations in which they operate.

“In addition, companies and governments must develop 
preparedness, response and recovery plans,” she said. 

“Properties should be built to withstand earthquakes and 
typhoons, and risk managers should ensure they have adequate 
insurance. It is important to know what your policy covers and if it is 
adequate for the risk profile of your locations.”

1. IN DISASTER-PRONE ASIA-PACIFIC, 
FIRMS DON’T QUITE GRASP HOW 
EXPOSED THEIR SUPPLIERS ARE TO 
NATURAL CATASTROPHES

30  StrategicRISK  ASIA PACIFIC EDITION Q4 2016 > www.strategic-risk-global.com

THE KNOWLEDGE > SUPPLY CHAIN RISK



>THE SURVEY P30 >THE BIG QUESTION P32 >CONSUMER POWER P34

KEEPING AN EYE ON RISK

Have you provided risk training to your 
supply chain management team?

Have you integrated risk management 
processes into your supply chain 
management approaches?

38%   No
 6%  Unsure
56%   Yes

15%   No
 6%  Unsure
79%   Yes

Do you have routine timely systems 
for measuring the financial stability of 
critical suppliers?

31%   No
15%  Unsure
54%   Yes

MONEY MATTERS

2.THE GOOD NEWS IS THAT 
MOST RISK MANAGERS 
ARE HELPING TO IMPROVE 
SUPPLY CHAIN RESILIENCE...
Most risk managers recognise the importance of 
supply chains and are active in improving their 
resilience, according to the StrategicRISK Supply Chain 
2016 survey. 

Almost four in five (78%) respondents have 
incorporated risk management processes into their 
supply chain management approaches, and more 
than half (56%) have provided risk training to their 
supply chain management team. 

This is an encouraging result, considering that all 
respondents said a disruption to a critical supplier 
would have an impact on their business – be it 
‘significant’ (65%) or ‘limited’ (35%).

Commenting on the results, Myanmar Brewery 
head of risk management, internal controls and 
processes, and board member of the Pan-Asia Risk 
and Insurance Management Association, Jagath 
Guru, said: “In today’s highly competitive, complex 
and interconnected supply chain environment, we 
cannot over-emphasise the importance of helping 
external stakeholders such as partners and service 
providers (and the third/fourth-tier suppliers) with risk 
management through training. 

“I see this as an excellent opportunity to facilitate 

Many corporates are putting themselves 
at unnecessary risk by failing to properly 
check the financial stability of their 
critical suppliers. 

In the StrategicRISK survey, only 
54% of respondents said they had 
timely systems for measuring suppliers’ 
financial health (see chart, right). 

“Frameworks for measuring financial 
stability are either not in place or are 
inconsistent across business functions,” 
one respondent said. Another remarked: 
“While in place for some operations, it’s 
not consistent across all.”

Worryingly, some respondents 
admitted that carrying out the checks 
may be no more than a box-ticking 
exercise. “We collect credit/financial 
information of these suppliers, but I’m 
not sure if these indicators are truly 
sufficient,” said one. 

Many respondents said suppliers’ 
financial stability and performance was 
reviewed as part of their onboarding 
process and again at contract renewal. 

Zurich Global Corporate global supply 

chain product leader Nick Wildgoose said 
that while this is a good start, it may not 
be enough for all suppliers. 

“Due diligence may be once a year. 
But where [the supplier] is critical 
to your business, you need to be 
monitoring them more often than 
that,” he said.

“Also, when suppliers are in difficult 
territory, like Hanjin Shipping [which 
went bankrupt in August] for example, 
I don’t think it’s a good assumption 
to operate on the basis that the 
government’s going to keep bailing 
them out forever.”

Wildgoose’s comments echo the 
results of the Business Continuity 
Institute’s 2016 survey on Supply 
Chain Resilience, which saw supplier 
insolvency come 10th in the list 
of concerns around supply chain 
disruption events. 

To improve resilience, Wildgoose 
recommended companies identify their 
most profitable products/services 
and then look at the suppliers that are 

critical to delivering these. The answer 
may not necessarily be the supplier that 
the company spends the largest amount 
of money with. 
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engagement with stakeholders, provide better 
visibility of the supply chain and, consequently, 
provide assurance of compliance with legal/regulatory 
requirements and a resilient supply chain.”

The task has its challenges, however. Guru, like 
many other risk professionals, said a key issue is 
“getting stakeholder buy-in for risk management 
training and designing a training programme that 
would meet the respective stakeholders’ needs”.

... BUT TOO MANY CORPORATES STILL DON’T SCRUTINISE 
THEIR CRITICAL SUPPLIERS’ FINANCES WELL ENOUGH
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“A DEVICE OR 
A PROGRAM 
THAT IS DEEMED 
SAFE TODAY 
COULD BECOME 
VULNERABLE 
TOMORROW AND 
BE ATTACKED ON A 
WORLDWIDE BASIS 
THE DAY AFTER.””
 
Huawei Enterprise  
chief security and  
privacy officer 
Pierre Noel

Risk managers are understandably anxious 
about breaches of their suppliers’ cyber 
defences. Is the threat as bad as it’s painted, 
and how can the risks be minimised?

Should you fear a cyber 
attack on your colleagues?

many organisations are not fully aware of their 
reliance on such suppliers. 

“Organisations often have limited visibility or 
control on what the engaged third-party vendors’ 
activities are connected to [within the] organisation’s 
own network. The combination of dependence, 
trust and lack of control [is] the ideal situation 
for creating a ‘perfect storm’ for security breaches 
across the organisation, regardless of organisation 
size,” he says.

If an organisation’s network gets into the wrong 
hands, adds Guru, there is a high risk of data being 
compromised or stolen, or of critical systems being 
shut down. 

Indeed, the results of the StrategicRISK survey are 
largely in line with the Business Continuity Institute’s 
recent Supply Chain Resilience Report 2016. Cyber 
attack or data breach came third on its list of causes 
of disruption. Unplanned telecommunications or 
IT outages, which could also be caused by a cyber 
hack, came first. So, what should risk managers and 
supply chain managers consider when assessing the 
strength of a potential supplier’s cyber security?

Huawei’s Noel says it ultimately comes down to 
accountability: “Does the supplier have a person who 
is explicitly and publicly in charge of the cyber security 
of the organisation? Is it well understood that this 
person will be fired or demoted if there is a significant 
cyber security incident with the organisation? 

“If the answers are yes, you have proper cyber 
security management.”

He adds: “We need someone who continuously 
has her/his finger on the pulse and can assess the 
evolution of risks, and what proper mitigations  
might be. 

“Cyber risk is one of the most dynamic I have ever 
encountered; a device or a program that is deemed 
safe today could become vulnerable tomorrow and 
be attacked on a worldwide basis the day after. 

“The only way to address this dynamic is to be 
accountable and keep a finger on the pulse.”

Looking solely at their own cyber defences is no 
longer a tenable position for firms. Increasingly, they 
must look at their suppliers’ as well. 

The StrategicRISK Supply Chain Disruption survey 
found that a ‘targeted cyber attack (internal or 
external)’ was risk managers’ top concern out of 10 
possible disruptive events (see graph, right). A cyber 
attack on a critical supplier was considered most 
likely to bring a company to its knees. 

Human operating error was next, with 
government/regulatory intervention in third place. 

“This vote reflects [risk managers’] uneasiness at 
being able to grasp the likelihood and consequences 
of such a cyber attack: since I don’t understand it, 
I fear it, and since I fear it, I give it high marks,” says 
Huawei Enterprise’s chief security and privacy officer, 
Pierre Noel.

“Cyber security is among the least understood 
type of risks at the moment. Risk managers hear 
about those cyber incidents happening here and 
there, and they feel like the sky is about to fall. In 
reality, cyber attacks follow some rather specific 
patterns, based on the origins of the attacks, as well 
as the motivations behind those attacks.”

This doesn’t give much comfort to Shangri-La 
vice-president, finance, Parikshit Sen Gupta. He says 
he’s very concerned about the implications of a  
cyber breach at one of the hotel and resort group’s 
critical suppliers. 

“For some of our suppliers who store our 
customer data, this risk is imminent,” he says, 
stressing that it would be Shangri-La’s brand at risk 
– and not that of the third party at fault – if a data 
breach occurred. 

A PERFECT STORM
Jagath Guru, Myanmar Brewery head of risk 
management, internal controls and processes, 
agrees. He says: “Third-party vendors do play a 
vital and growing role in supporting organisations’ 
systems, applications, and devices.” But he thinks 
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THE BOTTOM LINE

10 possible disruptive events, rated by likelihood and financial impact

SUPPLY CHAIN RISKS
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Cyber attack to critical system  
(internal or external)

Government/
regulatory  
intervention

Human/operating error

Power interruption

Machinery 
breakdown or 
technical error

Faulty design/material/manufacturing

Storms, floods and other 
natural catastrophes

Fire and explosion

Labour issues (shortage 
of workers/unethical 
slavery issues)

Strike/riot/vandalism
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METHODOLOGY
Respondents were 
asked to rate 10 supply 
chain disruption events 
individually, by likelihood 
and financial impact, on a 
scale of 1-5 (1 being very 
low, 2 being low, 3 being 
medium, 4 being high and 5 
being very high). The scatter 
graph plots the average 
score for both likelihood and 
financial impact. 

Thinking of your critical 
suppliers,how much would the 
failure/inability to supply impact 
your company profits?

Their failure would have 
a limited impact on our 

company’s profits

35%

65%

Australian telecommunications 
company Telstra has already 
experienced a data breach via a  
third party. 

Last year, the group acquired 
Asian telecoms provider Pacnet. 
But two weeks before the $697m 
deal was finalised, an unknown 
third party hacked into Pacnet 
and gained complete access to its 
network, including emails and other 
administrative systems. 

Telstra wasn’t told until after 
the deal’s completion. Its chief 
risk officer, Kate Hughes, says it 
voluntarily went to eight different 
regulators about the breach. 

“Each one had different 
expectations about whether or 
not we would or should tell them,” 
she told StrategicRISK. “We’ve 
always felt better to be upfront and 
honest. The worst thing you can do 
is look like you’re hiding it.” 

Australia is looking to introduce 
data-loss notification laws that 
will force companies to advise 
customers when their details have 
been unlawfully accessed. It is 
unclear how far-reaching the laws 
will be, however, and what the fines 
and procedures will be. 

Singapore is considering similar 
legislation. 

For Telstra, Hughes says the 
key focus for cyber security is on 
employees, often considered to 
be the weakest link in any cyber 
security programme. 

“We run drills to see if we can 
trick our employees into doing 
something that they shouldn’t 
have,” she says. 

This might mean clicking 
on a link or opening a suspect 
attachment. In the first drill, 30% of 
employees failed. This dropped to 
18% in the second round.

BIG NUMBERS

Unplanned IT and 
telecommunications outages 
remains the top cause of supply 
chain disruption for the fifth 
consecutive year, according to the 
Business Continuity Institute

5

HOW TELSTRA DEALT  
WITH THE PACNET HACK 

Their failure would have a 
significant impact on our 

company’s profits
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Hidden problems that can 
trigger a chain reaction

Few companies have full transparency 
of their supply chains. What are the 
implications of this, and how can this 
impact a company’s reputation?

When it comes to risk, a company’s supply chain is 
like an iceberg: much of it is submerged and out of 
sight. For some major corporations with thousands of 
third-party vendors, full transparency of their supply 
chains is not deemed a necessity, let alone feasible. 
In fact, a StrategicRISK survey found that very few 
corporates have transparency of their supply chains 
(see graph, opposite). But what are the implications 
of this lack of transparency, and how can this impact 
a company’s reputation?

“We are seeing an interesting shift in supply chain 
management – and it’s been driven by consumers 
and customers,” says Kate Hughes, chief risk officer at 
Telstra, the Australian-headquartered telecoms firm.

“Expectations are changing. [Customers] want to 
know exactly where products are coming from, how 
they were made and under what conditions. 

“They want to know who their service providers, 
such as banks and technology partners such as 
Telstra, are working with, and how they are managing 
their impacts.”

Hughes says companies are responding to this 
– and they need to respond – as they will be held to 
account by those who buy their products or services, 
as well as by investors and the court of public opinion.

“However, this is an area of complexity, especially 
for large companies such as Telstra with deep and 
long supply chains,” Hughes adds. 

She says many companies have strong due 
diligence when bringing in suppliers, but this is 
not enough.

“Companies ensure suppliers have no human 
rights abuses, that they are not involved in corrupt 
behaviour and their finances are solid. But then what? 

“Responsible and sustainable supply chain 
management doesn’t end with the contract, it’s 
ongoing. Because if a supplier acts outside of the law, 
or indeed in a way that doesn’t match societal – or 
company – expectations, it is most likely the big, well-
known brand associated with that supplier who will 
be targeted.”

Rachelle Koster, partner risk advisory, crisis 
management and resilience at Deloitte, agrees. 
She says sustainability and procurement teams 
in corporate Australia are increasingly focused on 
supply chain transparency. 

“We have seen companies experience reputational 
risks because of governance, conduct or operational 
risks eventuating in their supply chains,” she adds. 
“In these situations you have to own your crisis. Your 
ability to pass the buck to somebody in your supply 
chain when something goes wrong is not an effective 
response strategy.”

Koster says it is extremely challenging to oversee 
large supplier ecosystems to mitigate potential 
reputational or crisis events: “Every organisation will 
have their own risk appetite around these things. 

“Some companies have more than 10,000 
suppliers, so the procurement part of their business 
can be really challenging. Through analytics we have 
seen that a lot of companies want to drill down and 
truly understand their end-to-end supply chains 
through a series of operational risk-related lenses.”

HAPPY CLICKERS
Suppliers’ cyber security is also a worry for 
corporates (see pages 32-33). Many are concerned 
about reputational risk should one of their critical 
suppliers suffer a data breach or leak that affects 
their customers. 

MailGuard chief executive and founder Craig 
McDonald says that over the past six months, he has 
seen an increasing number of emails being sent to 
businesses from what appear to be brands that we 
trust, like a telco, bank or government body.

“The problem is that staff are being ‘happy clickers’, 
leaving the company and being taken offline due to 
ransomware, for example,” he says. “A major problem 
is failing to understand the ramifications of these 
problems within the supply chain.”

Several manufacturing and warehousing groups 
have come under attack, he adds, and customers are 
no longer able to reach them. “That has put a lot of 
pressure on the companies they supply, even though 
those companies have not directly been affected. 

“This has highlighted some of the touch points that 
can undo a business.”

These supply chain transparency issues all beg the 
same question: how does a risk manager go about 
mitigating the risks they create? Leesa Soulodre, RL 
Expert’s chief reputation risk officer, suggests several 
avenues to explore.

RESPONSIBLE AND 
SUSTAINABLE 
SUPPLY CHAIN 
MANAGEMENT 
DOESN’T END WITH 
THE CONTRACT, IT’S 
ONGOING. BECAUSE 
IF A SUPPLIER 
ACTS OUTSIDE 
OF THE LAW, OR 
INDEED IN A WAY 
THAT DOESN’T 
MATCH SOCIETAL 
– OR COMPANY – 
EXPECTATIONS, IT 
IS MOST LIKELY THE 
BIG, WELL-KNOWN 
BRAND ASSOCIATED 
WITH THAT 
SUPPLIER WHO WILL 
BE TARGETED.”
Telstra chief risk officer 
Kate Hughes
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ON TOP OF THINGS
Transparency and reputation risk

“Implement an early-warning system to increase 
transparency and monitor risks and issues in all tiers 
of the global supply chain, and ensure a life-cycle risk 
management approach,” she says. 

“Point-in-time analysis does not work. Reviewing a 
supplier not only when they are onboarded, but also 
on a daily basis throughout the relationship, will ensure 
that sustainability, security and reputation risk issues 
are identified early for risk mitigation.”

Popular tools for this measure include SAP, 
Oracle, WorldCheck, SmartWatch, RepRisk and SAS, 
says Soulodre. 

“Get the board and CEO on board,” she adds. 
“Leverage tone at the top to build an active reputation 
risk management and risk-aware culture around the 
importance of a responsible supply chain and CSR 
programme. Without this, tactical efforts will fail.”

ZERO TOLERANCE
She says it is vital that staff are educated on the 
programme and understand the consequences. “You 
need to ask, is this supplier’s activities legal, ethical, 
acceptable, defendable, sensible? If we make the 
decision to support this supplier, does this change 
who I say I am as a person? Does this change who 
we say we are as a company?”

Soulodre says all tiers of the supply chain must 
show zero tolerance of child labour, modern slavery, 
bribery and corruption, money-laundering and 
extortion. “This should be clearly articulated as part 
of the signed supplier code of conduct and checks 
for breaches must form a critical part of the ongoing 
factory audit process by a specialised and independent 
third party.”

In addition, risk managers must factor outrage 
and velocity into their risk assessment: “Implement a 
rating system and rate the supplier based on the audit 
result and what is published in the public domain. 
Understand their sensitivity to this topic as gauged 
by your risk intelligence.” 

A red rating, for example, could be assigned 
when one of the audit requirements has not been 
met for critical risk issues and when stakeholder 
outrage is low. 

“Make sure a regular audit cycle forms a part of 
the ongoing supplier due diligence programme, and 
records and results are located in a central place, easily 
accessible by frontline staff. 

“Also, when an issue occurs in your supply chain, do 
not defer the blame to your supplier. Reputation risk is 
your responsibility and yours only.”

Soulodre says risk managers must accept 
accountability and demonstrate empathy to those 
affected. “Explain the facts: who was affected, what 
was affected, when it happened, where it happened 

and why it happened. Articulate a clear action plan 
and timeline to address the issues and advise 
immediately once the risk has been contained.”

It is also important to collaborate with your 
supplier to achieve this objective, she says. 

“Put them on notice, if they must be terminated. 
Live up to your promises to your stakeholders and 
demonstrate the steps your company has taken to 
ensure this will never happen again. Communicate. 
Communicate. Communicate.”

Once your stakeholders allow you to go back 
to business as usual, Soulodre says, then and only 
then can you address the liability and responsibility of 
your supplier.

Have you fully mapped your critical supply chains upstream to 
the raw material level and downstream to the customer level?

Damage to  
reputation, brand  

and image

38%
(up 11%)

Customer  
complaints received

40%
(unchanged)

We have between 0%-25% 
transparency of critical 
business supply chains

We have between 
25%-50% 

transparency of critical 
business supply chains

We have between  
50%-80% transparency of 

critical business supply chains

We have between  
80%-99% transparency 

of critical business 
supply chains

We have 100% transparency of 
critical business supply chains

4%

21%

38%31%

6%

What grade would you give your company 
for its ability to measure reputation risk?

0%
A (excellent)

B (good)

C (average)

D (poor)

20%

55%

25%
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I’m concerned about 
companies not having 

visibility over their supply 
chains. I find it intriguing that 
many companies continue 
into the unknown without 
having visibility over key 
areas such as country of 
origin, shipment/delivery 
accuracy, physical security, 
internal processes and 
social and environmental 
accountabilities/
responsibilities.

“I think there is a dichotomy 
between strategy and 
operation and we need to stop 
treating [the] symptoms and 
instead get to the root cause. 
As an in-house risk manager 
for two decades, I find that 
many companies [don’t] 
see the forest for the trees, 
treating operational risks and 
symptoms instead of strategic 
risks and the root cause in their 
supply chain risk management.

“The key [to overcoming 
this] is to align strategy 
with risk management by 
establishing governance, 
leadership and management 
in the supply chain with 
a robust risk assessment 
regime to treat the root 
cause and mitigate risk in an 
accurate and timely manner. 
The culture of resisting change 
and maintaining the status quo 
would be the biggest challenge 
[to mitigating this]. 

“It is dangerous when we 
allow apathy and complacency 
to grow in the organisation and 
when we assure ourselves that 
we are ‘good’.

WE ASKED TWO SENIOR RISK PROFESSIONALS: WHAT  
ARE THE BIGGEST CONCERNS IN YOUR SUPPLY CHAINS?

Jagath Guru
Myanmar Brewery 
head of risk 
and insurance

Roland Teo,
risk manager for a 
Singapore-based 
healthcare provider

Our organisation and 
the products we 

produce are dependent on 
machinery. As such, the 
associated risks or factors 
that could curtail or hinder the 
machinery and equipment 
from operating at an 
optimum level is our single 
biggest concern. 

“This risk is strongly 
linked to other risks. One 
of these is the disruption to 
electrical supply. Another is 
the breakdown of machinery 
and the time required in 
getting machines up and 
running again.

“To manage the risk of 
electric outages, we have 
generators that automatically 
kick in within seconds once 
there is an outage. We also 
have regular preventative 
maintenance scheduled in, 
which is part of our internal 
supply chain processes. 

“Our supply chain 
department carries out 
business continuity planning 
exercises with simulation 
scenarios or desktop scenarios. 
The idea is to go through the 
thinking process, determine 
the ‘gap’ rectification required, 
and work towards addressing 
the ‘gap’ as part of working 
towards readiness if a similar 
situation occurs. 

“More training is needed, 
however, to build up technical 
staff capability and robust 
processes built through 
understanding supply 
chain and forecasting and 
to understand the other 
bottlenecks.

“In managing the risks, 
it is important for me to 
understand the risk appetite 
of the organisation in relation 
to its business model, strategy 
and its business execution 
and, accordingly, from here 
the need to map all relevant 
risks that could lead to 
undesired risk appetite – and 
to best disseminate them by 
cascading them to the relevant 
risk owners and following 
up, to see how they could 
effectively manage this with 
the organisation’s risk appetite 
with necessary actions.”

“Recently the Institute 
of Singapore Chartered 
Accountants (ISCA) and 
KPMG conducted a study, 
supported by the Singapore 
Exchange (SGX), which 
showed that ‘many firms 
sought only to comply with 
rules but might not see 
benefits of practice’. KPMG 
added that ‘we need to see 
more improvement on the 
behavioural aspects – the 
part about people, about 
the tone of the [risk] culture, 
and the rationale of why 
a company should care 
about risk governance’.” 
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Advanced complexity and severe unpredictability 
pose an existential threat to the global standard

Is ISO 31000  
now obsolete? 

We live in a world that is evolving faster than most 
of us can keep up. Just as we get a handle on one 
concept, it evolves into something new and we 
have to embrace the learning curve all over again. 
Over the past decade in particular, our world has 
become increasingly technology-driven; it has also 
become exponentially more dynamic, complex 
and unpredictable.

The only constant now is change and everything 
must become obsolete eventually. Which begs the 
fairly reasonable question: in a world defined by its 
advanced complexity and severe unpredictability, 
has a risk management standard that encourages its 
practising officers to predict risks become obsolete? 

WARREN BLACK
HDR CANDIDATE, 
QUEENSLAND 
UNIVERSITY OF 
TECHNOLOGY, 
AUSTRALIA

What qualifies ISO 31000 to be 
considered as the international 
standard in risk management? The 
designation implies some absolute, 
empirically tested and scientifically 
validated law of nature is in place, but 
this is not necessarily true.

There appears to be no universally 
accepted data demonstrating that 
the ISO 31000:2009 approach actually 
works in improving an organisation’s 
exposure to material risk. Hence to 
call it ‘the standard’ has become a 
contentious issue among some of 
the purists. 

In fairness, a large number of 
accepted studies do exist that show 
a correlation in the improvement of 
general risk proactivity, accountability 
and awareness in those organisations 
that have adopted ISO 31000, but in 
almost all cases, it could be argued 

that this measurable improvement 
was actually an outcome of changes 
in the organisation’s broader attitude 
towards risk management. 

That is, it was observed that ISO 
31000 was merely one of a diverse 
range of risk initiatives adopted by 
the organisational leadership and its 
stakeholders – thus to single out ISO 
31000 as the sole saviour is perhaps 
no more than optimism bias. 

Also, if ISO 31000 is indeed ‘best 
practice’, then why have the rates 
at which corporates (and large-
complex projects) continue to fail 
not improved? 

Consider that in the past three 
years, since the global commodities 
depression of 2014, organisational 
failure rates in the natural resources, 
infrastructure and engineering 
sectors (as well as all their related 

service industries) have increased 
significantly, with trillions of dollars 
in shareholder value being lost, 
as well as millions of jobs being 
dissolved globally.

Case in point: by the end of the 
2016 financial year, almost all of 
the major globally listed mining, oil 
and gas companies were reporting 
significant losses in shareholder 
value, FTE employment and growth 
capital spend. In turn, many natural 
resource-dependent economies are 
now in recession.

In many cases, ISO 31000 was 
the accepted industry risk control 
standard; so why did the ‘standard’ 
not help mitigate such widespread 
industry failure? 

Could it be that the ‘standard’ 
needs further development to suit 
the modern context?

OBSERVATION 1  
IN GOD WE TRUST... BUT ALL OTHERS MUST BRING DATA!

WITH NOBLE INTENTIONS ALL THINGS BEGIN...
ISO 31000 was established in November 2009 by the 
International Organization for Standardization (ISO) 
to bring consistency to global risk management 
understanding and practice. Since then, it has become 
acknowledged as the international risk management 
standard. Numerous organisations, institutions and 
governing bodies have adopted ISO 31000:2009 as 
the basis upon which they endeavour to control their 
material risks. As a result, almost all ‘better practice’ 
risk management frameworks, risk functions, risk 
management plans and practising risk officers are 
expected to demonstrate a sound understanding of 
the ISO 31000 approach.
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“THE INVESTED 
RISK COMMUNITY 
HAS SPENT THE 
PAST SEVEN 
YEARS TESTING 
THE APPROACH 
AND A SEED 
OF DOUBT HAS 
EMERGED AS TO ITS 
EFFECTIVENESS 
AND SUITABILITY 
IN THE MODERN 
CONTEXT.”
Queensland University 
of Technology HDR 
candidate 
Warren Black

ISO 31000 defines risk as “the effect 
of uncertainty on objectives”, yet ISO 
in its current form is not designed 
to address uncertainty. If anything, 
the current ISO 31000 risk control 
approach is highly dependent on 
certainty, which makes it problematic 
in such an uncertain world.

Consider that ISO 31000 
encourages its practising officers to 
control risk in a linear step-by-step 
approach whereby they should first 
establish the context, then identify 
the potential risks, then assess 
these identified risks and then 
adopt suitable control solutions per 
assessed material risk. In brief, ISO 
31000 advocates for a systematic 
‘predict and process’ approach to risk 
control, which has now become fairly 
common across industry. 

Now, this approach in itself is not 
an issue. What is an issue, however, is 

that such an approach relies heavily 
on the surrounding environment 
being predictable, linear and rational 
(i.e. certain). 

After all, how else can one 
effectively identify, quantify and 
control sufficient numbers of 
material risks in a step-by-step 
manner? 

Unfortunately, modern-day 
operating environments are far 
more likely to be dynamic, deviant 
and irrational (i.e. uncertain) and 
therefore it is questionable what 
value a systematically linear ‘predict 
and process’ approach offers in highly 
dynamic and uncertain operating 
environments.

Also, ISO 31000 in its current form 
neither acknowledges nor offers 
any insight into how organisations 
might better control those risks 
that are simply unpredictable. The 

existence of ‘black swans’, ‘wicked 
risks’, ‘unknown unknowns’, ‘rogue 
waves’, ‘complex uncertainties’ and 
other unidentifiable risks have long 
been acknowledged by both industry 
and academia, but despite this, ISO 
31000 endorses a control method 
which requires material risks to first 
be identified?

The very existence of uncertainty 
requires an acknowledgement 
that not all risks can be known 
(or predicted) – and if not all risks 
can be known, then should ISO 
31000 continue to advocate for 
a risk control methodology that 
requires its practising risk officers 
to first identify risks in order to then 
control them? 

Surely attempting to proactively 
identify (aka predict/forecast) risks is 
completely contradictory to the very 
definition of uncertainty?

OBSERVATION 2 
THE UNCERTAINTY PARADOX

BUT ISO 31000 HAS COME UNDER REVIEW...
ISO 31000 started out with the noble intention of 
helping organisations and their practising risk officers 
to control material risks better, but seven years later it 
is under review, both literally and figuratively.

The literal review: ISO standards come up for 
revision every five years and in March 2015, an 
ISO working group assembled in Paris with the 
intention of identifying those areas of ISO 31000 
that require further development. A revised 
standard is expected in late 2016 and although it 
has not yet been confirmed what amendments 
will be incurred, it is understood that most of the 
amendments will be designed to improve the 
internal terminology as well as the in-principal 
guidance offered by the standard.
The figurative review: As part of my own higher 
degree in research into ‘controlling risk in complex 
project environments’, I have been involved in 
an extensive review of all the current academic 
arguments and published literature in the field of 
complex project risk management. After 18 months, 
I can confidentially state that there is an abundance 
of published literature available, both advocating 
and questioning the merits of the conventional risk 
management approach, such as that endorsed by 
ISO 31000.

Although I don’t claim to have reviewed every 
piece of available literature on this topic, it is evident 

that there are noticeably more published academics 
questioning the effectiveness of the ISO 31000 
approach than endorsing it (not unusual in the 
academic world). 

Regardless, what is clear is that the invested risk 
community has spent the past seven years testing the 
ISO approach and a seed of doubt has emerged as 
to its suitability in operating environments which are 
highly dynamic, complex and uncertain.

Consider the following four observations gained 
during my research literature review journey (see 
inserted boxes).

SO WHAT?
Despite ISO 31000’s success in bringing global 
uniformity and better definition to the art of risk 
management, the current version appears to 
advocate for a control method that assumes all 
material risks are proactively identifiable and 
measurable – but they are not. 

As environmental complexity and uncertainty 
increases, predictability decreases, and so too 
the ability to proactively identify and measure 
material risks.

With this in mind, industry needs to either 
become more aware of the potential limitations 
of ISO 31000:2009 or the standard itself needs 
to be upgraded so as to better address the 
unique influences that complexity, uncertainty 
and dependency have on the art of risk  
management.
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As discussed, ISO 31000 defines risk as “the effect of 
uncertainty on objectives” and most of the reviewed literature 
appears to support this premise. However, many of the more 
current publications appear to take this a step further and 
advocate that risk is an outcome of complexity as well.

The rise of complexity as a driver of risk is not necessarily 
a new generation ideal, but it does appear to have gained 
significant momentum in the published works, over the 
past decade in particular. Presumably this is in response to 
increasing industry challenges, which appear to be due to our 
operating markets becoming highly complex and severely 
unpredictable in the technology-driven age. More and more 
global risk exposures are being attributed to complexity 
and as a result, both industry and academia wish to better 
understand the relationship and its associated phenomena.

Many authors appear to agree that modern-day risk 
management techniques are not suited to address the specific 
needs of highly complex environments. The general view is 
that most practising control standards (e.g. ISO) cater for a 
median level of complexity and tend to offer a foundation view 
of their topic, designed to meet the mental capacity of the 
learning practitioner. Such standards and methodologies fail 
to demonstrate the specific requirements that come into play 
when complexity increases beyond the median. 

In fact a new generation of complex risk thinkers appears 
to be emerging, who advocate that the manner in which risk 
is to be controlled in complex environments is noticeably 
different from the risk practices advocated by conventional 
industry standards. Complexity breeds all sorts of unique and 
interesting phenomena, which simply cannot be covered by a 
‘one-size-fits-all’ or systematic ‘step-by-step’ approach.

A trait of advanced complexity is the accompanying levels 
of unpredictability. Hence, this new generation of complex 
risk thinkers advocate that risk management models based 
on prediction instead of maturity, agility, resilience and 
adaptation are no longer suited to today’s complex challenges. 
Attempting to predict risks should not be the only way to 
confront threats – maturing controls, developing resilience, 
integrating effort and learning how to address the unknown 
should all have an equal standing in the new era.

Many of the reviewed authors advocate for an industry call 
to arms whereby governing bodies, invested organisations 
and practising risk practitioners need to start recognising and 
catering for the unique needs of highly complex operating 
environments. That is, a need exists to start enabling the 
next generation of advanced, complex risk officers. Already 
the governing bodies in other comparable industries, such as 
project management, safety and quality control are starting to 
generate and publish advanced methodologies that cater to 
the specific needs of their most complex applications.

In light of this new age of complexity, as well as the 
early rise of complex risk management practices, shouldn’t 
the governing body that oversees the international risk 
management standard follow suit, particularly in light of the 
fact that those organisations that require the most rigid risk 
solutions are often those that are the most complex?

ISO 31000 has gained traction across 
almost all industries. Unfortunately, the 
2009 version appears to have created a 
perception that the ISO risk management 
process by itself is an enterprise-wide risk 
solution.

This is simply not true.
Much of the current criticism appears 

to be centred around a (perceived) lack of 
acknowledgement by ISO of other critical 
risk controls such as: 
1.  The need to establish a decision-

making framework to provide oversight 
of matters of entity-wide performance 
and risk (governance)

2.  The need to manage risk within clearly 
defined tolerances (appetite)

3.  The need to proactively mitigate 
risks through a robust strategy and 
effective business plans (planning)

4. The need to enable effective control  
 systems to manage performance  
 (systems)
5.  The need to mature, test and validate 

critical risk controls (assurance)
6.  The need to embed a culture that 

promotes greater accountability and 
awareness for risk (culture)
Some have argued that that the 

absence of any of these individual risk 
controls yields an exponential reduction 
in total organisational risk effectiveness, 
as they are all ‘critically dependent’ on 
each other.

That is, no one risk control can achieve 
an independent state of effectiveness 
without interdependent support from the 
others. As a result of these observations, 
the new generation of complex risk 
thinkers advocate firmly for a holistic, 
integrated and enterprise-wide approach 
to risk management that considers all the 
control criteria required to enable a total 
risk solution. 

The current version of ISO 31000, 
however, offers very little insight as to 
the other critical dependencies that 
exist when attempting to establish a 
fully integrated and enterprise-wide 
risk solution. 

In so doing, it subconsciously promotes 
the flawed perception that enterprise-
wide risk management is dependent 
on nothing more than a risk identification 
process.

OBSERVATION 3  
THE RISE OF COMPLEXITY

OBSERVATION 4 
THE SMALL MATTER OF 
CRITICAL DEPENDENCIES
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Homage to La Coruña

What are you thinking  
about right now?
Trying to be honest and sincere 
answering these questions!

What’s your  
greatest fear?
For my family to suffer  
in any way.

What’s your most 
embarrassing moment?
For better or worse, I am not 
easily ashamed. I know it is 
not exactly the answer you are 
looking for, but there is no  
story to tell!

What makes you happy?
Two things: riding my bike and  
my kids’ laughter.

What makes you 
unhappy?
Injustice.

Daniel San Millan, corporate risk manager at 
Ferrovial, talks about Spain, the importance 
of family, riding a motorbike, his passion for 
football and feeling progressively younger

HEADSPACE > WHAT’S INSIDE YOUR HEAD

What’s the biggest risk you’ve ever taken?
Bringing kids into this crazy world.

What’s the worst job you’ve ever done?
You’d better ask my brokers for the answer to  
that one.

What do you like to do in your spare time?
I enjoy running, travelling with my partner and 
family and have a keen interest in motorbikes. I also 
am a big supporter of Real Madrid and like to watch 
them from my seat in the Stadium Bernabéu. 

What is your greatest achievement?
Winning the respect of my family, friends and 
also my colleagues.

What’s the most important lesson  
you’ve learned?
The higher you rise, the more important it  
is to be humble. 

Who do you look up to and why?
People who don’t have anything yet still manage 
to enjoy their lives and have more happiness than 
those who are richest.

Tell us a secret
I feel younger with every day that passes. 

Where’s your favourite place to holiday  
and why?
La Coruña: best beaches, best food, best 
landscapes… and the land of my family.

What did you want to be when  
you were younger?

Football player.

“I AM NOT EASILY 
ASHAMED. I KNOW 
IT IS NOT EXACTLY 
THE ANSWER YOU 
ARE LOOKING FOR, 
BUT THERE IS NO 
STORY TO TELL!”
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